
CCC-02.2

Change Control &
Configuration
Management
Quality Testing

Organizations shall follow a defined quality change control and testing process
(e.g., m t  Service Management) with established baselines, testing, and release
standards which focus on system availability, confidentiality, and integrity of
systems and services.

CCC-03 CCC-03.1

CCC-03.2

CCC-03.3

CCC-03.4

Change Control &
Configuration
Management
Unauthorized Software
installations

Policies and procedures shall be established, and supporting business processes
and technical measures implemented, to restrict the Installation of unauthorized
software on organizationally-owned or managed user end-point devices (e.g.,
issued workstations, laptops, and mobile devices) and IT infrastructure network
and systems components.

CCC-04 CCC-04.1

Change Control &
Configuration
Management
Production Changes

Policies and procedures shall be established for managing the risks associated
with applying changes to:
• Business-critical or customer (tenant)-impacting (physical and virtual)

applications and system-system interface (API) designs and configurations.
• Infrastructure network and systems components.

Technical measures shall be implemented to provide assurance that all changes
directly correspond to a registered change request, business-critical or customer
(tenant), and/or authorization by, the customer (tenant) as per agreement (SLA)
prior to deployment.

CCC-05 CCC-05.1

Data and objects containing data shall be assigned a classification by the data
owner based on data type, value, sensitivity, and criticality to the organization.

Data Security &
Information Lifecycle
Management
Classification

DSI-01 DSI-01.1

DSI-01.2

A.14.1.1
A.12.5.1
A.14.3.1
A.9.4.5
8.1* (partial) A.14.2.2
8.1’ (partial) A.14.2.3
8.1' (partial) A.14.2.4
8.1" (partial) A.14.2.7
A.12.6.1
A.16.13
A.18.2.2
A.18.2.3

Do you have controls in place to detect source code security
defects for any outsourced software development activities?

Yes, Code scanning Is utilized in SDLC to ensure defects are
identified and resolved

Do you provide your tenants with documentation that describes
your quality assurance process?

All changes to operational procedures are approved by
senior management, and changes in regards to information
security are monitored by technical controls. (ISO 4/15/19)

A.6.1.1
A.12.1.1
A.12.1.4
A.14.2.9
A.14.1.1
A.12.5.1
A.14.3.1
A.9.4.5
8.1* partial A.14.2.2
8.1* partial A.14.2.3
8.1* partial A.14.2.4
A.12.6.1
A.16.1.3
A.18.2.2
A.18.2.3

Is documentation describing known issues with certain
products/services available? _______________________________
Are there policies and procedures in place to triage and remedy
reported bugs and security vulnerabilities for product and service
offerings?

Are mechanisms in place to ensure that all debugging and test
code elements are removed from released software versions?

Yes

Policy and Testing in place. (ISO 4/15/19)

Do you have controls in place to restrict and monitor the
Installation of unauthorized software onto your systems?

Software installation is controlled and well-documented via
AWS. (ISO 4/15/19)

A.6.1.2
A.12.2.1
A.9.4.4
A.9.4.1
A.12.5.1
8.1' (partial) A.14.2.4

Do you provide tenants with documentation that describes your
production change management procedures and their
roles/rights/responsibilities within it?

Policies and procedures are in place, and segregation has
been reviewed. All changes are controlled by Confluence
and JIRA, though a formal ticketing process is not yet In
place. All applications are reviewed for impact prior to
moving forward with change procedures. (ISO 4/15/19)

YES A.12.1.4
8.1' (partial) A.14.2.2
8.1* (partial) A.14.2

Do you provide a capability to Identify virtual machines via policy
tags/metadata (e.g., tags can be used to limit guest operating
systems from booting/instantiating/transporting data in the wrong
country)?

AWS EC2 Instances utilize Tagging in Terraform automationYes A.8.2.1

Do you provide a capability to identify hardware via policy
tags/metadata/hardware tags (e.g.,TXT/TPM, VN-Tag, etc.)?

AWS EC2 Instances utilize Tagging in Terraform automationYes
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Do you have a capability to use system geographic location as an
authentication factor?

Yes Okta uses geographic location to determine login patterns
and suspicious behavior

Can you provide the physical location/geography of storage of a
tenant's data upon request?

PARTIAL The Information Classification Policy is underway as a data
classification project. (ISO 4/15/19)

Can you provide the physical location/geography of storage of a
tenant's data in advance?

PARTIAL The Information Classification Policy is underway as a data
classification project. (ISO 4/15/19)

Do you follow a structured data-labeling standard (e.g., ISO 15489,
Oasis XML Catalog Specification, C5A data type guidance)?

PARTIAL The Information Classification Policy is underway as a data
classification project. (ISO 4/15/19)

Do you allow tenants to define acceptable geographical locations
for data routing or resource instantiation?

PARTIAL The Information Classification Policy is underway as a data
classification project. (ISO 4/15/19)

Policies and procedures shall be established, and supporting business processes
and technical measures implemented, to inventory, document, and maintain
data flows for data that is resident (permanently or temporarily) within the
service's geographically distributed (physical and virtual) applications and
Infrastructure network and systems components and/or shared with other third
parties to ascertain any regulatory, statutory, or supply chain agreement (SLA)
compliance impact, and to address any other business risks associated with the

Do you inventory, document, and maintain data flows for data that
Is resident (permanent or temporary) within the services'
applications and infrastructure network and systems?

Yes All assets have been inventoried as of 01/25/2019. (ISO
4/15/19)

Clause
4.2
5.2,
7.5,
8.1

data. Upon request, provider shall inform customer (tenant) of compliance
Impact and risk, especially if customer data is used as part of the services.

Can you ensure that data does not migrate beyond a defined
geographical residency?

YES The product infrastructure is hosted across multiple
datacenter of AWS in High Availability configuration. Data
centers are located in geographically separated zones. (ISO
4/15/15)

Data related to electronic commerce (e-commerce) that traverses public
networks shall be appropriately classified and protected from fraudulent activity,
unauthorized disclosure, or modification In such a manner to prevent contract
dispute and compromise of data.

Do you provide open encryption methodologies (3.4ES, AES, etc.)
to tenants in order for them to protect their data if it is required to
move through public networks (e.g., the Internet)?

Yes A.8.2.1
A.13.1.1
A.13.1.2
A.14.1.2
A.14.1.3
A.18.1.4

Do you utilize open encryption methodologies any time your
Infrastructure components need to communicate with each other
via public networks (e.g., Internet-based replication of data from
one environment to another)?

YES Network controls are in place to manage the flow of data
securely. (ISO 4/15/19)

DSI-01.3

DSI-01.4

DSI-01.5

DSI-01.6

DSI-01.7

Data Security & DSI-02 DSI-02.1
Information Lifecycle
Management
Data Inventory/ Flows

DSI-O2.2

Data Security & DSI-O3 DSI-O3.1
Information Lifecycle
Management
E-commerce
Transactions

DSI-03.2

City of Vancouver - FOI 2026-240 - Page 155 of 332



Data Security &
Information Lifecycle
Management
Handling / Labeling /
Security Policy

DSI-04 DSI-04.1

DSI-O4.2

Data Security & DSI-O5 DSI-O5.1
Information Lifecycle
Management
Nonproduction Data

Data Security & DSI-06 DS1-06.1
Information Lifecycle
Management
Ownership /
Stewardship

Data Security &
Information Lifecycle
Management
Secure Disposal

DSI-07 DSI-07.1

DSI-07.2

Datacenter Security DCS-01 DCS-01.1
Asset Management

Policies and procedures shall be established for labeling, handling, and the Are policies and procedures established for labeling, handling and
security of data and objects which contain data. Mechanisms for label the security of data and objects that contain data?
Inheritance shall be implemented for objects that act as aggregate containers for
data.

The Information Classification Policy is underway as a data A.8.2.2
classification project. Information is protected in transit A.8.3.1
using the applicable communication tools, but a formal A.8.2.3
information transfer policy is not yet in place. (ISO 4/15/19) A.13.2.1

PARTIAL

Are mechanisms for label inheritance implemented for objects that
act as aggregate containers for data?

The Information Classification Policy is underway as a data
classification project. Information is protected in transit
using the applicable communication tools, but a formal
information transfer policy is not yet in place. (ISO 4/15/19)

PARTIAL

Production data shall not be replicated or used in non-production environments. Do you have procedures in place to ensure production data shall
Any use of customer data in non-production environments requires explicit, not be replicated or used In non-production environments?
documented approval from ail customers whose data is affected, and must
comply with all legal and regulatory requirements for scrubbing of sensitive data
elements.

Policies and procedures are in place, and segregation has
been reviewed. (ISO 4/15/19)

YES A.8.1.3
A.12.1.4
A.14.3.1
8.1* (partial) A.14.2.2.

All data shall be designated with stewardship, with assigned responsibilities
defined, documented, and communicated.

Are the responsibilities regarding data stewardship defined,
assigned, documented, and communicated?

PARTIAL

Do you support secure deletion (e.g., degaussing/cryptographic
wiping) of archived and backed-up data as determined by the
tenant?

The Electronic Media Disposal and Information Security
policies are in DRAFT. (ISO 4/15/19)

A. l l .2 .7
A.8.3.2

The Electronic Media Disposal and Information Security
policies are in DRAFT. (ISO 4/15/19)

Annex A.8

Policies and procedures shall be established with supporting business processes
and technical measures implemented for the secure disposal and complete
removal of data from all storage media, ensuring data is not recoverable by any
computer forensic means.

Partial

Can you provide a published procedure for exiting the service
arrangement, including assurance to sanitize all computing
resources of tenant data once a customer has exited your
environment or has vacated a resource?

Partial

Assets must be classified in terms of business criticality, service-level Do you maintain a complete inventory of all of your critical assets
expectations, and operational continuity requirements. A complete inventory of that includes ownership of the asset?
business-critical assets located at all sites and/or geographical locations and their
usage over time shall be maintained and updated regularly, and assigned
ownership by defined roles and responsibilities.

Yes
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Datacenter Security
Controlled Access
Points

DCS-02

DCS-01.2 Do you maintain a complete inventory of all of your critical
supplier relationships?

Yes

DCS-02.1 Physical security perimeters (e.g., fences, walls, barriers, guards, gates,
electronic surveillance, physical authentication mechanisms, reception desks,
and security patrols) shall be implemented to safeguard sensitive data and
information systems.

Are physical security perimeters (e.g., fences, walls, barriers,
guards, gates, electronic surveillance, physical authentication
mechanisms, reception desks, and security patrols) implemented?

YES The Physical Security Policy is in place, which covers all
applicable physical barriers and protections. (ISO 4/15/19)

A.11.1.1
A.ll.1.2

Datacenter Security
Equipment
Identification

DCS-03 DCS-03.1 Automated equipment identification shall be used as a method of connection
authentication. Location-aware technologies may be used to validate connection
authentication integrity based on known equipment location.

Is automated equipment identification used as a method to
validate connection authentication integrity based on known
equipment location?

YES Greenlots utilizes enhanced VPN and MFA for
authentication. (ISO 4/15/19)

Datacenter Security
Offsite Authorization

DCS-04 DCS-04.1 Authorization must be obtained prior to relocation or transfer of hardware,
software, or data to an offsite premises.

Do you provide tenants with documentation that describes
scenarios in which data may be moved from one physical location
to another (e.g., offsite backups, business continuity failovers.

No formal transfer policy is current In place. (ISO 4/15/19) A.l l .2.6
A.11.2.7

Datacenter Security
Offsite Equipment

DCS-05 DCS-05.1 Policies and procedures shall be established for the secure disposal of equipment
(by asset type) used outside the organization's premise. This shall include a
wiping solution or destruction process that renders recovery of Information
impossible. The erasure shall consist of a full write of the drive to ensure that the
erased drive Is released to inventory for reuse and deployment or securely

Can you provide tenants with evidence documenting your policies
and procedures governing asset management and repurposing of
equipment?

Yes A.8.1.1
A.8.1.2

Datacenter Security
Policy

DCS-06 DCS-06.1 Policies and procedures shall be established, and supporting business processes
Implemented, for maintaining a safe and secure working environment in offices,
rooms, facilities, and secure areas storing sensitive information.

Can you provide evidence that policies, standards, and procedures
have been established for maintaining a safe and secure working
environment in offices, rooms, facilities, and secure areas?

YES The Physical Security Policy and supporting procedure is in
place to ensure securre working areas (ISO 4/15/19)

A.11.1.1
A.l l .1.2

Datacenter Security
Secure Area
Authorization

DCS-07

DCS-06.2 Can you provide evidence that your personnel and involved third
parties have been trained regarding your documented policies,
standards, and procedures?

Partial

DCS-07.1 Ingress and egress to secure areas shall be constrained and monitored by
physical access control mechanisms to ensure that only authorized personnel are
allowed access.

Do you allow tenants to specify which of your geographic locations
their data is allowed to move into/out  of (to address legal
jurisdictional considerations based on where data is stored vs.
accessed)?

YES The Physical Security Policy and supporting procedure is In
place to ensure securre working areas (ISO 4/15/19)

- .

Datacenter Security
Unauthorized Persons
Entry

DCS-08 DCS-08.1 Ingress and egress points such as service areas and other points where
unauthorized personnel may enter the premises shall be monitored, controlled
and, if possible, isolated from data storage and processing facilities to prevent
unauthorized data corruption, compromise, and loss.

Are Ingress and egress points, such as service areas and other
points where unauthorized personnel may enter the premises,
monitored, controlled and isolated from data storage and process?

YES The Physical Security Policy and supporting procedure is In
place. (ISO 4/15/19)

A.ll.2.5
8.1’ (partial) A.12.1.2
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Datacenter Security
User Access

DCS-O9 DCS-09.1

Encryption & Key
Management
Entitlement

EKM-01 EKM-01.1

Encryption & Key
Management

EKM-02 EKM-O2.1

Key Generation EKM-02.2

EKM-02.3

EKM-02.4

EKM-02.5

Encryption & Key
Management
Encryption

EKM-03 EKM-03.1

EKM-03.2

EKM-03.3

EKM-03.4

Encryption & Key
Management
Storage and Access

EKM-04 EKM-04.1

EKM-04,2

EKM-04.3

Physical access to information assets and functions by users and support
personnel shall be restricted.

Do you restrict physical access to information assets and functions
by users and support personnel?

YES The Physical Security Policy and supporting procedure is In
place to ensure securre working areas (ISO 4/15/19)

A. l l .1.1

Keys must have identifiable owners (binding keys to identities) and there shall be
key management policies.

Do you have key management policies binding keys to identifiable
owners?

Partial A Policy on the Use of Cryptographic Controls is in place, but
not fully enforced. (ISO 4/15/19)

Annex
A.10.1
A.10.1.1
A.10.1.2

Policies and procedures shall be established for the management of
cryptographic keys in the service's cryptosystem (e.g., lifecycle management
from key generation to revocation and replacement, public key infrastructure,
cryptographic protocol design and algorithms used, access controls in place for
secure key generation, and exchange and storage including segregation of keys
used for encrypted data or sessions). Upon request, provider shall inform the
customer (tenant) of changes within the cryptosystem, especially if the customer
(tenant) data is used as part of the service, and/or the customer (tenant) has
some shared responsibility over implementation of the control.

Do you have a capability to allow creation of unique encryption
keys per tenant?

Partial A Policy on the Use of Cryptographic Controls is in place, but
not fully enforced. (ISO 4/15/19)

Clauses
5.2(c)
5.3(a)
5.3(b)
7.5.3(b)
7.5.3(d)
8.1
8.3
92(g)
A.8.2.3
A.10.1.2
A.18.1.5

Do you have a capability to manage encryption keys on behalf of
tenants?

Partial A Policy on the Use of Cryptographic Controls is in place, but
not fully enforced. (ISO 4/15/19)

Do you maintain key management procedures? PARTIAL A Policy on the Use of Cryptographic Controls is in place, but
not fully enforced. (ISO 4/15/19)

Do you have documented ownership for each stage of the lifecycle
of encryption keys?

PARTIAL A Policy on the Use of Cryptographic Controls is in place, but
not fully enforced. (ISO 4/15/19)

Do you utilize any third party/open source/proprietary frameworks
to manage encryption keys?

PARTIAL A Policy on the Use of Cryptographic Controls is in place, but
not fully enforced. (ISO 4/15/19)

Policies and procedures shall be established, and supporting business processes
and technical measures implemented, for the use of encryption protocols for
protection of sensitive data In storage (e.g., file servers, databases, and end-user
workstations) and data in transmission (e.g., system interfaces, over public
networks, and electronic messaging) as per applicable legal, statutory, and
regulatory compliance obligations.

Do you encrypt tenant data at rest (on disk/storage) within your
environment?

PARTIAL A Policy on the Use of Cryptographic Controls is in place, but
not fully enforced. (ISO 4/15/19)

A.13.1.1
A.8.3.3
A.13.2.3
A.14.1.3
A.14.1.2
A.10.1.1
A.18.1.3
A.18.1.4

Do you leverage encryption to protect data and virtual machine
Images during transport across and between networks and
hypervisor instances?

PARTIAL A Policy on the Use of Cryptographic Controls is in place, but
not fully enforced. (ISO 4/15/19)

Do you support tenant-generated encryption keys or permit
tenants to encrypt data to an identity without access to a public
key certificate (e.g., identity-based encryption)?

PARTIAL A Policy on the Use of Cryptographic Controls is in place, but
not fully enforced. (ISO 4/15/19)

Do you have documentation establishing and defining your
encryption management policies, procedures, and guidelines?

PARTIAL A Policy on the Use of Cryptographic Controls Is in place, but
not fully enforced. (ISO 4/15/19)

Platform and data appropriate encryption (e.g., AES-256) in open/validated
formats and standard algorithms shall be required. Keys shall not be stored In
the cloud (i.e. at the cloud provider in question), but maintained by the cloud
consumer or trusted key management provider. Key management and key usage
shall be separated duties.

Do you have platform and data appropriate encryption that uses
open/validated formats and standard algorithms?

PARTIAL A Policy on the Use of Cryptographic Controls is in place, but
not fully enforced. (ISO 4/15/19)

Annex
A.10.1
A.10.1.1
A.10.1.2

Are your encryption keys maintained by the cloud consumer or a
trusted key management provider?

PARTIAL A Policy on the Use of Cryptographic Controls is in place, but
not fully enforced. (ISO 4/15/19)

Do you store encryption keys in the cloud? PARTIAL A Policy on the Use of Cryptographic Controls Is in place, but
not fully enforced. (ISO 4/15/19)
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Governance and Risk
Management
Baseline Requirements

GRM-01

EKM-O4.4 Do you have separate key management and key usage duties? PARTIAL A Policy on the Use of Cryptographic Controls Is in place, but
not fully enforced. (ISO 4/15/19)

GRM-01.1 Baseline security requirements shall be established for developed or acquired,
organizationally-owned or managed, physical or virtual, applications and
infrastructure system, and network components that comply with applicable
legal, statutory, and regulatory compliance obligations. Deviations from standard
baseline configurations must be authorized following change management
policies and procedures prior to deployment, provisioning, or use. Compliance
with security baseline requirements must be reassessed at least annually unless
an alternate frequency has been established and authorized based on business
needs.

Do you have documented information security baselines for every
component of your infrastructure (e.g., hypervisors, operating
systems, routers, DNS servers, etc.)?

PARTIAL Security requirements have been identified for the product
SKY, but are not identified for any other current or potential
future systems. The ISMS Policy is In place. (ISO 4/15/19)

A.14.1.1
A.18.2.3

Governance and Risk
Management
Risk Assessments

GRM-02

GRM-01.2 Do you have the capability to continuously monitor and report the
compliance of your infrastructure against your information

YES The ISMS Policy is in place. (ISO 4/15/19)

GRM-0L3 Do you allow your clients to provide their own trusted virtual
machine image to ensure conformance to their own Internal

YES The ISMS Policy is in place. (ISO 4/15/19)

GRM-02.1 Risk assessments associated with data governance requirements shall be
conducted at planned intervals and shall consider the following:
• Awareness of where sensitive data is stored and transmitted across

applications, databases, servers, and network infrastructure
• Compliance with defined retention periods and end-of-life disposal

requirements
• Data classification and protection from unauthorized use, access, loss,

destruction, and falsification

Do you provide security control health data in order to allow
tenants to implement industry standard Continuous Monitoring
(which allows continual tenant validation of your physical and
logical control status)?

YES The ISMS Policy is in place. (ISO 4/15/19) Clauses
5.2(c)
5.3(a)
5.3(b)
6.1.2
6.1.2(a)(2)
6.1.3(b)
7.5.3(b)
7.5.3(d)
8.1
8.2
8.3
92(g)
A.18.1.1
A.18.1.3
A.18.1.4
A.8.2.2

Governance and Risk
Management
Management Oversight

GRM-03

GRM-02.2 Do you conduct risk assessments associated with data governance
requirements at least once a year?

YES The ISMS Policy is in place. (ISO 4/15/19)

GRM-03.1 Managers are responsible for maintaining awareness of, and complying with,
security policies, procedures, and standards that are relevant to their area of
responsibility.

Are your technical, business, and executive managers responsible
for maintaining awareness of and compliance with security
policies, procedures, and standards for both themselves and their
employees as they pertain to the manager and employees' area of
responsibility?

YES The ISMS Policy is in place. (ISO 4/15/19) Clause 7.2(a,b)
A.7.2.1
A.7.2.2
A.9.2.5
A.18.2.2

Governance and Risk
Management

GRM-04 GRM-04.1 An Information Security Management Program (ISMP) shall be developed,
documented, approved, and implemented that includes administrative,
technical, and physical safeguards to protect assets and data from loss, misuse,
unauthorized access, disclosure, alteration, and destruction. The security
program shall include, but not be limited to, the following areas insofar as they
relate to the characteristics of the business:
• Risk management
• Security policy
• Organization of information security
• Asset management
• Human resources security
• Physical and environmental security
• Communications and operations management
• Access control
• Information systems acquisition, development, and maintenance

Do you provide tenants with documentation describing your
Information Security Management Program (ISMP)?

YES The ISMS Policy is in place. (ISO 4/15/19) All in sections 4, 5, 6, 7, 8, 9, 10.
A.6.1.1
A.13.2.4
A.6.1.3
A.6.1.4
A.18.2.1

Management Program GRM-04.2 Do you review your Information Security Management Program
(ISMP) at least once a year?

YES The ISMS Policy is in place. (ISO 4/15/19)

City of Vancouver - FOI 2026-240 - Page 159 of 332



Governance and Risk
Management
Management Support/
Involvement

GRM-05 GRM-05.1

Governance and Risk
Management
Policy Enforcement

GRM-07 GRM-07.1

GRM-07.2

The ISMS Policy is In place. (ISO 4/15/19)Executive and line management shall take formal action to support Information
security through clearly-documented direction and commitment, and shall
ensure the action has been assigned.

Do you ensure your providers adhere to your information security
and privacy policies?

All in section 5 plus clauses
4.4
4.2(b)
6.1.2(a)(1)
6.2
6.2(a)
6.2(d)

YES

7.4
9.3
10.2
7.2(a)
7.2(b)
7.2(c)
7.2(d)
7.3(b)
7.3(c)

Governance and Risk
Management

GRM-06 GRM-06.1 Information security policies and procedures shall be established and made
readily available for review by all impacted personnel and external business

Policy GRM-06.2 relationships. Information security policies must be authorized by the
organization's business leadership (or other accountable business role or

GRM-06.3 function) and supported by a strategic business plan and an information security
management program Inclusive of defined information security roles and

GRM-06.4 responsibilities for business leadership.

The ISMS Policy Is in place. (ISO 4/15/19)Do your information security and privacy policies align with
Industry standards (ISQ-27001, ISO-22307, CoBIT, etc.)? ________
Do you have agreements to ensure your providers adhere to your
Information security and privacy policies? ____________________
Can you provide evidence of due diligence mapping of your
controls, architecture, and processes to regulations and/or _____
Do you disclose which controls, standards, certifications, and/or
regulations you comply with?

YES Clause 4.3
Clause 5
4.4
4.2(b)
6.1.2(a)(1)
6.2
6.2(a)
6.2(d)

The ISMS Policy is in place. (ISO 4/15/19)YES

The ISMS Policy is in place. (ISO 4/15/19)YES

The ISMS Policy is in place. (ISO 4/15/19)YES

9.3
10.2
7.2(a)
7.2(b)
7.2(c)
7.2(d)
7.3(b)
7-3(c)
A5.1.1
A.7.2.2

Yes

Yes

The ISMS Policy is in place. (ISO 4/15/19)A formal disciplinary or sanction policy shall be established for employees who
have violated security policies and procedures. Employees shall be made aware
of what action might be taken in the event of a violation, and disciplinary
measures must be stated in the policies and procedures.

Is a formal disciplinary or sanction policy established for
employees who have violated security policies and procedures?

A7.2.3

The ISMS Policy is In place. (ISO 4/15/19)Are employees made aware of what actions could be taken in the
event of a violation via their policies and procedures?
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The ISMS Policy is In place. (ISO 4/15/19) Clause
4.2.1a,
4.2(b)
4.3 c,
4.3(a&b)
4.4
5.1(c)
5.1(d)
5.1(e)
5.1(f)
5.1(B)
5.1(h)
5.2
5.2 e,
5.2(f)
5.3
6.1.1(e)(2),
6.1.2(a)(1)
6.2
6.2(a)
6.2(d)
6.2 e,
6.12 (a) (2),

7.2(a),
7.2(b)
7.2(c)

The ISMS Policy is in place. (ISO 4/15/19) Clause 8.1
A.5.1.2

All finalized policies are reviewed at least annually, and
when significant changes occur. (ISO 4/15/19)

The ISMS Policy Is In place. (ISO 4/15/19) Clause
4.2(b),
6X1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)
9.3(d)
9.3(e)
9.3(f)

The ISMS Policy is in place. (ISO 4/15/19)

Governance and Risk
Management
Business / Policy
Change Impacts

GRM-08 GRM-08.1

Governance and Risk
Management
Policy Reviews

GRM-09 GRM-09.1

GRM-09.2

Governance and Risk
Management
Assessments

GRM-10 GRM-10.1

GRM-10.2

Risk assessment results shall include updates to security policies, procedures,
standards, and controls to ensure that they remain relevant and effective.

Do risk assessment results include updates to security policies,
procedures, standards, and controls to ensure they remain
relevant and effective?

The organization's business leadership (or other accountable business role or
function) shall review the information security policy at planned intervals or as a
result of changes to the organization to ensure its continuing alignment with the
security strategy, effectiveness, accuracy, relevance, and applicability to legal,
statutory, or regulatory compliance obligations.

Do you notify your tenants when you make material changes to
your Information security and/or privacy policies?

Do you perform, at minimum, annual reviews to your privacy and
security policies?

Aligned with the enterprise-wide framework, formal risk assessments shall be
performed at least annually or at planned intervals, (and in conjunction with any
changes to information systems) to determine the likelihood and Impact of all
identified risks using qualitative and quantitative methods. The likelihood and
Impact associated with inherent and residual risk shall be determined
Independently, considering all risk categories (e.g., audit results, threat and
vulnerability analysis, and regulatory compliance).

Are formal risk assessments aligned with the enterprise-wide
framework and performed at least annually, or at planned
Intervals, determining the likelihood and impact of all Identified
risks, using qualitative and quantitative methods?

Is the likelihood and impact associated with inherent and residual
risk determined Independently, considering all risk categories (e.g.,
audit results, threat and vulnerability analysis, and regulatory
compliance)?
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Governance and Risk
Management
Program

GRM-11 GRM-11.1

GRM-11,2

Human Resources
Asset Returns

HRS-O1 HRS-01.1

HRS-01.2

HRS-02 HRS-02.1Human Resources
Background Screening

HRS-O3 HRS-03.1Human Resources
Employment
Agreements

The ISMS Policy is In place. (ISO 4/15/19) Clause
6.1.1,
6.1.1(e)(2)

The ISMS Policy is In place. (ISO 4/15/19) 6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)
9.3(d)
93(e)

Upon termination, company owned assets are collected
promptly. In the case of remote workers, steps are being
taken to ensure capability to remote wipe all applicable
devices. (ISO 4/15/19)

A.8.1.1
A.8.1.2
A.8.1.4

Risks shall be mitigated to an acceptable level. Acceptance levels based on risk
criteria shall be established and documented in accordance with reasonable
resolution time frames and stakeholder approval.

Do you have a documented, organization-wide program in place to
manage risk?

YES

Do you make available documentation of your organization-wide
risk management program?

YES

Upon termination of workforce personnel and/or expiration of external business
relationships, all organizationally-owned assets shall be returned within an
established period.

Are systems in place to monitor for privacy breaches and notify
tenants expeditiously if a privacy event may have impacted their
data?

Is your Privacy Policy aligned with industry standards? Upon termination, company owned assets are collected
promptly. In the case of remote workers, steps are being
taken to ensure capability to remote wipe all applicable
devices. (ISO 4/15/19)

YES

Pursuant to local laws, regulations, ethics, and contractual constraints, all
employment candidates, contractors, and third parties shall be subject to
background verification proportional to the data classification to be accessed,
the business requirements, and acceptable risk.

Pursuant to local laws, regulations, ethics, and contractual
constraints, are all employment candidates, contractors, and
Involved third parties subject to background verification?

Greenlots uses the background check platform Good Hire to
run all required background checks. Good Hire complies

YES

with all federal and local standards and regulations. (ISO
4/15/19)

Employment agreements shall incorporate provisions and/or terms for
adherence to established information governance and security policies and must
be signed by newly hired or on-boarded workforce personnel (e.g., full or part-
time employee or contingent staff) prior to granting workforce personnel user
access to corporate facilities, resources, and assets.

Do you specifically train your employees regarding their specific
role and the information security controls they must fulfill?

IGreenlots is currently in the process of creating an
eLearning module for employee training. This task is on hold A.7.1.2
awaiting a switch between HR service providers. (ISO
4/15/19)
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HRS-03.2

HRS-03.3

HRS-03.4

HRS-03.5

Human Resources
Employment
Termination

HRS-04 HRS-04.1

HRS-04.2

HRS-05.1Human Resources
Portable / Mobile
Devices

HRS-05

Do you document employee acknowledgment of training they
have completed?

Greenlots Is currently in the process of creating an
eLearning module for employee training. This task is on hold
awaiting a switch between HR service providers. (ISO
4/15/19)

Are all personnel required to sign NDA or Confidentiality
Agreements as a condition of employment to protect
customer/tenant information?

Non-disclosure agreements are in place from the time of
hire and/or contract. (ISO 4/15/19)

YES

Is successful and timed completion of the training program
considered a prerequisite for acquiring and maintaining access to
sensitive systems?

Greenlots is currently in the process of creating an
eLearning module for employee training. This task is on hold
awaiting a switch between HR service providers. (ISO
4/15/19)

Are personnel trained and provided with awareness programs at
least once a year?

Workday Mandatory Trainings made available to all
employees

Yes

Roles and responsibilities for performing employment termination or change in
employment procedures shall be assigned, documented, and communicated.

Are documented policies, procedures, and guidelines in place to
govern change in employment and/or termination?

Greenlots revokes access to information systems
immediately upon termination. Emails and other
documentation are also reviewed post-termination to
ensure no misuse of data or information. (ISO 4/15/19)

YES

Do the above procedures and guidelines account for timely
revocation of access and return of assets?

Greenlots enforces asset returns on-site with physical
collection, and off-site with paid return shipping labels, if a
former employee does not comply with the return
procedures, a third party IT company will be engaged to
perform a remote wipe of the asset. This step is not yet in
place. (ISO 4/15/19)

PARTIAL

BYOD and Mobile policy In place (ISO 4/15/19)Policies and procedures shall be established, and supporting business processes
and technical measures implemented, to manage business risks associated with

Are policies and procedures established and measures
implemented to strictly limit access to your sensitive data and
tenant data from portable and mobile devices (e.g., laptops, cell
phones, and personal digital assistants (PDAs)), which are
generally higher-risk than non-portable devices (e.g., desktop
computers at the provider organization's facilities)?

YES A.8.2.1
A.8.3.1
A.8.3.2
A.8.3.3
A.6.2.1
A.6.2.2
A.18.1.4

implementation of higher assurance compensating controls and acceptable-use
policies and procedures (e.g., mandated security training, stronger identity,
entitlement and access controls, and device monitoring).
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NDA's are included as part of all personnel onboarding,
including third party vendors. These are regularly reviewed
prior to bringing on new personnel. (ISO 4/15/19)

A.13.2.4

The Supplier Management Policy is in place, which outlines
the security responsibilities of all third-party vendors. (ISO
4/15/19)

Clause 5.3
A.6.1.1
A.6.1.1

The Information Security Policy includes sections on
Acceptable Use, but this policy is currently in the draft stage.
(ISO 4/15/19)

A.8.1.3

The Information Security Policy includes sections on
Acceptable Use, but this policy is currently in the draft stage.
(ISO 4/15/19)

The Information Security Policy includes sections on
Acceptable Use, but this policy is currently in the draft stage.
(ISO 4/15/19)

Human Resources
Non-Disclosure
Agreements

HRS-06 HRS-06.1

HRS-07 HRS-07.1Human Resources
Rotes/ Responsibilities

Human Resources
Acceptable Use

HRS-08 HRS-08.1

HRS-O8.2

HRS-08.3

Human Resources HRS-O9 HRS-09.1
Training / Awareness

HRS-09.2

YESRequirements for non-disclosure or confidentiality agreements reflecting the
organization's needs for the protection of data and operational details shall be
identified, documented, and reviewed at planned intervals.

Are requirements for non-disclosure or confidentiality agreements
reflecting the organization’s needs for the protection of data and
operational details identified, documented, and reviewed at
planned intervals?

Roles and responsibilities of contractors, employees, and third-party users shall
be documented as they relate to information assets and security.

Do you provide tenants with a role definition document clarifying
your administrative responsibilities versus those of the tenant?

YES

Policies and procedures shall be established, and supporting business processes
and technical measures implemented, for defining allowances and conditions for
permitting usage of organizationally-owned or managed user end-point devices
(e.g., issued workstations, laptops, and mobile devices) and IT infrastructure
network and systems components. Additionally, defining allowances and
conditions to permit usage of personal mobile devices and associated
applications with access to corporate resources (i.e., BYOD) shall be considered
and incorporated as appropriate.

Do you provide documentation regarding how you may access
tenant data and metadata?

PARTIAL

Do you collect or create metadata about tenant data usage
through inspection technologies (e.g., search engines, etc.)?

PARTIAL

Do you allow tenants to opt out of having their data/metadata
accessed via inspection technologies?

PARTIAL

A security awareness training program shall be established for all contractors,
third-party users, and employees of the organization and mandated when
appropriate. All individuals with access to organizational data shall receive
appropriate awareness training and regular updates in organizational
procedures, processes, and policies relating to their professional function
relative to the organization.

Do you provide a formal, role-based, security awareness training
program for cloud-related access and data management issues
(e.g., multi-tenancy, nationality, cloud delivery model, segregation
of duties implications, and conflicts of interest) for all persons with
access to tenant data?

IGreenlots is currently in the process of creating an Clause 7.2(a), 7.2(b)
eLearning module for employee training. This task is on hold A.7.2.2
awaiting a switch between HR service providers. (ISO
4/15/19)

Are administrators and data stewards properly educated on their
legal responsibilities with regard to security and data integrity?

IGreenlots Is currently in the process of creating an
eLearning module for employee training. This task is on hold
awaiting a switch between HR service providers. (ISO
4/15/19)
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Human Resources HRS-10 HRS-10.1
User Responsibility

HRS-10.2

HRS-10.3

Human Resources HRS-11 HRS-11.1
Workspace

HRS-11.2

HRS-11.3

Identity & Access IAM-01 IAM-01.1
Management
Audit Tools Access

IAM-01.2

Identity & Access IAM-02 IAM-02.1
Management
User Access Policy

IAM-02.2

All personnel shall be made aware of their roles and responsibilities for:
• Maintaining awareness and compliance with established policies and

procedures and applicable legal, statutory, or regulatory compliance obligations.
• Maintaining a safe and secure working environment

Are users made aware of their responsibilities for maintaining
awareness and compliance with published security policies,
procedures, standards, and applicable regulatory requirements?

PARTIAL The Acceptable Use Policy is In place to ensure awareness of
procedures and user expectations. Sercurity awareness
training is currently being created through an eLearning
platform. (ISO 4/15/19)

Clause 7.2(a), 7.2(b)
A.7.2.2
A.9.3.1
A 11.2.8

Are users made aware of their responsibilities for maintaining a
safe and secure working environment?

PARTIAL The Acceptable Use Policy is In place to ensure awareness of
procedures and user expectations. Sercurity awareness
training is currently being created through an eLearning
platform. (ISO 4/15/19)

Are users made aware of their responsibilities for leaving
unattended equipment in a secure manner?

YES The Physical Security Policy addresses unattended
equipment protection, and ensures all procedures are
followed. (ISO 4/15/19)

Policies and procedures shall be established to require that unattended
workspaces do not have openly visible (e.g., on a desktop) sensitive documents

Do your data management policies and procedures address tenant
and service level conflicts of interests?

YES INFORMATION TRANSFER POLICY Section 3.2 Clause 7.2(a), 7.2(b)
A.7.2.2

and user computing sessions had been disabled after an established period of
inactivity.

Do your data management policies and procedures include a
tamper audit or software integrity function for unauthorized
access to tenant data?

Data management policies must address software integrity
function for unauthorized access to tenant data.

A.l l .1.5
A.9.3.1
A. l l .2 .8

Does the virtual machine management infrastructure include a
tamper audit or software integrity function to detect changes to
the build/configuration of the virtual machine?

Yes AWS Golden Image deployment via Terraform automation
writes to a AWS Cloudtrail log

A.l l .2.9

Access to, and use of, audit tools that interact with the organization's
Information systems shall be appropriately segmented and restricted to prevent
compromise and misuse of log data.

Do you restrict, log, and monitor access to your Information
security management systems (e.g., hypervisors, firewalls,
vulnerability scanners, network sniffers, APIs, etc.)?

YES Logs are stored in the SIEM tool (AlertLogic), and Admin
access is controlled through the tool itself. (ISO 4/15/19)

Do you monitor and log privileged access (e.g., administrator level]
to information security management systems?

YES Logs are stored in the SIEM tool (AlertLogic), and Admin
access is controlled through the tool itself. (ISO 4/15/19)

User access policies and procedures shall be established, and supporting
business processes and technical measures implemented, for ensuring
appropriate Identity, entitlement, and access management for all internal
corporate and customer (tenant) users with access to data and organizationally-
owned or managed (physical and virtual) application interfaces and
infrastructure network and systems components. These policies, procedures,

Do you have controls in place ensuring timely removal of systems
access that is no longer required for business purposes?

YES Access levels are controlled and reviewed regularly. (ISO
4/15/19)

A.9.1.1
A9.2.1,
A.9.2.2
A.9.2.5
A.9.1.2
A9.4.1

processes, and measures must incorporate the following:
• Procedures, supporting roles, and responsibilities for provisioning and de-

provisioning user account entitlements following the rule of least privilege based
on job function (e.g., internal employee and contingent staff personnel changes,
customer-controlled access, suppliers' business relationships, or other third-
party business relationships)

Do you provide metrics to track the speed with which you are able
to remove systems access that is no longer required for business
purposes?

YES Designee’s - Access is terminated on the last day of work.
Fired/Terminated employees - Access is terminated
immediately based on the email from the employee's
manager. The employee's manager also reviews the
terminated employee's emails etc. (using his/her user ID &
password) to ensure that there has been no fraudulent
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Identity & Access
Management
Diagnostic /
Configuration Ports
Access

IAM-03 IAM-03.1

Identity & Access
Management

IAM-04 IAM-04.1

Policies and Procedures IAM-04.2

Identity & Access
Management
Segregation of Duties

IAM-05 IAM-05.1

Identity & Access
Management
Source Code Access

IAM-06 IAM-06.1

Restriction IAM-06.2

Identity & Access IAM-07 IAM-07.1
Management
Third Party Access

IAM-07.2

IAM-07.3

IAM-07.4

IAM-07.5
IAM-07.6
IAM-07.7

Identity & Access IAM-08 1AM-08.1

User access to diagnostic and configuration ports shall be restricted to
authorized individuals and applications.

Do you use dedicated secure networks to provide management
access to your cloud service infrastructure?

The corp network is completed and in place, ensuring
dedicated, secure networks are available. The Access
Control Policy is also in place to define access levels by role.
(ISO 4/15/19)

YES

AWS 1AM and Okta SSOYes

AWS 1AM and Okta SSOYes

Procedure and segregation practices need to be reviewed.
(ISO 4/15/19)

Access to respective assets is authorized only to aligned
individuals. There is two factor Authentication in place to log 5.2(c)
Into AWS. A user need password and login to network.

ClauseYes

5.3(a),
5.3(b),

individuals. There is two factor Authentication in place to log 7.5.3(b)
Yes

7.5.3(d)

Policies and procedures shall be established to store and manage identity
information about every person who accesses IT infrastructure and to determine
their level of access. Policies shall also be developed to control access to network Do you manage and store the user identity of all personnel who
resources based on user identity.

Do you manage and store the Identity of all personnel who have
access to the IT infrastructure, including their level of access?

have network access, including their level of access?

Annex
A.9.2
A.9.2.1
A.9.2.2
A.9.2.3,
A.9.2.4,

User access policies and procedures shall be established, and supporting
business processes and technical measures implemented, for restricting user
access as per defined segregation of duties to address business risks associated
with a user-role conflict of Interest.

Do you provide tenants with documentation on how you maintain
segregation of duties within your cloud service offering?

A.6.1.2

Access to the organization's own developed applications, program, or object
source code, or any other form of intellectual property (IP), and use of
proprietary software shall be appropriately restricted following the rule of least
privilege based on job function as per established user access policies and
procedures.

Are controls In place to prevent unauthorized access to your
application, program, or object source code, and assure it is
restricted to authorized personnel only?
Are controls in place to prevent unauthorized access to tenant

restricted to authorized personnel only? in to AWS. A user need password and login to network.
Further, user has been granted access to network post
approval from hiring manager. VPN, MFA and role based
access implemented. (ISO 04/15/2019)

8.3
92(g)
A.9.4.5
A.18.1.3

The identification, assessment, and prioritization of risks posed by business
processes requiring third-party access to the organization's information systems
and data shall be followed by coordinated application of resources to minimize,
monitor, and measure likelihood and Impact of unauthorized or inappropriate
access. Compensating controls derived from the risk analysis shall be
Implemented prior to provisioning access.

Do you provide multi-failure disaster recovery capability? _______
Do you monitor service continuity with upstream providers in the
event of provider failure?
Do you have more than one provider for each service you depend
on?

Partial
Partial

BCP Policy exists however it is not being formally ______
BCP Policy exits however it is not being formally
implemented and enforced. (ISO 4/15/19)_____________
BCP Policy exits however it is not being formally

implemented and enforced. (ISO 4/15/19)

BCP Policy exits however it is not being formally
implemented and enforced. (ISO 4/15/19)_____________
BCP Policy exits however it is not being formally _______
BCP Policy exits however it is not being formally _______
BCP documentation is available, along with test scenario
p lann ing  ________________________________________________

Customer/Cloud Tenant access control policyis in DRAFT.

A.9.2.6
A.9.1.1
A.9.2.1, A.9.2.2
A.9.2.5Partial

Do you provide access to operational redundancy and continuity
summaries, including the services you depend on? _____________
Do you provide the tenant the ability to declare a disaster?
Do you provide a tenant-triggered failover option? _____________
Do you share your business continuity and redundancy plans with
your tenants?____________________________________________
Do you document how you grant and approve access to tenant

Partial

Partial
Partial

Yes

Policies and procedures are established for permissible storage and access of Partial Annex
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Management
User Access Restriction
/Authorization

IAM-08.2

Identity & Access
Management
User Access
Authorization

IAM-09 IAM-09.1

IAM-09.2

Identity & Access
Management
User Access Reviews

IAM-10 IAM-10.1

IAM-10.2

IAM-10.3

Identity & Access
Management
User Access Revocation

IAM-11 IAM-11.1

IAM-11.2

Identities used for authentication to ensure identities are only accessible based
on rules of least privilege and replication limitation only to users explicitly
defined as business necessary.

Customer/Cloud Tenant access control policyis in DRAFT.Do you have a method of aligning provider and tenant data
classification methodologies for access control purposes?

A.9.2,
A.9.2.1,
A.9.2.2,
A.9.2.3,
A.9.2.4,
A.9.2.5,
A.9.2.6,
A.9.3.1,
A.9.4.1,
A.9.4.2,
A.9.4.3,
A.9.4.5

Partial

Customer/Cloud Tenant access control policyis in DRAFT.Provisioning user access (e.g., employees, contractors, customers (tenants). Does your management provision the authorization and Partial A.9.2.1, A.9.2.2
A.9.2.3
A.9.1.2
A.9.4.1

customers (tenants), business partners, and/or suppliers) prior to
their access to data and any owned or managed (physical and
virtual) applications, infrastructure systems, and network
components?

owned or managed (physical and virtual) applications, infrastructure systems,
and network components shall be authorized by the organization's management
prior to access being granted and appropriately restricted as per established
policies and procedures. Upon request, provider shall inform customer (tenant)
of this user access, especially if customer (tenant) data is used as part of the
service and/or customer (tenant) has some shared responsibility over
implementation of control.

Do you provide upon request user access (e.g., employees,
contractors, customers (tenants), business partners and/or
suppliers) to data and any owned or managed (physical and
virtual) applications, infrastructure systems and network
components?

If the user request is validated data can be collected and
provided

Yes

User access shall be authorized and revalidated for entitlement appropriateness,
at planned intervals, by the organization's business leadership or other
accountable business role or function supported by evidence to demonstrate the your tenants)?
organization is adhering to the rule of least privilege based on job function. For
identified access violations, remediation must follow established user access
policies and procedures.

A review schedule has been implemented by the Greenlots
CISO. (ISO 4/15/19)

YES
system users and administrators (exclusive of users maintained by

If users are found to have inappropriate entitlements, are all
remediation and certification actions recorded?

A review schedule has been implemented by the Greenlots
CISO. (ISO 4/15/19)

YES

Will you share user entitlement remediation and certification
reports with your tenants, if Inappropriate access may have been
allowed to tenant data?

A review schedule has been implemented by the Greenlots
CISO. (ISO 4/15/19)

YES

Is timely deprovisioning, revocation, or modification of user access
to the organizations systems, Information assets, and data
implemented upon any change in status of employees,
contractors, customers, business partners, or involved third
parties?

Greenlots revokes access to information systems
immediately upon termination. Emails and other
documentation are also reviewed post-termination to
ensure no misuse of data or information. (ISO 4/15/19)

Yes

Is any change in user access status intended to include termination
of employment, contract or agreement, change of employment or
transfer within the organization?

Yes
immediately upon termination. Emails and other

ensure no misuse of data or information. (ISO 4/15/19)

A.9.2.5

Timely de-provisioning (revocation or modification) of user access to data and
organizationally-owned or managed (physical and virtual) applications,
infrastructure systems, and network components, shall be implemented as per
established policies and procedures and based on user’s change in status (e.g.,
termination of employment or other business relationship, job change, or
transfer). Upon request, provider shall inform customer (tenant) of these
changes, especially if customer (tenant) data is used as part the service and/or
customer (tenant) has some shared responsibility over implementation of
control.

Annex A
A.9.2.6
A.9.1.1
A.9.2.1, A.9.2.2
A.9.2.3
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Do you support use of, or integration with, existing customer-
based Single Sign On (SSO) solutions to your service?

Partial

We use OATUH 2.0 at this time which is internally used. This
can be extended if needed for external use.

Do you use open standards to delegate authentication capabilities
to your tenants?

Yes
We have SAML integration planned in future.

Do you support identity federation standards (e.g., SAML, SPML,
WS-Federation, etc.) as a means of authenticating/authorizing

Partial This depends on the customer environment and white label
version of features requested.

Do you have a Policy Enforcement Point capability (e.g., XACML) to
enforce regional legal and policy constraints on user access?

Partial

We use RBAC and ABAC but it is proprietary.
Do you have an identity management system (enabling
classification of data for a tenant) in place to enable both role-
based and context-based entitlement to data?

Yes application is hosted on Amazon AWS infrastructure. Access
to data is secured via a number of security layers
(combination of SSH, IP whitelisting, MFA and firewall)

Do you provide tenants with strong (multifactor) authentication
options (e.g., digital certs, tokens, biometrics, etc.) for user access?

Yes application is hosted on Amazon AWS infrastructure. Access
to data is secured via a number of security layers
(combination of SSH, IP whitelisting, MFA and firewall)
(Vendor Questionaire DDQ)

Do you allow tenants to use third-party identity assurance
services?

Yes application is hosted on Amazon AWS infrastructure, Access
to data is secured via a number of security layers
(combination of SSH, IP whitelisting, MFA and firewall)
(Vendor Questionaire DDQ)

Do you support password (e.g., minimum length, age, history,
complexity) and account lockout (e.g., lockout threshold, lockout
duration) policy enforcement?

Yes application is hosted on Amazon AWS infrastructure. Access
to data is secured via a number of security layers
(combination of SSH, IP whitelisting, MFA and firewall)
(Vendor Questionaire DDQ)

Do you allow tenants/customers to define password and account
lockout policies for their accounts?

Yes application is hosted on Amazon AWS infrastructure. Access
to data is secured via a number of security layers
(combination of SSH, IP whitelisting, MFA and firewall)
(Vendor Questionaire DDQ)

Do you support the ability to force password changes upon first
logon?

Yes application is hosted on Amazon AWS infrastructure, Access
to data is secured via a number of security layers
(combination of SSH, IP whitelisting, MFA and firewall)
(Vendor Questionaire DDQ)

Do you have mechanisms in place for unlocking accounts that have
been locked out (e.g., self-service via email, defined challenge
questions, manual unlock)?

Yes application is hasted on Amazon AWS infrastructure. Access
to data is secured via a number of security layers
(combination of SSH, IP whitelisting, MFA and firewall)
(Vendor Questionaire DDQ)

Are utilities that can significantly manage virtualized partitions
(e.g., shutdown, clone, etc.) appropriately restricted and
monitored?

Yes application is hosted on Amazon AWS infrastructure. Access
to data is secured via a number of security layers
(combination of SSH, IP whitelisting, MFA and firewall}
(Vendor Questionaire DDQ)

Do you have the capability to detect attacks that target the virtual
Infrastructure directly (e.g., shimming, Blue Pill, Hyper jumping,
etc.)?

Yes application is hosted on Amazon AWS infrastructure, Access
to data is secured via a number of security layers
(combination of SSH, IP whitelisting, MFA and firewall)
(Vendor Questionaire DDQ)

Identity & Access
Management
User ID Credentials

IAM-12 IAM-12.1

IAM-12.2

IAM-12.3

IAM-12.4

IAM-12.5

IAM-12.6

IAM-12.7

IAM-12.8

IAM-12.9

IAM-12.10

IAM-12.11

Identity & Access
Management
Utility Programs Access

IAM-13 IAM-13.1

IAM-13.2

Internal corporate or customer (tenant) user account credentials shall be
restricted as per the following, ensuring appropriate identity, entitlement, and
access management and in accordance with established policies and procedures:
• Identity trust verification and service-to-service application (API) and

information processing interoperability (e.g., SSO and Federation)
• Account credential lifecycle management from instantiation through

revocation
• Account credential and/or identity store minimization or re-use when feasible
• Adherence to Industry acceptable and/or regulatory compliant authentication,
authorization, and accounting (AAA) rules (e.g., strong/multi-factor, expireable,
non-shared authentication secrets)

A.9.2.6
A.9.1.1
A.9.2.1, A.9.2.2
A.9.2.4
A.9.2.5
A.9.4.2

Utility programs capable of potentially overriding system, object, network,
virtual machine, and application controls shall be restricted.

DeletedA.9.1.2 A.9.4.4
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IAM-13.3

Infrastructure &
Virtualization Security
Audit Logging/
intrusion Detection

IVS-O1 IVS-01.1

IVS-O1.2

IVS-QI.3

IVS-01.4

IVS-01.5

Infrastructure &
Virtualization Security
Change Detection

IVS-02 IVS-02.1

IVS-02.2

Infrastructure &
Virtualization Security
Clock Synchronization

IVS-O3.1IVS-O3

Are attacks that target the virtual Infrastructure prevented with
technical controls?

application is hosted on Amazon AWS infrastructure. Access
to data is secured via a number of security layers
(combination of SSH, IP whitelisting, MFA and firewall)
(Vendor Questionaire DDQ)

Yes

Yes

YES

Higher levels of assurance are required for protection, retention, and lifecycle
management of audit logs, adhering to applicable legal, statutory, or regulatory
compliance obligations and providing unique user access accountability to detect root cause analysis, and response to incidents?
potentially suspicious network behaviors and/or file integrity anomalies, and to
support forensic investigative capabilities in the event of a security breach.

Are file integrity (host) and network intrusion detection (IDS) tools
Implemented to help facilitate timely detection, investigation by

Is physical and logical user access to audit logs restricted to
authorized personnel? _____________________________________
Can you provide evidence that due diligence mapping of
regulations and standards to your controls/architecture/processes
has been done?

NIDS is utilized and sent ti Alienvault SIEM for analysis. AWS
GuardDutiy is also active

A.12.4.1
A.12.4.1
A.12.4.2, A.12.4.3
A.12.4.3
A.12.4.1
A.9.2.3
A.9.4.4
A.9.4.1
A.16.1.2
A.16.1.7
A.18.2.3
A.18.1.3

N/A All auditing and logging activity is handled and managed by
service providers. ___________________________________
Completing our ISO 27001 Program Framework and
Controls compliance

N/AAre audit logs centrally stored and retained? All auditing and logging activity is handled and managed by
service providers.
Greenlots Is notified via alert notifications for configured
security events by the service providerThere is no in-house
logging or monitoring enabled either for product or for
internal operating environment.

N/A

N/A

Are audit logs reviewed on a regular basis for security events (e.g.,
with automated tools)?

All auditing and logging activity is handled and managed by
service providers.
Greenlots Is notified via alert notifications for configured
security events by the service providerThere is no in-house
logging or monitoring enabled either for product or for
internal operating environment.

The provider shall ensure the integrity of all virtual machine images at all times.
Any changes made to virtual machine images must be logged and an alert raised
regardless of their running state (e.g., dormant, off, or running). The results of a
change or move of an Image and the subsequent validation of the image's
integrity must be immediately available to customers through electronic
methods (e.g., portals or alerts).

Do you log and alert any changes made to virtual machine images
regardless of their running state (e.g., dormant, off or running)?

All auditing and logging activity is handled and managed by
service providers.
Greenlots is notified via alert notifications for configured
security events by the service providerThere is no in-house
logging or monitoring enabled either for product or for
internal operating environment.

Annex
A.12.1.2

A.12.4.1,
A.12.4.2,
A.12.4.3,
A.12.6.1,
A.12.6.2,
A.16.1.1,
A.16.1.2,
A.16.1.3,
A.16.1.4,
A.16.1.5,
A.16.1.6,
A.16.1.7

YES

N/AAre changes made to virtual machines, or moving of an image and
subsequent validation of the image’s integrity, made immediately
available to customers through electronic methods (e.g., portals or
alerts)?

All auditing and logging activity is handled and managed by
service providers.
Greenlots is notified via alert notifications for configured
security events by the service providerThere is no in-house
logging or monitoring enabled either for product or for
internal operating environment.

A reliable and mutually agreed upon external time source shall be used to
synchronize the system clocks of all relevant information processing systems to
facilitate tracing and reconstitution of activity timelines.

Do you use a synchronized time-service protocol (e.g., NTP) to
ensure all systems have a common time reference?

Clocks are synchronized to one central time source. (ISO
4/15/19)

A.12.4.1
A.12.4.4
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Infrastructure & IVS-04 IVS-04.1
Virtualization Security
Capacity / Resource
Planning

IVS4M.2

IVS-04.3

IVS-04.4

Infrastructure & IV5-D5 IV5-D5.1
Virtualization Security
Management -
Vulnerability
Management

Infrastructure & IVS-O6 IVS-06.1
Virtualization Security
Network Security

The availability, quality, and adequate capacity and resources shall be planned,
prepared, and measured to deliver the required system performance in
accordance with legal, statutory, and regulatory compliance obligations.
Projections of future capacity requirements shall be made to mitigate the risk of
system overload.

Do you provide documentation regarding what levels of system
(e.g., network, storage, memory, I/O, etc.) oversubscription you
maintain and under what circumstances/scenarios?

Within the Greenlots system, alert mechanisms ensure
capacity is monitored continously. Stress testing is
performed, and expansion plans are in place when needed.
(ISO 4/15/19)

YES A.12.1.3

Do you restrict use of the memory oversubscription capabilities
present in the hypervisor?

Within the Greenlots system, alert mechanisms ensure
capacity is monitored continously. Stress testing is
performed, and expansion plans are in place when needed.
(ISO 4/15/19)

YES

Do your system capacity requirements take into account current,
projected, and anticipated capacity needs for all systems used to
provide services to the tenants?

Within the Greenlots system, alert mechanisms ensure
capacity is monitored continously. Stress testing is
performed, and expansion plans are in place when needed.
(ISO 4/15/19)

YES

Is system performance monitored and tuned in order to
continuously meet regulatory, contractual, and business
requirements for all the systems used to provide services to the
tenants?

Within the Greenlots system, alert mechanisms ensure
capacity is monitored continously. Stress testing is
performed, and expansion plans are in place when needed.
(ISO 4/15/19)

YES

N/AImplementers shall ensure that the security vulnerability assessment tools or
services accommodate the virtualization technologies used {e.g., virtualization
aware).

Do security vulnerability assessment tools or services
accommodate the virtualization technologies being used (e.g.,
virtualization aware)?

Vulnerability assessments are conducted by trusted third
party. (ISO 4/15/19)

Clause
5.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
612(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
61.2(d)(3)
6.1.2(e)
61.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)

Product is SaaS A.13.1.1
A.13.1.2
A.14.1.2

N/ANetwork environments and virtual instances shall be designed and configured to
restrict and monitor traffic between trusted and untrusted connections. These
configurations shall be reviewed at least annually, and supported by a

For your laaS offering, do you provide customers with guidance on
how to create a layered security architecture equivalence using
your virtualized solution?
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documented justification for use for all allowed services, protocols, ports, and
compensating controls.

IVS-Ofi.2

IVS-06.3

IVS-05.4

Each operating system shall be hardened to provide only necessary ports,
protocols, and services to meet business needs and have in place supporting
technical controls such as: antivirus, file integrity monitoring, and logging as part
of their baseline operating build standard or template.

Infrastructure &
Virtualization Security
OS Hardening and Base
Controls

IVS-07 IVS-07.1

Infrastructure &
Virtualization Security
Segmentation

IVS-09 IVS-09.1 Multi-tenant organizationally-owned or managed (physical and virtual)
applications, and infrastructure system and network components, shall be
designed, developed, deployed, and configured such that provider and customer
(tenant) user access is appropriately segmented from other tenant users, based
on the following considerations:

Do you regularly update network architecture diagrams that
include data flows between security domains/zones?

Yes Reference Dataflow Diagram

Do you regularly review for appropriateness the allowed
access/connectivity (e.g., firewall rules) between security
domains/zones within the network?

N/A application is hosted on Amazon AWS infrastructure, Access
to data is secured via a number of security layers
(combination of SSH, IP whitelisting, MFA and firewall)

Are all firewall access control lists documented with business
justification?

N/A application is hosted on Amazon AWS infrastructure. Access
to data is secured via a number of security layers
(combination of SSH, IP whitelisting, MFA and firewall)
(Vendor Questionaire DDQ)

Are operating systems hardened to provide only the necessary
ports, protocols, and services to meet business needs using
technical controls (e.g., antivirus, file integrity monitoring, and
logging) as part of their baseline build standard or template?

N/A Our system is hosted through Amazon Web Services, their
server infrastructure is ISO 27002 and 5OC3 compliant and is
audited annually

For your SaaS or PaaS offering, do you provide tenants with
separate environments for production and test processes?

Yes

For your laaS offering, do you provide tenants with guidance on
how to create suitable production and test environments?

n/a Product is SaaS

Do you logically and physically segregate production and non-
production environments?

Yes Development environment - utilizes test data. Under
circumstances, when production data is required for testing
in development environment, the PH data Is masked when
exported to the development environment.
FQA environment - utilizes test data.
Demo pnv i rnnmpnt  - u«;ps <;amolp/ tpst  data . 1ISO 4 /15 /1 91

Are system and network environments protected by a firewall or
virtual firewall to ensure business and customer security
requirements?

YES Greenlots utilizes the AWS virtualized services to deploy
SKY, with segregated networks, tenants and virtualized
firewalls between. (ISO 04/15/19)

A.12.4.1
A.9.1.2
A.13.1.3
A.18.1.4

Annex
A.12.1.4
A.12.2.1
A.12.4.1
A.12.6.1

Infrastructure & IV5-D8 IV5-0B.1 Production and non-production environments shall be separated to prevent
Virtualization Security
Production / Non- IVS-08.2

unauthorized access or changes to information assets. Separation of the
environments may include: stateful inspection firewalls, domain/realm

Production
Environments

IVS-08.3

authentication sources, and clear segregation of duties for personnel accessing
these environments as part of their job duties.

A.12.1.4
A.14.2.9
A.9.1.1
8.1,partial, A.14.2.2
8.1,partial, A.14.2.3
8.1,partial, A.14.2.4

A.13.1.3
A.9.4.1
A.18.1.4
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Infrastructure &
Virtualization Security
VM Security Data
Protectton

IVS-10

iVS-09 2 • Established policies and procedures
• Isolation of business critical assets and/or sensitive user data and sessions that

mandate stronger internal controls and high levels of assurance
• Compliance with legal, statutory, and regulatory compliance obligations

Established policies and procedures YES Greenlots utilizes the AWS virtualized services to deploy
SKY, with segregated networks, tenants and virtualized
firewalls between. (ISO 04/15/19)

IVS 09.3 Isolation of business critical assets and/or sensitive user data and
sessions that mandate stronger internal controls and high levels of
assurance

YES Greenlots utilizes the AWS virtualized services to deploy
SKY, with segregated customer networks, tenants and
virtualized firewalls between. (ISO 04/15/19)

IVS-09 4 Compliance with legal, statutory, and regulatory compliance
obligations

YES Greenlots meets its legal and complaince obligations.

IVS-10 1 Secured and encrypted communication channels shall be used when migrating
physical servers, applications, or data to virtualized servers and, where possible,
shall use a network segregated from production-level networks for such
migrations.

Are secured and encrypted communication channels used when
migrating physical servers, applications, or data to virtual servers?

N/A application is hosted on Amazon AWS infrastructure,
(Vendor Questionaire DDQ)

Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(C)(1),

Infrastructure &
Virtualization Security
VMM Security -
Hypervisor Hardening

IVS-11

IVS-10 2 Do you use a network segregated from production-level networks
when migrating physical servers, applications, or data to virtual
servers?

N/A application is hosted on Amazon AWS infrastructure,
(Vendor Questionaire DDQ)

IVS-11.1 Access to all hypervisor management functions or administrative consoles for
systems hosting virtualized systems shall be restricted to personnel based upon
the principle of least privilege and supported through technical controls (e.g.,
two-factor authentication, audit trails, IP address filtering, firewalls, and TLS
encapsulated communications to the administrative consoles).

Do you restrict personnel access to all hypervisor management
functions or administrative consoles for systems hosting virtualized
systems based on the principle of least privilege and supported
through technical controls (e.g., two-factor authentication, audit
trails, IP address filtering, firewalls and TLS-encapsulated
communications to the administrative consoles)?

N/A application is hosted on Amazon AWS infrastructure,
(Vendor Questionaire DDQ)

Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9-3(b)(f)
9.3(c)
9.3(c)(1)

Infrastructure &
Virtualization Security
Wtteiess Security

IVS-12 IVS-12 1 Policies and procedures shall be established, and supporting business processes
and technical measures implemented, to protect wireless network
environments, including the following:
• Perimeter firewalls implemented and configured to restrict unauthorized

traffic
• Security settings enabled with strong encryption for authentication and
transmission, replacing vendor default settings (e.g., encryption keys, passwords,
and SNMP community strings)
• User access to wireless network devices restricted to authorized personnel
• The capability to detect the presence of unauthorized (rogue) wireless

network devices for a timely disconnect from the network

Are policies and procedures established and mechanisms
configured and implemented to protect the wireless network
environment perimeter and to restrict unauthorized wireless
traffic?

YES Mac users currently require a foxpass certificate to enable
EAP-TTLS . Password is set to expire every Smooth with
OKTA (our password delegator to Foxpass Radius), windows
users on the network uses the baked in windows EAP-TTLS-

A.8.1.1
A.8.1.2
A.8.1.3
A.11.2.1
A.11.2.4
A.13.1.1
A.13.1.2
A.13.2.1
A.8.3.3
A.12.4.1
A.9.2.1, A.9.2.2
A.13.1.3
A.10.1.1
A.10.1.2

Infrastructure &
Virtualization Security

IVS-13

IVS-12.2 Are policies and procedures established and mechanisms
implemented to ensure wireless security settings are enabled with
strong encryption for authentication and transmission, replacing
vendor default settings (e.g., encryption keys, passwords, SNMP
community strings)?

YES Mac users currently require a foxpass certificate to enable
EAP-TTLS . Password is set to expire every Smooth with
OKTA (our password delegator to Foxpass Radius), windows
users on the network uses the baked in windows EAP-TTLS-
PAP protocol

IVS-12 3 Are policies and procedures established and mechanisms
Implemented to protect wireless network environments and
detect the presence of unauthorized (rogue) network devices for a
timely disconnect from the network?

YES Mac users currently require a foxpass certificate to enable
EAP-TTLS . Password is set to expire every 3month with
OKTA (our password delegator to Foxpass Radius), windows
users on the network uses the baked in windows EAP-TTLS-
PAP protocol

IVS-13 1 Network architecture diagrams shall clearly identify high-risk environments and
data flows that may have legal compliance impacts. Technical measures shall be

Do your network architecture diagrams clearly identify high-risk
environments and data flows that may have legal compliance

Partial Current data flow diagram does not clearly identify high risk
environments, but does show entire Csutomer network.

A 13 1.1
A13 1.2
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Network Architecture iVS-13.2 implemented and shall apply defense-in-depth techniques (e.g., deep packet
analysis, traffic throttling, and black-holing) for detection and timely response to
network-based attacks associated with anomalous ingress or egress traffic
patterns (e.g., MAC spoofing and ARP poisoning attacks) and/or distributed
denial-of-service (DDoS) attacks.

Do you implement technical measures and apply defense-in-depth
techniques (e.g., deep packet analysis, traffic throttling and black-
holing) for detection and timely response to network-based
attacks associated with anomalous ingress or egress traffic
patterns (e.g., MAC spoofing and ARP poisoning attacks) and/or
distributed denial-of-service (DDoS) attacks?

Interoperability &
Portability
APIs

IPY-01 IPY-01.1 The provider shall use open and published APIs to ensure support for
Interoperability between components and to facilitate migrating applications.

Do you publish a list of all APIs available In the service and indicate
which are standard and which are customized?

Interoperability &
Portability
Data Request

IPY-O2 IPY-02.1 All structured and unstructured data shall be available to the customer and
provided to them upon request in an industry-standard format (e.g., .doc, .xls,
.pdf, logs, and flat files).

Is unstructured customer data available on request in an industry-
standard format (e.g., .doc, .xls, or .pdf)?

Interoperability &
Portability
Policy & Legal

IPY-03 IPY-03.1 Policies, procedures, and mutually-agreed upon provisions and/or terms shall be
established to satisfy customer (tenant) requirements for service-to-service
application (API) and information processing interoperability, and portability for

Do you provide policies and procedures (i.e. service level
agreements) governing the use of APIs for interoperability
between your service and third-party applications?

NIDS Is in place along with Alienvault for SIEM analysis and
alerting.

«. la i z
A.1Z4.1
A 9 12
A.13.1.3
A.18.1.4

Available Clause
6X1,
6.1.1(e)(2)
6.12
6.12(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.12 (c)
61.2(c)(1),
6.1.2(c)(2)
6.12(d)
6.12(d)(1)
6.12(d)(2)
6.12(d)(3)
6.12(e)
6.12(e)(1)
6.12(e)(2)
6.1.3,
6.13(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
93(c)(1)

Not defined in current policies or procedures. Clause
6X1,
6.11(e)(2)
6.1.2
6.1.2(a)(1)
6.12(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.12(c)(2)
6.12(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.12(d)(3)
6.12(e)
6.12(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)

Not defined in current policies or procedures. Clause
6X1,
6.1.1(e)(2)
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IPY-03.2 application development and Information exchange, usage, and integrity
persistence.

Do you provide policies and procedures (i.e. service level
agreements) governing the migration of application data to and
from your service?

Interoperability &
Portability
Standardized Network
Protocols

IPY-04 IPY-04.1 The provider shall use secure (e.g., non-clear text and authenticated)
standardized network protocols for the Import and export of data and to manage
the service, and shall make available a document to consumers (tenants)
detailing the relevant interoperability and portability standards that are Involved.

Can data import, data export, and service management be
conducted over secure (e.g., non-clear text and authenticated),
industry accepted standardized network protocols?

IPY-04.2 Do you provide consumers (tenants) with documentation detailing
the relevant interoperability and portability network protocol
standards that are involved?

Interoperability &
Portability
Virtualization

IPY-05 IPY-05.1 The provider shall use an Industry-recognized virtualization platform and
standard virtualization formats (e.g., OVF) to help ensure interoperability, and
shall have documented custom changes made to any hypervisor in use, and all

Do you use an industry-recognized virtualization platform and
standard virtualization formats (e.g., OVF) to help ensure
Interoperability?

Not defined in current policies or procedures. 6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
93(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)
93(d)

SSL Clause
6.1.1,
6.1.1(e)(2)
6X2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.L2(c)(2)
6.1.2(d)
6.L2(d)(l)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
61.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)
9.3(d)
9.3(e)

Clause
6.1.1,
6.10(e)(2)
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IPY-O5.2 solution-specific virtualization hooks, available for customer review. Do you have documented custom changes made to any hypervisor
in use, and all solution-specific virtualization hooks available for
customer review?

Partial Customizations that are white label for the customer are
documented in Jira as part of SDLC planning

6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
93(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)

Mobile Security
Anti-Malware

MOS-Ol MOS-Ol.l Anti-malware awareness training, specific to mobile devices, shall be Included in
the provider's information security awareness training.

Do you provide anti-malware training specific to mobile devices as
part of your information security awareness training?

Yes Greenlots Intend to create a eLearning module to facilitate
Information Security briefings & trainings for their
employees/contractors/staff etc. (ISO 4/15/19)

Clause
6.1*1,
6.1.1(e)(2)
6.L2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
61.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9-3(b)(f)
9.3(c)
9.3(c)(1)
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A Mobile Device policy exists, but does not have procedures
that faciltiate this requirement. (ISO 4/15/19)

Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
93(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)

A Mobile Device policy exists, but does not have procedures
that faciltiate this requirement. (ISO 4/15/19)

Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.12(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)

Mobile Security
Application Stores

A documented list of approved application stores has been communicated as
acceptable for mobile devices accessing or storing provider managed data.

Do you document and make available lists of approved application
stores for mobile devices accessing or storing company data
and/or company systems?

MOS-02 MOS-02.1

Mobile Security
Approved Applications

The company shall have a documented policy prohibiting the installation of non-
approved applications or approved applications not obtained through a pre-
identified application store.

Do you have a policy enforcement capability (e.g., XACML) to
ensure that only approved applications and those from approved
application stores can be loaded onto a mobile device?

MOS-03 MOS-03.1
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A Mobile Device policy exists, but does not have procedures
that faciltiate this requirement. (ISO 4/15/19)

Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)

A Mobile Device policy exists, but does not have procedures
that faciltiate this requirement. (ISO 4/15/19)

Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.L2(c)(2)
6.1.2(d)
6.L2(d)(l)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)

Mobile Security
Approved Software for
BYOD

The BYOD policy and supporting awareness training clearly states the approved
applications, application stores, and application extensions and plugins that may
be used for BYOD usage.

Does your BYOD policy and training clearly state which
applications and applications stores are approved for use on BYOD
devices?

MOS-O4 M OS-04.1

Mobile Security
Awareness and Training

The provider shall have a documented mobile device policy that includes a
documented definition for mobile devices and the acceptable usage and
requirements for all mobile devices. The provider shall post and communicate
the policy and requirements through the company's security awareness and
training program.

Do you have a documented mobile device policy in your employee
training that clearly defines mobile devices and the accepted usage
and requirements for mobile devices?

MOS-05 MOS-05.1
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Mobile Security
Cloud Based Services

MOS-06 MOS-06.1 All cloud-based services used by the company's mobile devices or BYOD shall be
pre-approved for usage and the storage of company business data.

Do you have a documented list of pre-approved cloud based
services that are allowed to be used for use and storage of
company business data via a mobile device?

Partial New lists began 03/01/2019 Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)

Mobile Security
Compatibility

MDS-07 MOS-07.1 The company shall have a documented application validation process to test for
mobile device, operating system, and application compatibility issues.

Do you have a documented application validation process for
testing device, operating system, and application compatibility
issues?

Yes Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)

Mobile Security
Device Eligibility

MOS-08 MOS-08.1 The BYOD policy shall define the device and eligibility requirements to allow for
BYOD usage.

Do you have a BYOD policy that defines the device{s) and eligibility
requirements allowed for BYOD usage?

Yes Clause
6.LI,
6.Ll(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.L2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
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Mobile Security
Device Inventory

MOS-09 MOS-O9.1 An Inventory of all mobile devices used to store and access company data shall
be kept and maintained. All changes to the status of these devices, (i.e.,
operating system and patch levels, lost or decommissioned status, and to whom
the device is assigned or approved for usage (BYOD)), will be included for each
device In the inventory.

Do you maintain an inventory of all mobile devices storing and
accessing company data which includes device status (e.g.,
operating system and patch levels, lost or decommissioned, device
assignee)?

Mobile Security
Device Management

MOS-10 MOS-10.1 A centralized, mobile device management solution shall be deployed to all
mobile devices permitted to store, transmit, or process customer data.

Do you have a centralized mobile device management solution
deployed to all mobile devices that are permitted to store,
transmit, or process company data?

Mobile Security
Encryption

MOS-11 MOS-11.1 The mobile device policy shall require the use of encryption either for the entire
device or for data Identified as sensitive on all mobile devices and shall be
enforced through technology controls.

Does your mobile device policy require the use of encryption for
either the entire device or for data identified as sensitive
enforceable through technology controls for all mobile devices?

Mobile Security
Jailbreaking and
Rooting

MOS-12 MOS-12.1 The mobile device policy shall prohibit the circumvention of built-in security
controls on mobile devices (e.g., jailbreaking or rooting) and is enforced through
detective and preventative controls on the device or through a centralized device

Does your mobile device policy prohibit the circumvention of built-
in security controls on mobile devices (e.g., jailbreaking or
rooting)?

Office365 Device registration logs for Email Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.L2(a)(l)
6.1.2(a)(2).
6.1.2(b)
6.L2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
B.l
8.3
93(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)

MDM solution is planned but not in place as of yet (ISO
4/15/19)

Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.L2(d)(l)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
61.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
B.l
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)

Any mobile device accessing company resources requires
full disk encryption is enabled prior to completing
authentication and enrollment

Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
fi 1
Clause
6.1.1,
6.Ll(e)(2)
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MOS-12.2

MOS-13 MOS-13.1

MOS-13.2

management system (e.g., mobile device management). Do you have detective and preventative controls on the device or
via a centralized device management system which prohibit the
circumvention of built-in security controls?

6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.L2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
5.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)
93(d)

Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
61.2(d)(3)
6.1.2(e)
61.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
B.l
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)
9-3(d)

Mobile Security
Legal

The BYOD policy includes clarifying language for the expectation of privacy,
requirements for litigation, e-discovery, and legal holds. The BYOD policy shall
clearly state the expectations over the loss of non-company data in the case that
a wipe of the device Is required.

Does your BYOD policy clearly define the expectation of privacy,
requirements for litigation, e-discovery, and legal holds?

YES

Do you have detective and preventative controls on the device or
via a centralized device management system which prohibit the
circumvention of built-in security controls?

A Mobile Device policy exists, but does not have procedures
that faciltiate this requirement. (ISO 4/15/19)
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Mobile policy dictactes a defined screen lockout time Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
93(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)

A Mobile Device policy exists, but does not have procedures
that faciltiate this requirement. (ISO 4/15/19)

Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.L2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)

A Mobile Device policy exists, but does not have procedures
that faciltiate this requirement. (ISO 4/15/19) 6.1.1,

6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)

Mobile Security
Lockout Screen

MOS-14 MOS-14.1 BYOD and/or company owned devices are configured to require an automatic
lockout screen, and the requirement shall be enforced through technical
controls.

Do you require and enforce via technical controls an automatic
lockout screen for BYOD and company owned devices?

Mobile Security
Operating Systems

MOS-15 MOS-15.1 Changes to mobile device operating systems, patch levels, and/or applications
shall be managed through the company's change management processes.

Do you manage all changes to mobile device operating systems,
patch levels, and applications via your company's change
management processes?

Mobile Security
Passwords

MOS-16 MOS-16.1 Password policies, applicable to mobile devices, shall be documented and
enforced through technical controls on all company devices or devices approved
for BYOD usage, and shall prohibit  the changing of password/PIN lengths and
authentication requirements.

Do you have password policies for enterprise issued mobile
devices and/or BYOD mobile devices?
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MOS-16.2

MOS-16.3

MOS-17 MOS-17.1

MOS-17.2

MOS-17.3

Are your password policies enforced through technical controls
(i.e. MDM)?

6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
B.l
B.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)
9.3(d)
9.3(e)
9.3(f)
A.14.2.3
A.12.6.1
A.18.1.1
A.18.2.2
A.18.2.3

Yes
MFA

Do your password policies prohibit the changing of authentication
requirements (i.e. password/PIN length) via a mobile device?

| A Mobile Device policy exists, but does not have procedures
that faciltiate this requirement. (ISO 4/15/19)

The mobile device policy shall require the BYOD user to perform backups of data, Do you have a policy that requires BYOD users to perform backups
prohibit the usage of unapproved application stores, and require the use of anti-
malware software (where supported).

of specified corporate data?
Do you have a policy that requires BYOD users to prohibit the
usage of unapproved application stores?

A Mobile Device policy exists, but does not have procedures
that faciltiate this requirement. (ISO 4/15/13)

Mobile Security
Policy

Clause

A Mobile Device policy exists, but does not have procedures
that faciltiate this requirement. (ISO 4/15/19)

61.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
61.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)

Do you have a policy that requires BYOD users to use anti-malware
software (where supported)?

| A Mobile Device policy exists, outdoes not have procedures
that faciltiate this requirement. (ISO 4/15/19)

6.1.3(a)
6.1.3(b)
B.l
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)
9.3(d)
9.3(e)
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MDM policy with Office365 allows for control over data
wipe and reset

Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2).
6.1.2(b)
6.L2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)
9.3(d)
9.3(e)
9.3(f)

MDM policy with Office365 allows for control over data
wipe and reset

Clause
6.LI,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.L2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
93(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
93(c)(2)
9.3(c)(3)
9.3(d)

A Mobile Device policy exists, but does not have procedures
that faciltiate this requirement (ISO 4/15/15)

Mobile device is part of company handbook and security
policy and follows the same guidelines as workstation access
to corporate assets

Clause
6.LI ,
61.1(e)(2)

Mobile Security
Remote Wipe

All mobile devices permitted for use through the company BYOD program or a
company-assigned mobile device shall allow for remote wipe by the company’s
corporate IT or shall have all company-provided data wiped by the company's
corporate IT.

Does your IT provide remote wipe or corporate data wipe for all
company-accepted BYOD devices?

MOS-18 MOS-18.1

Does your IT provide remote wipe or corporate data wipe for all
company-assigned mobile devices?

MOS-18.2

Mobile devices connecting to corporate networks or storing and accessing
company information shall allow for remote software version/patch validation.
All mobile devices shall have the latest available security-related patches
Installed upon general release by the device manufacturer or carrier and
authorized IT personnel shall be able to perform these updates remotely.

Do your mobile devices have the latest available security-related
patches installed upon general release by the device manufacturer
or carrier? _______________________________________________
Do your mobile devices allow for remote validation to download
the latest security patches by company IT personnel?

Mobile Security
Security Patches

MOS-19 MOS-19.1

MOS-19.2

Mobile Security
Users

The BYOD policy shall clarify the systems and servers allowed for use or access
on a BYOD-enabled device.

Does your BYOD policy clarify the systems and servers allowed for
use or access on the BYOD-enabled device?

MOS-20 MOS-20.1
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A Mobile Device policy exists, but does not have procedures
that faciitiate this requirement. (ISO 4/15/19)

All appropriate contacts are maintained. (ISO 4/15/19}YES

An incident management policy has been definedYes

When appropriate and required.YES

Responsibility Matrix is filled outYes

Does your BYOD policy specify the user roles that are allowed
access via a BYOD-enabled device?

MOS-20.2 6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
93(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)
9.3(d)

A.6.1.3
A.6.1.4

Security incident
Management  E-
Discovery, & Cloud
Forensics
Contact / Authority
Maintenance

SEF-O1 SEF-O1.1

Security Incident
Management,  E-
Discovery, & Cloud
Forensics
Incident Management

SEF-02 SEF-O2.1

SEF-O2.2

SEF-02.3

Points of contact for applicable regulation authorities, national and local law
enforcement, and other legal jurisdictional authorities shall be maintained and
regularly updated (e.g., change in impacted-scope and/or a change in any
compliance obligation) to ensure direct compliance liaisons have been
established and to be prepared for a forensic investigation requiring rapid
engagement with law enforcement.

Do you maintain liaisons and points of contact with local
authorities In accordance with contracts and appropriate
regulations?

Policies and procedures shall be established, and supporting business processes
and technical measures implemented, to triage security-related events and
ensure timely and thorough incident management, as per established IT service
management policies and procedures.

Do you have a documented security incident response plan? Clause
5.3(a),
5.3(b),
7.5.3(b),
5.2(c),
7.5.3(d),
8.1,
8.3,
9.2(g),
Annex
A.16.1.1
A.16.1.2

Do you integrate customized tenant requirements into your
security incident response plans?

Do you publish a roles and responsibilities document specifying
what you vs. your tenants are responsible for during security
Incidents?
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An incident management policy has been defined, but is not
yet put into place or supported with approved procedures.
(ISO 4/15/19)

Alienvault SIEM Clause
5.2(c),
5.3 (a),
5.3(b),
7.2(a),
7.2(b),
7.2(c),
7.2(d),
7.3(b),
7.3(c)
7.5.3(b),
7.5.3(d),
8.1,
8.3,
92(g)
Annex
A.6.1.1
A.7.2.1,
A.7.2.2,
A.16.1.2,
A.16.1.3,
A.16.1.1

Clause
5.2(c),
5.3 (a),
5.3(b),
7.2(a),
7.2(b),
7.2(c),
7.2(d),
7.3(b),
7.3(c)
7.5.3(b),
7.5.3(d),
8.1,
8.3,
9.2(g)
Annex
A.7.2.2,
A.7.2.3,
A.16.1.7,
A.18.1.3

SEF-02.4

Security Incident
Management, E-
Discevery, & Cloud
Forensics
Incident Reporting

SEF-O3 SEF-O3.1

SEF-03.2

Security Incident SEF-04 SEF-04.1
Management,  E-
Discovery, & Cloud
Forensics
Incident Response Legal
Preparation

SEF-04.2

Have you tested your security incident response plans in the last
year?

Workforce personnel and external business relationships shall be informed of
their responsibility and, if required, shall consent and/or contractually agree to
report all information security events In a timely manner. Information security
events shall be reported through predefined communications channels In a
timely manner adhering to applicable legal, statutory, or regulatory compliance
obligations.

Does your security Information and event management (SIEM)
system merge data sources (e.g., app logs, firewall logs, IDS logs,
physical access logs, etc.) for granular analysis and alerting?

Does your logging and monitoring framework allow isolation of an
Incident to specific tenants?

Proper forensic procedures. Including chain of custody, are required for the
presentation of evidence to support potential legal action subject to the relevant
jurisdiction after an Information security incident. Upon notification, customers
and/or other external business partners Impacted by a security breach shall be
given the opportunity to participate as is legally permissible in the forensic
Investigation.

Does your incident response plan comply with industry standards
for legally admissible chain-of-custody management processes and
controls?

Does your incident response capability include the use of legally
admissible forensic data collection and analysis techniques?
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Are you capable of supporting litigation holds (freeze of data from
a specific point in time) for a specific tenant without freezing other
tenant data?

SEF-O4.3 Yes

Do you enforce and attest to tenant data separation when
producing data In response to legal subpoenas?

An incident management policy has been defined, but is not
yet put into place or supported with approved procedures,
(ISO 4/15/19)

SEF-04.4 PARTIAL

YesSecurity Incident
Management,  E-
Discovery, & Cloud
Forensics
Incident Response
Metrics

Mechanisms shall be put in place to monitor and quantify the types, volumes,
and costs of Information security incidents.

Do you monitor and quantify the types, volumes, and impacts on
all information security incidents?

SEF-05 SEF-05.1 A.16.1.6

Will you share statistical information for security incident data
with your tenants upon request?

Partial Currently, this is done on an ad-hoc basis and would require
justification and approval to release to a tenant

SEF-05.2

there is a SUPPLIER SECURITY POLICY that facilitates this but
no associated procedures. (SUPPLIER SECURITY POLICY)

Yes

there is a SUPPUER SECURITY POLICY that facilitates this but
no associated procedures. (SUPPUER SECURITY POUCY)

Yes

Supply Chain
Management,
Transparency, and
Accountability
Data Quality and
integrity

Providers shall inspect, account for, and work with their cloud supply-chain
partners to correct data quality errors and associated risks. Providers shall
design and implement controls to mitigate and contain data security risks

Do you inspect and account for data quality errors and associated
risks, and work with your cloud supply-chain partners to correct
them?

Clause5TA-01 STA-01.1

5.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
93(a),
9-3(b)
9-3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
93(c)(3)
93(d)
9.3(e)

Do you design and implement controls to mitigate and contain
data security risks through proper separation of duties, role-based
access, and least-privileged access for all personnel within your
supply chain?

STA-01.2 access for all personnel within their supply chain.

City of Vancouver - FOI 2026-240 - Page 186 of 332



Supply Chain
Management,
Transparency, and
Accountability
Incident Reporting

STA-02 STA-02.1

Supply Chain
Management,
Transparency, and
Accountability
Network/
Infrastructure Services

Supply Chain
Management,
Transparency, and
Accountability
Provider Internal
Assessments

STA-03 STA-03.1

STA-03.2

STA-04 STA-04.1

Supply Chain
Management,
Transparency, and
Accountability
Third Party Agreements

STA-05 STA-05.1

STA-05.2

The provider shall make security incident Information available to all affected
customers and providers periodically through electronic methods (e.g., portals).

Do you make security incident information available to all affected
customers and providers periodically through electronic methods
(e.g., portals)?

Per policy. Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
B.l
8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)

A.15.1.2
A.13.1.2

Business-critical or customer (tenant) impacting (physical and virtual) application
and system-system interface (API) designs and configurations, and infrastructure
network and systems components, shall be designed, developed, and deployed
in accordance with mutually agreed-upon service and capacity-level
expectations, as well as IT governance and service management policies and
procedures.

Do you collect capacity and use data for all relevant components of
your cloud service offering? _________________________________
Do you provide tenants with capacity planning and use reports? Need to confirm if this is planned or in place.

The provider shall perform annual Internal assessments of conformance and
effectiveness of its policies, procedures, and supporting measures and metrics.

Greenlots has engaged a third party resource to asssit with Clause
internal assessments. 6.1.1,

6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1

Do you perform annual internal assessments of conformance and
effectiveness of your policies, procedures, and supporting
measures and metrics?

8.3
9.3(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)

Supply chain agreements (e.g., SLAs) between providers and customers (tenants)
shall incorporate at least the following mutually-agreed upon provisions and/or
terms:
• Scope of business relationship and services offered (e.g., customer (tenant)
data acquisition, exchange and usage, feature sets and functionality, personnel
and infrastructure network and systems components for service delivery and

Do you select and monitor outsourced providers in compliance
with laws in the country where the data is processed, stored, and
transmitted? ____________________________________________
Do you select and monitor outsourced providers in compliance
with laws In the country where the data originates?

Suppliers are reviewed annually to confirm they meet
certain compliance criteria

Suppliers are reviewed annually to confirm they meet
certain compliance criteria

Yes
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■-----------------------1 auppu i  i ,  < di iu  i i3<uii<Lieb u i  p i  uv<ue i  n i<u  l ua iu i  i i c i  | t e i t a i  >ij at any

I ' " subcontracted or outsourced business relationships, physical geographical
I ' ' location of hosted services, and any known regulatory compliance

considerations)
• information security requirements, provider and customer (tenant) primary

points of contact for the duration of the business relationship, and references to
detailed supporting and relevant business processes and technical measures
implemented to enable effectively governance, risk management, assurance and
legal, statutory and regulatory compliance obligations by all impacted business

H I relationships
• Notification and/or pre-authorization of any changes controlled by the

i provider with customer (tenant) impacts
{ • Timely notification of a security incident (or confirmed breach) to all

customers (tenants) and other business relationships impacted (i.e., up- and
I I  down-stream impacted supply chain)

• Assessment and independent verification of compliance with agreement
provisions and/or terms (e.g.. industry-acceptable certification, attestation audit

■(report, or equivalent forms of assurance) without posing an unacceptable
business risk of exposure to the organization being assessed
• Expiration of the business relationship and treatment of customer (tenant)
data impacted
• Customer (tenant) service-to-service application (API) and data

interoperability and portability requirements for application development and
I information exchange, usage, and integrity persistence

Does legal counsel review all third-party agreements?
Do third-party agreements include provision for the security and
protection of information and assets?
Do you provide the client with a list and copies of all subprocessing
agreements and keep this updated?

H Providers shall review the risk management and governance processes of their
partners so that practices are consistent and aligned to account for risks

1 inherited from other members of that partner's cloud supply chain.

Do you review the risk management and governanced processes of
partners to account for risks inherited from other members of that
partner's supply chain?

, 1Policies and procedures shall be implemented to ensure the consistent review of
■ service agreements (e.g., SLAs) between providers and customers (tenants)

across the relevant supply chain (upstream/downstream). Reviews shall be
performed at least annually and identify non-conformance to established
agreements. The reviews should result in actions to address service-level
conflicts or inconsistencies resulting from disparate supplier relationships.

Are policies and procedures established, and supporting business
processes and technical measures implemented, for maintaining
complete, accurate, and relevant agreements (e.g., SLAs) between
providers and customers (tenants)?

Yes
Yes

YES Upon request

Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.12 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.13(b)
8.1
8.3
9.3(a),
9.3(b)
9.3(b)(1)
9.3(c)
9.3(c)(1)

Clause
6.1.1,
6.11(e)(2)
6.1.2
6.1.2(a)(1)
6.12(a)(2),

Yes

Partial Supplier security policy does not address this requirement
(SUPPLIER SECURITY POLICY)
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Do you have the ability to measure and address non-conformance
of provisions and/or terms across the entire supply chain
(upstream/downstream)?

Can you manage service-level conflicts or Inconsistencies resulting
from disparate supplier relationships?
Do you review all agreements, policies, and processes at least
annually?

1 1Providers shall assure reasonable information security across their information
supply chain by performing an annual review. The review shall include all

jpartners/third party providers upon which their information supply chain
1 depends on.

Do you assure reasonable information security across your
Information supply chain by performing an annual review?

Does your annual review include all partners/third-party providers
upon which your information supply chain depends?

I Third-party service providers shall demonstrate compliance with Information
|___J  security and confidentiality, access control, service definitions, and delivery level

1 [agreements included in third-party contracts. Third-party reports, records, and
services shall undergo audit and review at least annually to govern and maintain

1 compliance with the service delivery agreements.

Do you permit tenants to perform independent vulnerability
assessments?
Do you have external third party services conduct vulnerability
scans and periodic penetration tests on your applications and
networks?

Supplier security policy does not address this requirement.
(SUPPLIER SECURITY POLICY)

6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
93(a),
9.3(b)
9.3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)
9.3(d)
9.3(e)
9.3(f)

Partial

YES

Yes

As of 03/01/2019 Clause
6.1.1,
6.1.1(e)(2)
6.1.2
6.1.2(a)(1)
6.1.2(a)(2),
6.1.2(b)
6.1.2 (c)
6.1.2(c)(1),
6.1.2(c)(2)
6.1.2(d)
6.1.2(d)(1)
6.1.2(d)(2)
6.1.2(d)(3)
6.1.2(e)
6.1.2(e)(1)
6.1.2(e)(2)
6.1.3,
6.1.3(a)
6.1.3(b)
8.1
8.3
93(a),
9.3(b)
9-3(b)(f)
9.3(c)
9.3(c)(1)
9.3(c)(2)
9.3(c)(3)
9.3(d)
9.3(e)
9.3(f) _____________
A.15.1.2
8.1* partial,
8.1’ partial, A.15.2.1
A.13.1.2

Yes

YES

Partial With advance notice and permission depending on the type
of assessment ______________________________________
Trusted third party will assist with vulenrability scans and
penetration tests.

Yes
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Threat and
Vulnerability
Management
Antivirus / Malicious
Software

TVM-01 TVM-01.1

TVM-01.2

Threat and
Vulnerability
Management
Mobile Code

TVM-03 TVM-03.1

TVM-03.2

Policies and procedures shall be established, and supporting business processes
and technical measures implemented, to prevent the execution of malware on
organizationally-owned or managed user end-point devices (i.e., issued
workstations, laptops, and mobile devices) and IT infrastructure network and
systems components.

Do you have anti-malware programs that support or connect to
your cloud service offerings installed on all of your systems?

SophosYes A.12.2.1

Sophos

Ad-hocYES

signatures, lists, or behavioral patterns are updated across all
Infrastructure components within industry accepted time frames?

Threat and
Vulnerability

TVM-02 TVM-02.1 Policies and procedures shall be established, and supporting processes and
technical measures implemented, for timely detection of vulnerabilities within

Management
Vulnerability/ Patch

TVM-02.2 organizationally-owned or managed applications, infrastructure network and
system components (e.g., network vulnerability assessment, penetration testing)

Management TVM-02.3 to ensure the efficiency of implemented security controls. A risk-based model for
prioritizing remediation of identified vulnerabilities shall be used. Changes shall

TVM-02.4 be managed through a change management process for all vendor-supplied
patches, configuration changes, or changes to the organization's Internally

TVM-02.5 developed software. Upon request, the provider informs customer (tenant) of
policies and procedures and identified weaknesses especially if customer

TVM-02.6 (tenant) data is used as part the service and/or customer (tenant) has some
shared responsibility over implementation of control.

Do you conduct network-layer vulnerability scans regularly as
prescribed by industry best practices? ________________________
Do you conduct application-layer vulnerability scans regularly as
prescribed by industry best practices? ________________________
Do you conduct local operating system-layer vulnerability scans
regularly as prescribed by Industry best practices?
Will you make the results of vulnerability scans available to tenants
at their request? __________________________________________
Do you have a capability to rapidly patch vulnerabilities across all
of your computing devices, applications, and systems?___________
Will you provide your risk-based systems patching time frames to
your tenants upon request?

8.1• partial, A.14.2.3
A.12.6.1Ad-hocYES

Ad-hocYES

YES Upon request

Automox or Ansible automationYes

Partial

YES

YES

Policies and procedures shall be established, and supporting business processes
and technical measures implemented, to prevent the execution of unauthorized
mobile code, defined as software transferred between systems over a trusted or
untrusted network and executed on a local system without explicit installation or
execution by the recipient, on organizationally-owned or managed user end-
point devices (e.g., issued workstations, laptops, and mobile devices) and IT
infrastructure network and systems components.

Is mobile code authorized before its installation and use, and the
code configuration checked, to ensure that the authorized mobile
code operates according to a clearly defined security policy?

A.12.2.1

Is all unauthorized mobile code prevented from executing?

© Copyright 2014 Cloud Security Alliance - All rights reserved. You may download, store, display on your computer, view, print,
and link to the Cloud Security Alliance "Consensus Assessments Initiative Questionnaire CAIQ Version 3.0.1*' at
http://www.cloudsecurityalliance.org subject to the following: (a) the Consensus Assessments Initiative Questionnaire V3.0.1
may be used solely for your personal, informational, non-commercial use; (b) the Consensus Assessments Initiative
Questionnaire V3.0.1 may not be modified or altered in any way; (c) the Consensus Assessments Initiative Questionnaire v3.0.1
may not be redistributed; and {d) the trademark, copyright or other notices may not be removed. You may quote portions of
the Consensus Assessments Initiative Questionnaire V3.0.1 as permitted by the Fair Use provisions of the United States
Copyright Act, provided that you attribute the portions to the Cloud Security Alliance Cloud Consensus Assessments Initiative
Questionnaire 3.0.1 (2014). If you are Interested in obtaining a license to this material for other usages not addresses in the
copyright notice, please contact info@cloudsecurityalliance.org.
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CONSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE (CAIQ) V3.0.1 GUIDING DOCUMENT PRINCIPLES

INTENT OF THIS TAB: To assist reviewers/users of document to understand both the intent and structure of CAIQ

GUIDING PRINCIPLES:

• Questionnaire is organized using CSA 16 governing & operating domains divided into "control areas" within CSA's Controls Matrix structure

• Questions are to assist both cloud providers in general principles of cloud security and clients in vetting cloud providers on the security of their
offering and company security profile

• CAIQ is not intended to duplicate or replace existing industry security assessments but to contain questions unique or critical to the cloud
computing model in each control area

• Each question should be able to be answered yes or no

• If a question can't be answered yes or no then it was separated into two or more questions to allow yes or no answers.

• Questions are intended to foster further detailed questions to provider by client specific to client's cloud security needs. This was done to limit
number of questions to make the assessment feasible and since each client may have unique follow-on questions or may not be concerned with all
follow-on questions
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f V f  V<  e Z«JklSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE VERSION 3.0.1 Change Log

Version Control ID Decription of Changes

3.0.1-09-16-2014 N/A Version 3.0.1-09-16-2014 name updated to Version 3.0.1-11-24-2015
3.0.1-11-24-2015 MOS-02 Spelling of security
3.0.1-11-24-2015 MOS-04 Spelling of security
3.0.1-11-24-2015 MOS-05 Spelling of security
3.0.1-11-24-2015 MOS-10 Spelling of services
3.0.1-11-24-2015 MDS-12 Spelling of services
3.0.1-11-24-2015 MOS-14 Spelling of services
3.0.1-11-24-2015 MOS-16 Spelling of services
3.0.1-11-24-2015 MOS-17 Spelling of security
3.0.1-11-24-2015 SEF-01 Spelling of chapter
3.0.1-11-24-2015 AAC-02 Spelling of domain
3.0.1-11-24-2015 AAC-02 Hyphenation of third-party
3.0.1-11-24-2015 CCC-04 Spelling of management
3.0.1-11-24-2015 DSI-01 Spelling of personally
3.0.1-11-24-2015 D5I-01 Spelling of identifiable
3.0.1-11-24-2015 DSI-04 Spelling of personally
3.0.1-11-24-2015 DSI-04 Spelling of identifiable
3.0.1-11-24-2015 DSI-05 Spelling of personally
3.0.1-11-24-2015 D5I-O5 Spelling of identifiable
3.0.1-11-24-2015 D5I-06 Spelling of stewardship

3.0.1-11-24-2015

GRM-04

Spelling of capability

3.0.1-11-24-2015

GRM-08

Spelling of domain

3.0.1-11-24-2015

HRS-09

Spelling of chapter
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3.0.1-11-24-2015

HRS-10

Spelling of chapter

3.0.1-11-24-2015

IAM-05

Spelling of segregation
3.0.1-11-24-2015 IAM-12 Spelling of security
3.0.1-11-24-2015 IVS-11 Spelling of management
3.0.1-11-24-2015 HRS-05 Spelling of services
3.0.1-11-24-2015 IVS-10 Removal of vMotion
3.0.1-11-24-2015 BCR-03 Punctuation of telecommunications, and
3.0.1-11-24-2015 DSI-03 Style of E-commerce
3.0.1-11-24-2015 DSI-03 Spelling of procedures
3.0.1-11-24-2015 DSI-03 Spelling of policies
3.0.1-11-24-2015 DSI-04 Spelling of procedures
3.0.1-11-24-2015 DSI-04 Spelling of policies
3.0.1-11-24-2015 GRM-10 Spelling of confidentiality
3.0.1-11-24-2015 GRM-11 Spelling of confidentiality
3.0.1-11-24-2015 GRM-08 Spelling of chapter
3.0.1-11-24-2015 IAM-07 Spelling of confidentiality
3.0.1-11-24-2015 AIS-01 Spelling of security

3.0.1-11-24-2015

IVS-01

Spelling of lifecycle
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3.0.1-11-24-2015 IVS-07 Spelling of controls
3.0.1-11-24-2015 TVM-02 Spelling of identified
3.0.1-11-24-2015 TVM-03 Spelling of vulnerability
3.0.1-11-24-2015 AAC-01 Removal of extra space behind .
3.0.1-11-24-2015 AAC-02 Removal of extra space behind .
3.0.1-11-24-2015 CCC-05 Removal of extra space behind .
3.0.1-11-24-2015 DSI-01 Removal of extra space behind .
3.0.1-11-24-2015 DSI-04 Removal of extra space behind .

3.0.1-11-24-2015

DSI-05

Removal of extra space behind .
3.0.1-11-24-2015 DSI-06 Removal of extra space behind .
3.0.1-11-24-2015 GRM-01 Removal of extra space behind .
3.0.1-11-24-2015 IAM-07 Removal of extra space behind .
3.0.1-11-24-2015 SEF-02 Removal of extra space behind .
3.0.1-11-24-2015 SEF-03 Removal of extra space behind .
3.0.1-11-24-2015 SEF-04 Removal of extra space behind .
3.0.1-11-24-2015 AIS-04 Italicized Data Security / Integrity
3.0.1-11-24-2015 AAC-03 Italicized Information System
3.0.1-11-24-2015 CCC-03 Italicized Quality Testing
3.0.1-11-24-2015 HRS-03 Italicized Employment
3.0.1-11-24-2015 HR5-04 italicized Employment
3.0.1-11-24-2015 HR5-05 Italicized Mobile Device
3.0.1-11-24-2015 HR5-07 Italicized Roles
3.0.1-11-24-2015 HR5-08 Italicized Technology
3.0.1-11-24-2015 STA-06 italicized Supply Chain
3.0.1-11-24-2015 EKM-04 Comma after i.e.
3.0.1-11-24-2015 CCC-02 Comma after e.g.
3.0.1-11-24-2015 CCC-03 Comma after e.g.
3.0.1-11-24-2015 IVS-02 Comma after e.g.
3.0.1-11-24-2015 IVS-05 Comma after e.g.
3.0.1-11-24-2015 MOS-12 Comma after e.g.
3.0.1-11-24-2015 STA-02 Comma after e.g.
3.0.1-11-24-2015 TVM-02 Comma after e.g.
3.0.1-11-24-2015 AIS-04 Addition of commas
3.0.1-11-24-2015 BCR-08 Removed capitalization from Business Impact Assessment
3.0.1-11-24-2015 BCR-08 Added period to end of sentence
3.0.1-11-24-2015 BCR-10 Addition of commas
3.0.1-11-24-2015 CCC-01 Addition of commas
3.0.1-11-24-2015 CCC-05 Removal of extraneous space
3.0.1-11-24-2015 GRM-01 Addition of commas
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3.0.1-11-24-2015 IAM-02 Removal of extraneous space
3.0.1-11-24-2015 IAM-09 Addition of commas
3.0.1-11-24-2015 IVS-09 Addition of commas
3.0.1-11-24-2015 IPY-02 Removal of extraneous space
3.0.1-11-24-2015 IPY-02 Added period to end of sentence
3.0.1-11-24-2015 MOS-11 Addition of commas
3.0.1-11-24-2015 N/A Version 3.0.1-11-24-2015 name updated to Version 3.0.1-02-01-2016
3.0.1-02-01-2016 AIS-02 Addition of commas
3.0.1-02-01-2016 AAC-03 Syntax update (*the capability)
3.0.1-02-01-2016 BCR-02 Syntax update (’testing)
3.0.1-02-01-2016 BCR-03 Data center changed to two words
3.0.1-02-01-2016 CCC-01 Data center changed to two words and addition of comma
3.0.1-02-01-2016 CCC-03 Syntax update (’Organizations) and added period to end of sentence
3.0.1-02-01-2016 DSI-06 Addition of commas
3.0.1-02-01-2016 DCS-02 Addition of commas
3.0.1-02-01-2016 DCS-04 Punctuation update of moving question mark to end of sentence
3.0.1-02-01-2016 DCS-05 Capitalized Equipment in Control Group title
3.0.1-02-01-2016 DCS-06 Addition of commas
3.0.1-02-01-2016 EKM-03 Addition of commas
3.0.1-02-01-2016 GRM-01 Syntax update (removed ’and established, added ’the and pluralized needs) and addition of commas
3.0.1-02-01-2016 GRM-04 Syntax update (’at)
3.0.1-02-01-2016 GRM-06 Addition of commas

3.0.1-02-01-2016

GRM-08

Addition of commas
3.0.1-02-01-2016 HRS-02 Addition of commas
3.0.1-02-01-2016 HRS-04 Addition of commas
3.0.1-02-01-2016 HRS-05 Addition of commas
3.0.1-02-01-2016 HRS-06 Hyphenation of Non-Disclosure in Control Group title
3.0.1-02-01-2016 HRS-08 Syntax update (’remove or and added e.g.)
3.0.1-02-01-2016 HRS-09 Addition of commas
3.0.1-02-01-2016 HRS-10 Addition of commas
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3.0.1-02-01-2016

IAM-01

Punctuation update of moving question mark to end of sentence and addition of comma and e.g.
3.0.1-02-01-2016 1AM-02 Addition of commas
3.0.1-02-01-2016 IAM-06 Addition of commas
3.0.1-02-01-2016 IAM-07 Syntax update (‘provide)
3.0.1-02-01-2016 IAM-09 Addition of commas and fix of typo to you
3.0.1-02-01-2016 JAM-11 Addition of commas
3.0.1-02-01-2016 IAM-12 Addtion of e.g..
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3.0.1-02-01-2016

IAM-13

Syntax update (*the)
3.0.1-02-01-2016 IVS-01 Addition of commas
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3.0.1-02-01-2016

IVS-04

Addtion of e.g., and commas

3.0.1-02-01-2016
IVS-06

Punctuation update of new sentence starting with *These configurations... and deletion of *and before ports.
3.0.1-02-01-2016 IVS-07 Replaced i.e. with e.g., and addition of commas
3.0.1-02-01-2016 IVS-08 Hyphenation of Non-Production
3.0.1-02-01-2016 IVS-09 Addition of commas
3.0.1-02-01-2016 IVS-10 Addition of commas
3.0.1-02-01-2016 IVS-12 Punctuation update of moving question mark to end of sentence
3.0.1-02-01-2016 IPY-01 Updated CID for consistency with a .1
3.0.1-02-01-2016 IPY-02 Updated CID for consistency with a .1
3.0.1-02-01-2016 IPY-05 Punctuation update of removing extraneous period from e.g.
3.0.1-02-01-2016 MOS-01 Updated CID for consistency with a .1

3.0.1-02-01-2016

MOS-02

Updated CID for consistency with a .1
3.0.1-02-01-2016 MOS-03 Syntax update (*can) and updated CID for consistency with a .1
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3.0.1-02-01-2016 MOS-04 Updated CID for consistency with a .1
3.0.1-02-01-2016 MOS-05 Updated CID for consistency with a .1
3.0.1-02-01-2016 MOS-06 Updated CID for consistency with a .1
3.0.1-02-01-2016 MOS-07 Addition of commas and updated CID for consistency with a .1
3.0.1-02-01-2016 MOS-08 Updated CID for consistency with a .1
3.0.1-02-01-2016 MOS-09 Addtion of e.g., and updating to operating system and updated CID for consistency with a .1
3.0.1-02-01-2016 MOS-10 Updated CID for consistency with a .1
3.0.1-02-01-2016 MOS-11 Updated CID for consistency with a .1
3.0.1-02-01-2016 MOS-13 Syntax update (*that) and addition of commas
3.0.1-02-01-2016 MOS-14 Updated CID for consistency with a .1
3.0.1-02-01-2016 MOS-15 Addition of commas and updated CID for consistency with a .1
3.0.1-02-01-2016 SEF-01 Addition of comma
3.0.1-02-01-2016 SEF-02 Addition of comma
3.0.1-02-01-2016 SEF-03 Addition of e.g., and comma
3.0.1-02-01-2016 SEF-04 Addition of comma
3.0.1-02-01-2016 SEF-05 Addition of comma
3.0.1-02-01-2016 STA-01 Addition of comma
3.0.1-02-01-2016 STA-02 Addition of comma
3.0.1-02-01-2016 STA-03 Addition of comma
3.0.1-02-01-2016 STA-04 Addition of comma
3.0.1-02-01-2016 STA-05 Addition of comma
3.0.1-02-01-2016 5TA-06 Addition of comma
3.0.1-02-01-2016 STA-07 Syntax update (*shall and identify) and addition of comma
3.0.1-02-01-2016 5TA-08 Addition of comma and updated CID for consistency with 08.2
3.0.1-02-01-2016 5TA-09 Addition of comma
3.0.1-02-01-2016 TVM-01 Addition of comma
3.0.1-02-01-2016 TVM-02 Addition of comma

3.0.1-02-01-2016 N/A Updated column title in A for consistency with CCM v3.0.1 by changing to Control Domain from Control Group
3.0.1-02-01-2016 N/A Updated column title in B for consistency with CCM v3.0.1 by changing to Control ID from CGID
3.0.1-02-01-2016 N/A Updated column title in C for consistency with CCM v3.0.1 by changing to Question ID from CID

3.0.1-02-01-2016

N/A

Version 3.0.1-02-01-2016 name updated to Version 3.0.1-10-06-2016
3.0.1-10-06-2016 N/A Updated Logo in Change Log Tab (from CCM to CAIQ)
3.0.1-10-06-2016 N/A Uopdated Change Log Columns to correct accurate Version Updates
3.0.1-10-06-2016 N/A Version 3.0.1-10-06-2016 name updated to Version 3.0.1-12-05-2016
3.0.1-09-01-2017 N/A Added HITRUST CSF v8.1
3.0.1-09-01-2017 N/A Added PCI DSSv3.2
3.0.1-09-01-2017 N/A Added Shared Assessments 2017 AUP
3.0.1-09-01-2017 N/A Added CIS-AWS Foundation 1.1
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3.0.1-09-01-2017 . N/A | Added NZISM v2.5
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SCHEDULE G - 
TERMS AND CONDITIONS RELATING TO SOFTWARE 

 

These Terms and Conditions Relating to Software (these “Subscription Terms”) are attached as Schedule 
G, incorporated into, and form an integral part of, the Supply Agreement entered into by Greenlots and 
the City of Vancouver as of June 22nd, 2021. These Subscription Terms set forth the City’s access and use 
rights relating to Supplier’s SKYTM software system with the features described in Annexure A to these 
Subscription Terms (the “Software”).  Capitalized terms used but not otherwise defined in the Agreement 
or the Special Terms and Conditions stated below shall have the meanings ascribed to such terms in the 
Standard Terms and Conditions (“Standard Terms”) portion of these Subscription Terms. 

 

 

SPECIAL TERMS AND CONDITIONS 

 

I. SUPPLIER RESPONSIBILITIES 

a. Supplier Responsibilities.  Subject to the terms and conditions of Subscription Terms, 
Supplier agrees to (i) operate, maintain, administer and support the Greenlots Charging 
Network and (ii) provide the purchased Services to City and its Networked Charging 
Stations. 

b. Rights in Software.  In connection with its obligations under Section I.a, Supplier hereby 
grants to City, and City hereby accepts, a non-transferable and non-exclusive right of 
access and use of the Software in the Territory for the duration of the Term, together 
with all rights, title and interests past, present and future, in and to the Software for 
the purposes of participating in the Greenlots Charging Network and using the Supplier 
Services. 

c. Limitations.  Supplier shall not be responsible for, and makes no representation or 
warranty with respect to, the following: (i) continued and uninterrupted availability of 
sufficient electrical power to any of City’s Charging Stations and consequently any failure 
or interruption to the Greenlots Charging Network and the Supplier Services due to such 
insufficient electrical power; (ii) continued and uninterrupted availability of any wireless 
or cellular communications network or internet service provider network services 
necessary for the continued operation by Supplier of the Greenlots Charging Network 
and/or the provision of the Supplier Services; and/or (iii) any Charging Stations that are 
not Networked Charging Stations.     

d. Non-Exclusive Basis.  The participation of City and its Networked Charging Stations and 
the provision of the Supplier Services to City shall be on a non-exclusive basis and 
Supplier shall, at all times and at any time, be entitled to permit similar participation 
and provide similar services to any other Party, whether such Party is a competitor of 
City or otherwise, without restriction on such terms as Supplier may at its sole discretion 
determine without reference to City. 

e. City’s Use of Software.  The City’s use of the Software includes access through a secure 
City-assigned online portal and dashboard (accessed by the City through a web browser) 
that enables City to access certain anonymous, and in some cases, aggregated, 
operational data from its Networked Charging Stations, to determine and set certain 
operational parameters such as Session Fees and all applicable Taxes and Regulatory 
Charges, and to avail itself of the collection services described in Section III below.  
Customers indirectly initiate use the Software upon commencement of a Charging Session 
via Supplier’s mobile app or RFID card to pay Session Fees, manage their account with 
Supplier, etc. 
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II. CITY RESPONSIBILITIES.  City shall be responsible for: (a) notifying Supplier of any new Charging 
Stations to be registered on the Greenlots Charging Network as Networked Charging Stations 
(which shall include providing Supplier with specifications and descriptions in relation to each 
such Charging Station); (b) operating and maintaining the Networked Charging Stations in a safe 
manner and in compliance with all applicable laws and contractual obligations (provided that, if 
an O&M Plan (as defined in Schedule H (Terms and Conditions Relating to O&M Services)) is 
active, the City’s obligations will be subject to Supplier’s performance of, and compliance with, 
its obligations under the Agreement and with respect to the applicable O&M Plan) and provided 
that City’s obligations will be subject to Supplier’s performance of, and compliance with, its 
obligations under the Agreement and these Subscription Terms; (c) providing Supplier with 
advance written notice of the relocation or decommissioning of any Networked Charging Stations 
or of Networked Charging Stations which are non-operational or not intended to be replaced or 
repaired by City. 

 

III. SERVICES.   

a. Collection Services. Where City levies charges on Customers and Supplier is engaged to 
provide management, collection and/or processing services for such charges: 

i. City shall have sole authority to determine and set in real-time the Session Fees 
(which shall include all applicable Taxes and Regulatory Charges, each as defined 
below) applicable to City’s Networked Charging Stations. For certainty, as of the 
Effective Date , Customers are required to pay GST on Charging Station Session Fees, 
which applicable GST rate will be input in the Software by the City.  Supplier shall 
collect such GST and any other applicable Taxes and Regulatory Charges (which rates 
will be input in the Software by the City) that may be payable by customers and 
remit it to the City as provided herein unless City and Supplier agree otherwise. 

ii. In exchange for Supplier collecting Session Fees plus GST and any other applicable 
Taxes and Regulatory Charges payable Customers on behalf of City, City hereby 
authorizes Supplier to deduct from all such amounts collected the following 
deductions in accordance with the sequence in the illustrative Table A below 
(collectively, the “Deductions”): (1) a Collection and Processing Fee; (2) GST payable 
by City on the Collection and Processing Fee; (3) to extent required, applicable Taxes 
and Regulatory Charges payable by City other than GST; and (4) to the extent 
applicable, Terminal Fees. Supplier shall on a monthly basis remit the aggregate 
balance of the Session Fees plus GST and any other applicable Taxes and Regulatory 
Charges payable by Customers, net of the Deductions, to City not more than fifteen 
(15) Business Days after the end of each calendar month in which such amounts were 
collected to such account designated in writing by City. By way of example only, and 
to illustrate the manner in which this section is to be complied by Supplier, Table A 
below is an example of how the foregoing Session Fees plus GST and any other 
applicable Taxes and Regulatory Charges payable by Customers and Deductions shall 
be collected, calculated and remitted to a Competent Authority and City by Supplier.  
If there is any inconsistency between Table A and this section, this section shall 
govern. 

Table A: 

Note: the GST rate and Collection and Processing Fee set out in this table are as of 
the date of the Agreement. If the GST rate changes during the term of the Agreement, 
or if any other Taxes and Regulatory Charges, whether payable by Customers or by 
City, become applicable, City shall advise Supplier and input the applicable taxes and 
rates into the SKYTM Network for the City’s Charging Stations and such new taxes and 
rates will apply. 
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1 Monthly Charging Station Session Fees paid by
Customers and collected by Supplier

$1,000.00

2 GST (currently 5%) collected from Customer
(assuming no other Taxes of Regulatory Charges
applicable)

$50.00

3 Total Collected by Supplier from Customers $1,050.00

4 Less: Collection and Processing Fee (10%) ($105.00)

5 Less: GST payable by City on Collection and
Processing Fee and remitted by Supplier to
Competent Authority

($5.25)

6 Net: $939.75

7 Less: if applicable, Terminal Fees ($150/yr) ($150.00)

8 Net Remittance to City $789.75

9 Portion of Net Remittance consisting of
GST to be remitted by City to a Competent
Authority (from Row 2)

($50.00)

10 Net Retained Amount by City $739.75

iii. Collection and Processing Fees do not include any taxes, levies, duties or similar
governmental assessments of any nature, including, but not l imited to, GST, value
added, sales, local, city, state or federal taxes and any late charges, interest, fines
or penalties in connection with the foregoing (collectively, “Taxes”) or any fees or
other assessments levied or imposed by any ut i l i ty  or governmental regulatory agency
and any late charges, interest, fines or penalties in connection with the foregoing
(collectively, “Regulatory Charges”) whether these amounts are required to be paid
by Customers or City. City shall be solely responsible for (1) determining the
applicable rate or amount of Taxes or Regulatory Charges applicable to each Charging
Session for each Charging Station that are payable by a Customer, and (2) the
payment of such Taxes and Regulatory Charges to the appropriate Competent
Authority; provided that, Supplier is solely responsible for all Taxes and Regulatory
Charges assessable based on Supplier’s income, property and employees and for
remitting any GST applicable to, and payable by City on, the Collection and
Processing Fee. Where Supplier is required by law to collect and/or remit the Taxes
or Regulatory Charges for which City is responsible, the appropriate amount shall be
invoiced to City and deducted by Supplier from Session Fees, unless City has
otherwise provided Supplier with a valid tax or regulatory exemption certificate or
authorization from the appropriate taxing or regulatory authority. City shall
indemnify, defend and hold Supplier and the Supplier Group (defined below)
harmless from all claims for Taxes or Regulatory Charges related to or in connection
with Customer's failure to comply with its obligations pursuant to this Section III.a.
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b. Provision of Assistance, Training and Maintenance Services. Supplier shall supply training, 
technical assistance and maintenance with respect to the Software to City, as set out in 
Annexure A and elsewhere in these Subscription Terms (collectively, the “Services”).   

c. Service Levels. Supplier shall provide services and support according to the following 
terms: 

i. Phone support for payment and technical issues shall be provided to Customers 24 
hours a day, 365 days a year; 

ii. Supplier shall ensure that scheduled system downtime occurs only between the hours 
of 9PM to 5AM Pacific Standard Time to avoid disruption to City and Customers; and 

iii. Supplier shall ensure that unscheduled downtime be responded to immediately and 
every reasonable effort be made to restore service. 

With respect to the Services and Service Levels, City acknowledges that some downtime 
may be attributed to Charging Station hardware and the resolution of such issues shall 
be governed by the terms of the Schedule H (Terms and Conditions Relating to O&M 
Services). 

d. Non-Transferability.  All Supplier Services shall be non-transferable; provided that 
Supplier Services subscribed for in relation to a Networked Charging Station that is to be 
de-commissioned may be transferred to a Networked Charging Station that is purchased 
by City to replace such de-commissioned Networked Charging Station. 

 

IV. FEES 

a. Fees.  In consideration of the Services provided hereunder, City shall pay Supplier the 
following fees (collectively, the “Fees”) in accordance with Section III: 

i. fees for the Software (“Software Fees”) are outlined in Schedule B (Prices for 
Supply), such pro-rated Software Fees to be payable in advance for the period from 
commissioning of a Charging Station through the end of the Initial Term with payment 
to be made upon registration and activation of a Networked Charging Station on the 
Greenlots Charging Network;   

ii. upon City commencing the levy of charging fees on Customers, a Collection and 
Processing Fee of 10% shall be paid by City to Supplier for each Charging Session 
used by a Customer where a Session Fee applies, payment of which shall be deducted 
against Session Fees collected by Supplier in accordance with Section III; and 

iii. upon commissioning of each Charging Station that has a credit card or other payment 
terminal, if any, a fee equal to $150 per year for each Charging Station (each, a 
“Terminal Fee”), such Terminal Fees to be payable in advance for the Initial Term 
with payment to be made upon registration and activation of a Networked Charging 
Station on the Greenlots Charging Network. 

b. Adjustments to Pricing.  Supplier undertakes that there shall be no increase in the 
Software Fees payable for each Networked Charging Station during the Initial Term. The 
Parties agree that Supplier shall be entitled to adjust (i) the Collection and Processing 
Fee at its sole discretion in the event of any increase in processing fees charged by 
payment processing partners responsible for the collection of Customers’ payments (but 
in no event shall the Collection and Processing Fee exceed 15%), and (ii) the Terminal 
Fee at its sole discretion in the event of any increase in costs imposed on Supplier related 
to the presence of a credit card or other payment terminal at a Charging Station. No pro-
rating of any Fees shall be available for any Networked Charging Stations, which are 
decommissioned (including due to termination of these Subscription Terms) during the 
Initial Term or any Additional Term. 
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c. Payment of Fees.   City agrees that it shall pay all Software Fees and Terminal Fees in 
accordance with ARTICLE 9 of the Agreement, and all Collection and Processing Fees and 
Taxes and Regulatory Charges (other than GST applicable to Session Fees payable by 
Customers) by way of deduction by Supplier against collected Session Fees in accordance 
with Section III. 

 

V. TERM; TERMINATION 

a. Initial Term. These Subscription Terms shall commence from the Effective Date for a 
period of five (5) years (the “Initial Term”).   

b. Additional Terms:  If the Parties agree to extend the term of the Agreement, the Parties 
may agree to extend these Subscription Terms for all Networked Charging Stations (each, 
an “Additional Term”).   

 

VI. STANDARD TERMS; CONFLICTS 

The Standard Terms that follow the signatures below are by this reference incorporated herein 
and made a part of these Subscription Terms.  Without limiting the generality of the foregoing, 
and notwithstanding anything to the contrary set forth in these Subscription Terms, all of each 
Party's obligations under the Special Terms and Conditions, including without limitation, each 
Party’s obligation to render services, grant any rights or licenses, or to pay fees, are subject to 
the Standard Terms.  In the event of any inconsistency or conflict between the provisions of the 
Standard Terms and the Special Terms, the latter shall control. 

 

 

 

[Remainder of page intentionally left blank] 
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STANDARD TERMS 

 
1. Definitions. 

(a) Definitions.  As used in Subscription 
Terms, the following terms have the following 
meanings: 

“Charging Port” means any charging connector 
that is able to charge an electric vehicle, 
regardless of plug type or standard. For purposes 
of Software Fee calculation, for Charging 
Stations with more than a single Charging Port, 
the Charging Port is only counted if it is able to 
charge an electric vehicle concurrently with 
another Charging Port on the same Charging 
Station. 

“Charging Session” means a session during which 
a Customer is using City’s Networked Charging 
Station to charge his or her electric vehicle and 
which lasts for a continuous period of time 
commencing when a Customer has accessed such 
Networked Charging Station and ending when 
such Customer has terminated such access. 

“Charging Station” means an electric vehicle 
charging station owned or leased by City. 

”Collection and Processing Fees” means the fees 
charged by Supplier for the management, 
collection and processing of Session Fees on 
behalf of City and the remittance of any balance 
to City; provided that the Collection and 
Processing Fees does not include any Terminal 
Fees.  

“Customers” means drivers who avail 
themselves of charging and other services from 
any Networked Charging Station. 

“Greenlots Charging Network” means the 
collection of charging stations that are 
connected to Greenlots’ SKYTM network. 

“GST” means the applicable goods and services 
tax in the City. 

“Networked Charging Stations” means any 
Charging Stations that have been registered and 
activated on the Greenlots Charging Network. 
Each charge connector or charge port is 
considered as one Charging Station. 

“Session Fees” means the fees set by City for a 
Charging Session, including any applicable Taxes 
and/or Regulatory Charges. 

“Subscribed Services” means any Services 
subscribed for by City. 

“Supplier Intellectual Property” means 
collectively, the Software, the Supplier Marks, 
the Greenlots Charging Network and the Supplier 
Services. 

“Supplier Marks” means the various trademarks, 
service marks, names and designations used in 
connection with the Supplier products and 
services, including, without limitation, the mark 
“Supplier”. 

“Supplier Services” means, collectively, the 
various software service offerings made 
available for subscription from time to time by 
Supplier. 

“Term” means (i) the Initial Term, and (ii) each 
Additional Term, unless the Agreement is 
terminated in accordance with ARTICLE 12 
thereof. 

“Territory” means the territory where City has 
active operations. 

 

2. Ownership of Intellectual Property 

2.1 Validity and Ownership.  City 
acknowledges and admits the validity of 
Supplier’ ownership, of all Intellectual Property 
Rights in relation to the Supplier Intellectual 
Property, and agrees that it will not, directly or 
indirectly, challenge or contest the validity of 
the Supplier Intellectual Property, or any 
registrations thereof and/or applications 
therefore in any jurisdiction, or the right, title 
and interest of Supplier therein and thereto, nor 
will it claim or register  any interest in the 
Supplier Intellectual Property in any 
jurisdiction, other than the rights expressly 
granted hereunder. 

2.2 Property of Supplier.  City acknowledges 
that (a) as between the Parties, all Intellectual 
Property Rights in the Supplier Intellectual 
Property are and will remain the exclusive 
property of Supplier and (b) as between the 
Parties, all uses of the Supplier Intellectual 
Property, except for its Use by City pursuant to 
these Subscription Terms, shall inure solely to 
the benefit of Supplier.  City shall not at any 
time do or suffer to be done any act or thing that 
will in any way impair the rights of Supplier in 
and to the Supplier Intellectual Property.  
Nothing in Subscription Terms grants, nor shall 
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City acquire hereby, any right, title or interest 
in or to the Supplier Intellectual Property or any 
underlying or third-Party Intellectual Property 
Rights inhering therein, or any goodwill 
associated therewith, other than those rights 
expressly granted hereunder.  These 
Subscription Terms shall not affect Supplier’s 
right to enjoin or obtain relief against any acts 
by third Parties or trademark or patent 
infringement or unfair competition, or any other 
action that Supplier may take to protect 
Supplier’ Intellectual Property Rights in the 
Territory. 

2.3 Personal Information. All data, including 
Personal Information, collected by Supplier in 
connection with the operation of the City’s 
Networked Charging Stations that form part of 
the Greenlots Charging Network, including 
Personal Information collected in connection 
with the Customer downloading and registering 
for the Supplier’s mobile application and/or 
RFID, shall be owned and controlled by Supplier 
with both Parties retaining independent rights to 
use the non-personal information data.  Supplier 
shall also have rights to use the data for uses 
including (i) system analytics and performance; 
(ii) anonymized data for marketing, research, 
and creation of white paper; (iii) product 
development and enhancement; and (iv) 
analytics-driven offerings for each of the value 
chain constituents provided Supplier complies 
with all Applicable Privacy Laws. 

 

3. No Sub-Granting or Sub-Licensing.  
Except as otherwise set forth herein, the 
Software access and use rights, the Supplier 
Services and the rights granted to City under 
Subscription Terms shall not be sub-granted or 
sub-licensed by City without the prior written 
authorization of Supplier. 

 

4. City’s Covenants.  City further 
undertakes to Supplier that: (i) it will not 
remove, conceal or cover the Supplier Marks or 
any other markings, labels, legends, 
trademarks, or trade names installed or placed 
on the Networked Charging Stations or any 
peripheral equipment for use in connection with 
the Networked Charging Stations; (ii) City shall 
comply with, and shall have responsibility for 
and cause its employees and agents accessing or 
using the Greenlots Charging Network to comply 
with, all of the rules, regulations and policies of 
Supplier as may from time to time be notified by 
Supplier to City (and the display or availability 
of any such rules, regulations and policies (and 
any variation or changes thereto) on any portal 
or service to which City has access, shall 
constitute due notice to City, its employees and 
agents); (iii) City shall be responsible for using 
the Supplier Services in compliance with 
applicable Laws and these Subscription Terms, 
and in particular, shall: (A) use commercially 
reasonable efforts to prevent unauthorized 
access to any Supplier Services, (B) not sell, 
resell, license, rent, lease, transfer or grant 
access to the Supplier Services to a third Party, 
(C) not interfere with or disrupt the integrity of 
the Greenlots Charging Network, the Supplier 
Services or any data contained therein, and (D) 
not attempt to gain unauthorized access to the 
Greenlots Charging Network or the Supplier 
Services or their related systems or networks 

 

5. Compliance with Laws. City shall 
perform all of its obligations relating to the 
Agreement and the Supply in accordance with all 
applicable Laws of Canada. 

 

END OF STANDARD TERMS 
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ANNEXURE A

SOFTWARE

The Software consists of an integrated Internet-based platform (the “SKY™ Network") that has bi-
directional communication with Networked Charging Stations. The platform is made up of:

1. A back-end database
2. A front-end user interface for the City
3. A front-end user interface for the Customer
4. A mobile phone application for the Customer that is supported on Android and iOS operating

systems. Support for additional operating systems may be added later at Supplier’s sole
discretion

5. A payment collection and settlement system
6. A data collection and reporting system
7. A call center for Customer technical and payment support

Together, the SKY™ Network and the Software perform the following functions:

1. Provides a directory of Charging Stations belonging to the City, including all pertinent information
such as address, serial number, manufacturer, model, charging type and price for Customers, if
applicable

2. Reports the status of Charging Stations whether they are in-use, faulted, available or temporarily
unknown

3. Enables the City to set a price for Customers to use these Charging Stations
4. Provides a payment method for Customers to pay for use of these Charging Stations
5. Provides a payment processor which complies with Payment Card Industry Data Security Standard

of Visa and MasterCard.
6. Collects usage and charging data from these Charging Stations and provides them to the City in

either CSV or graphical format
7. Provides first level technical support to Customers and routes them to the Charging Station

manufacturer for escalation
8. Provides downloadable usage reports on a daily, weekly, monthly or annual basis consisting of

individual charge session data (user ID, station ID, start time, end time, total duration, total kWh
and total revenue)

9. Provides a monthly statement report detailing total revenue collected from Session Fees and
total Fees paid to Supplier

SERVICES AND SERVICE LEVELS

Supplier shall provide services and support according to the following terms:

1. The SKY™ Network will maintain an uptime of 99.8% (subject to the limitations described in
Section l.c of the Special Terms of this Schedule G (Terms and Conditions Relating to Software));
provided that such uptime relates only to the SKY™ Network and is distinct from the “Average
Hardware Uptime" defined in Schedule H (Terms and Conditions Relating to O&M Services).

2. If the SKY™ Network is down, RFIDs will work at the Charging Stations and:

• ABB DCFC Charging Stations will be set to switch to free vend mode in the event the SKY™
Network goes down
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• Tritium DCFC Charging Stations will be set to switch to free vend mode in the event the SKY™
Network goes down

• BTC L2 Charging Stations will be set to switch to free vend mode in the event the SKY™
Network goes down

• EV Box L2 Charging Stations will be set to switch to free vend mode in the event the SKY™
Network goes down

• ’Free vend mode’ means drivers can plug in and charge. Network connection is not required.
There is no cost to the Customer.

ADDITIONAL NETWORK & DATA ANALYTICS FUNCTIONALITY

The SKY™ Network provides the City an OCPP-based software platform that brings together driver
engagement and grid flexibility tools on an advanced network platform - providing real-time charger
status, utilization data, flexible pricing engine, energy management tools and predictive analytics.

Supplier provides access to and use of the Software and the SKY™ Network to City per Charging Port or
per Charging Station, depending on the applicable SKU.

The Supplier will provide the following through the Software and the SKY™ Network:

Real-Time Charging and Station Status

Display of real-time status of all Charging Stations on a user-friendly, secure, cloud-based interface.

Customers can view all Charging Stations as either: ‘Available’, ‘In-Use’, ‘Faulted’ or ‘Unknown’ (no
network connection) status.

Real-time status monitoring, station diagnostics and database access for City via a web-portal.

Notification to City when outages and issues are detected to an identified City contact as provided in
this Schedule G (or as provided in Schedule H (Terms and Conditions Relating to O&M Services, if
applicable)).

Flexible pricing engine

Through the SKY™ Network, a City network operator can set different pricing structures based on a time-
of-use schedule, different types of Customers, the cost of electricity, amount of charging time (in per
minute resolution), flat-rate structures, or other variables.

A minimum or maximum fee per Charging Session can also be set, as well as a penalty fee after charging
is complete, but the Customer's vehicle remains plugged in after a configurable grace period.

Open access can be set to any unique group of individuals and set with discounts or pricing restrictions
to others. System can be setup to provide incentives or discounted price for certain sets of Customers.

Asset Management Visibility

The Software can calculate uptime percentages for a given period for a Charging Station, Site, or the
entire network of City Charging Stations, sorted by manufacturer or by other criteria.

Transaction and Charging Data Reports

The SKY™ Network tracks usage and meter data for all transactions occurring at a Charging Station,
including:

• Total kWh per Charging Session
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• Start- and end-charge timestamps

• Total fee per Charging Session

• Unique ID for each driver, via RFID, smartphone app or credit card

• Individual transaction ID for each plug-in, unplug or Charging Session

• Distinct ID per charging port

• Historical log of use including faults and errors

SKY™ Training and Support

Supplier will provide user guides, including a SKY™ Network Operator Guide, Site Host Welcome Guide,
and hardware manuals. Supplier offers training sessions on SKY™ Network and Software for the City.
Supplier can also coordinate a customized in-person or virtual trainings for City and its team that will
manage the City’s charging network.

Network Communications

subject to the limitations described in Section l.c of the Special Terms of this Schedule G, Supplier shall
provide a network/data communications system with a service provider capable of monitoring the
Charging Stations for any error or malfunction 24 hours a day, seven days a week. Cellular data services
and associated fees will be quoted and are required as part of the City yearly SKY™ Network and Software
licensing.

CUSTOMER MANAGEMENT & SUPPORT

Supplier to manage all City enquiries, and City and site personnel customer enquiries, complaints, and
responses as provided in this Schedule G (or as provided in Schedule H (Terms and Conditions Relating to
O&M Services, if applicable)). This includes providing call centre support and liaison with contractors.

SKY™ Administrative Support & Training

In addition to the 3-Tier Maintenance Support, Supplier will provide City SKY™ Network, Software and
mobile application support, as set forth below:

• Account Set-Up: Supplier will acknowledge SKY™ Network account set-up questions/ requests from
the Customer within one (1 ) Business Day, and init iate support execution within one (1 ) Business Day
from acknowledgement.

• Training of the City SKY™ Network and Software users and administrators as described in this
Annexure A.

Annual Service Level Performance Review

• Supplier shall provide an annual performance review with City, which would include a summary of
customer support contacts, resolution, and timing.

• An assessment of hardware performance and related issues, root causes and prognosis will also be
included in the review, if any.
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DRIVER SUPPORT 

 

Supplier to manage all customer enquiries, complaints and responses, and items related to maintenance 
and repair as provided in this Schedule G (or as provided in Schedule H (Terms and Conditions Relating 
to O&M Services, if applicable)). 

Supplier’s SKYTM Network is built to boost Customer engagement by providing Customers access to our 
SKYTM Driver portal, Supplier’s mobile app, and 24/7 software support and remote hardware 
troubleshooting (subject to the applicability of an O&M Plan pursuant to Schedule H (Terms and 
Conditions Relating to O&M Services)).    

Customers can access Charging Stations via the Supplier’s mobile app or RFID card. Instructions for using 
these methods are clearly outlined on the charging equipment, and all devices have the 24/7 support 
number labeled on the unit if support is required.  

The mobile app is free to download on iOS and Android mobile operating systems. Customers can locate 
Charging Stations, initiate a Charging Session, make payment, and remotely track status of a Charging 
Session by kWh charged, estimated cost, time elapsed and charging level notifications.    

For the mobile app and RFID card, the Customer account is linked with automatic credit card payments.  
Customer can easily order RFID via the Supplier’s mobile app or SKYTM Drivers Portal. 

 

If an O&M Plan (as defined in Schedule H (Terms and Conditions Relating to O&M Services)) is not active 
with respect to any Networked Charging Station, Supplier will provide Tier 1 Driver Support as described 
in this Schedule G.  Support includes: 

 Availability: 24 hours per day, 365 days per year. 

 Customer contact in the form of telephone communication, email, web forms, Driver Support 
team escalations and other channels permitted by Supplier, used to resolve all communication, 
performance, payment, and other issues.  

 Response Time: All issues reported to Supplier will be recorded, tracked, and responded within 
one (1) Business Day of receipt of the issue.  

 If Driver Support cannot resolve an issue immediately, they will document and escalate the issue 
to Supplier's Certified Customer Support Team for further troubleshooting and analysis. 

 In the event support issues cannot be resolved during the call, the Customer Support Team will 
provide to Customer the location of the nearest available Charging Station. 

 The Customer Support team will attempt to triage and troubleshoot any issues reported to them. 
If the Customer Support Team cannot resolve an issue immediately, Supplier will provide active 
maintenance management to coordinate resolution of the issue with the City, hardware 
manufacturer or local service provider, as applicable. 

 

Incident Reporting  

If an O&M Plan (as defined in Schedule H (Terms and Conditions Relating to O&M Services)) is not active 
with respect to any Networked Charging Station, Supplier or its Subcontractor will respond to a fault call 
in a timely and appropriate fashion, when taking a Customer service call, Supplier Customer Support will 
request the following information: 

 Customer name 

 Name of the person reporting the fault 

 Name of the person to be contacted on site (if different from above) 
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 Telephone number or other contact information for the person to be contacted 

 Incident Tracking Number 

 System(s) affected 

 Brief description of the fault symptoms 

 Severity of the fault 

 

On receiving a service call, Supplier support services group will allocate a unique tracking number which 
will be given to the Customer and will be used on future communications regarding the support issue. 

 

Notwithstanding anything in this Schedule G (including Annexure A thereto) to the contrary, in the event 
an O&M Plan (as defined in Schedule H (Terms and Conditions Relating to O&M Services)) is active with 
respect to any particular Networked Charging Station, the support levels and Customer service 
obligations of Supplier contained in Schedule H (Terms and Conditions Relating to O&M Services) shall 
control. 

 

[Remainder of page intentionally left blank] 
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SCHEDULE H - 
TERMS AND CONDITIONS RELATING TO O&M 

 

These Terms and Conditions Relating to O&M Services (these “O&M Terms”) set forth the Parties’ rights 
and obligations with respect to the provision of Charging Unit operations and maintenance services.  City 
shall, pursuant to a purchase order to be submitted to Supplier (each submitted by City, a “Purchase 
Order”), indicate the annual maintenance service plan provided by Supplier or its Subcontractor 
applicable to a Charging Unit(s) (defined herein) at a Site (defined herein) pursuant to a Purchase Order 
and described herein (each such service plan, an “O&M Plan”). The O&M Plans shall consist of Option A, 
Option B, or Option C, and each such O&M Plan option chosen by City shall be governed exclusively by 
the applicable governing article in these O&M Terms set forth below and the pricing for each such O&M 
Plan shall be as set forth in Schedule B (Prices for Supply) (such pricing shall not exceed the prices set 
forth in Schedule B (Prices for Supply) or change for five (5) years after the Effective Date). If City 
purchases an O&M Plan for a Charging Unit at a Site, it must purchase the same O&M Plan for all Charging 
Units at such Site, and all O&M Plans purchased for Charging Units at a Site shall be coterminous.  Supplier 
will work with City’s project and operations teams to schedule, manage and close out all services 
provided under these O&M Terms in a reasonable manner. Capitalized terms used but not otherwise 
defined in the Agreement shall have the meanings ascribed to such terms in each governing article of 
these O&M Terms. Each reference to a “Section” in these O&M Terms shall apply to the applicable Section 
reference in each governing article of these O&M Terms. 

 

O&M Plan Option A 

 

1. Definitions.  In addition to the other terms defined herein, the following terms shall have the 
following meanings in this governing article: 

(a) “AC” means alternating current. 

(b) “Business Hour” means any hour between 8:00am and 4:30pm local time in which a Site 
is located during a Business Day. 

(c) “DC” means direct current. 

(d) “DCFC” means a dispenser that converts AC to DC within its own enclosure and does not 
have a separate AC to DC conversion cabinet. 

(e) “Emergency” means any situation in which Charging Unit subject to these O&M Terms 
poses or is reasonably likely to pose a risk to the health or safety of any individual or 
property (including the Charging Unit) within a reasonably vicinity of the Charging Unit. 

(f) “Charging Unit” means an installed and commissioned electric vehicle-charging 
dispenser and/or cabinet, if applicable, which is categorized as either L2, DCFC or an HP 
System.  “Charging Unit” does not include any connections or equipment outside the 
envelope of the applicable dispenser and/or cabinet. 

(g) “HP System” means a high-power Charging Unit consisting of one or more dispensers and 
one or more power AC to DC conversion cabinets. 

(h) “L2” means an AC dispenser. 

(i) “OEM” means the manufacturer of a Charging Unit. 

(j) “Operational Issue(s)” means any issue or issues that materially compromise the ability 
to initiate or perform a charging session.    

(k) “O&M Plan” means, for this governing article, Option A as set forth on Schedule B (Prices 
for Supply). 
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(l) “O&M Terms” means, for purposes of this governing article, the O&M Terms applicable 
to Option A. 

(m) “Parts” means any parts, materials or other equipment that may be required to repair 
or replace any Charging Unit. 

(n) “Site” means the premises on which a Charging Unit is located. 

 

2. Corrective Maintenance. 

(a) General. In the event a Charging Unit experiences any Operational Issues, a City Manager 
may, but is not required to, request in writing that Supplier or its Subcontractor dispatch 
a technician to the Site on which a Charging Unit is located to perform corrective 
maintenance on such Charging Unit. Such technician will, upon written authorization of 
a City Manager, perform all corrective maintenance tasks required to repair or restore a 
Charging Unit to an operational condition within the tolerances or limits established by 
an OEM for in-service operation and in accordance with the applicable OEM’s instructions 
and recommendations.  

(b) Contact.  Operational Issues for which City wants Supplier or its Subcontractor to resolve 
can be reported by City by either calling 1-855-900-7584 or emailing 
support@greenlots.com. Supplier’s call center is available 24 hours per day, 365 days per 
year. ALL EMERGENCIES MUST BE REPORTED BY CALLING THE DESIGNATED REPORTING 
PHONE NUMBER; FAILURE TO REPORT AN EMERGENCY BY CALLING THE PHONE NUMBER 
ABOVE MAY RESULT IN DELAYS OR INABILITY TO RESOLVE SUCH ISSUE. 

(c) Reporting. In order for Supplier or its Subcontractor to respond to a reported Charging 
Unit Operational Issue in a timely and appropriate manner, City shall provide the 
following information in a medium described in Section 2(b): 

(i) City name; 

(ii) Any tracking number used by City; 

(iii) Name of the person reporting the issue; 

(iv) Name of the person to be contacted at Site (if different from above); 

(v) Telephone number or other contact information for the person to be contacted; 

(vi) Charging Unit location; 

(vii) Charging Unit affected, including the applicable OEM; 

(viii) Detailed description of the issue; and 

(ix) Severity of the issue. 

(d) Response.  Upon receipt of the information provided by City pursuant to Section 2(c), 
Supplier will:  

(i) Assign a unique tracking number which must be used on future communications 
regarding the reported support issue.   

(ii) Notify City of ticket creation and the tracking number: 

A. within one (1) hour if the report was made by phone; or 
B. within the same day if the report is submitted to Supplier by email 

 
(iii) If a report is deemed by Supplier in its reasonable discretion based on the 

information provided to be an Emergency, whether or not City has authorized 
any action to be taken in accordance with this Section 2, immediately dispatch 
a Subcontractor with the primary intent of taking action to ensure the Charging 
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Unit deemed a hazard is no longer a danger or potential danger to individuals or 
property, which may include disconnection of the power source or disabling the 
Charging Unit until it can be safely and completely repaired. Supplier and its 
Subcontractors will follow all applicable safety protocols related to Emergency 
reports.   

(iv) Use commercially reasonably efforts to attempt to resolve any Operational Issue 
remotely, if possible. 

(v) If the Operational Issue cannot be resolved remotely, then Supplier will endeavor 
to dispatch a Subcontractor to attempt to resolve the reported Operational Issue 
within one (1) Business Day of: (A) the failure to be able to resolve the issue 
remotely, or (B) if Parts are required to make any such corrective repairs, the 
arrival of such Parts at the applicable Site.  

(vi) Upon resolution of the Operational Issue and close out of the case, details will 
be shared through the ticketing management tab within the SKYTM Insights Portal. 

(vii) If the response requires resolution of software or firmware errors or malfunctions 
within a Charging Unit, Supplier will coordinate with the OEM in resolution of any 
such issues. 

(e) SKYTM Network Detection.  If Supplier detects an Operational Issue Supplier will notify 
City of such Operational Issue within one (1) Business Day of detection.  City may then 
authorize Supplier or its Subcontractor to commence corrective maintenance actions as 
described in this Section 2. 

(f) Payment. 

(i) If a technician is dispatched to resolve any Operational Issue requiring corrective 
maintenance as described in this Section 2, including any Operational Issue 
deemed by Supplier in its reasonable discretion based on the information 
provided to be an Emergency, Supplier will charge City for such repair at the 
then-applicable rates set forth Schedule B (Prices for Supply) for labor and the 
cost to procure any required Parts that are not covered by any applicable OEM 
warranty. Supplier will invoice City in accordance with Section 6. 

(ii) City will incur labor costs for any technician dispatched in accordance with this 
Section 2 commencing when the technician leaves its office en route to the Site. 

(iii) If City requests that a diagnostic test charge be provided for any Charging Unit 
at the conclusion of any technician dispatch, Supplier will bill City $200 per 
diagnostic test charge. 

(iv) If a technician is dispatched to a Site outside of Business Hours, then in lieu of 
the pricing set forth in Schedule B (Prices for Supply), Supplier will charge City 
a critical dispatch fee of $150 plus an hourly rate of $250 per hour for all 
corrective maintenance work performed. 

(g) Additional Considerations.   

(i) Supplier makes no representations or warranties that the reported Operational 
Issue will be resolved on the first dispatch.  Additional dispatches may be 
required to completely resolve the Operational Issue, including if any Parts must 
be procured to resolve such Operational Issue.  City acknowledges and agrees 
that the Charging Unit may not be available for use during the pendency of any 
attempt or attempts to resolve the Operational Issue, and Supplier cannot assure 
that any such issue will be resolved within any specific period of time.   

(ii) To the extent that resolution of an Operational Issue requires Parts, resolution 
cannot be completed until the Parts are transported to the applicable Site. If 
any Parts must be procured and ordered from an OEM (whether pursuant to any 
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warranty or otherwise) or other source to resolve the Operational Issue, Supplier 
cannot provide any assurance as to when the required Parts will be made 
available at the applicable Site. 

(h) Close-Out of Corrective Maintenance Tickets.  At the completion of each Site visit for 
corrective maintenance on a Charging Unit, Supplier will provide City with a report 
detailing the results of the corrective maintenance actions performed.   

 

3. OEM Warranties.  

(a) Supplier will reasonably coordinate with City to determine whether the standard 
manufacturer’s or extended warranties, if any, purchased by City, for the Charging Units 
covered by these O&M Terms cover, in whole or in part, the labor or Parts required to 
resolve any reported Operational Issue.  To the extent any such warranty provides 
coverage for the reported Operational Issue, City shall make a claim on such warranty 
and the warranty shall be the primary method by which such Operational Issues are 
resolved. Supplier will reasonably coordinate with an OEM regarding coverage for any 
claims and will reasonably assist City in enforcement of any such OEM’s warranty 
obligations. To the extent that a claim is made by City on such warranty, Supplier cannot 
provide any assurance as to when (i) the OEM or its subcontractor will be dispatched to 
the applicable Site and make any necessary repairs to make the Charging Unit operational 
within any particular period of time, if at all, or (ii) the required Part(s) covered by such 
warranty will be made available at the Site to resolve the Operational Issue. 

(b) In the event the City wishes to purchase an extended OEM parts warranty, such purchase 
needs to be made either at the time Charging Unit is purchased from Supplier or within 
the period of time permitted by the applicable OEM and provided such period of time is 
notified by Supplier to the City.  

(c) Pricing for OEM extended warranties are set forth on Schedule B (Prices for Supply). 

 

4. Preventative Maintenance.  

(a) General. If requested in writing by a City Manager, Supplier or its Subcontractor will 
conduct a Site visit to perform Preventative Maintenance Services (defined below). 
Supplier will bill City for such Preventative Maintenance Services at the rates set forth 
on Schedule B (Prices for Supply); provided that such rates (i) assume eight (8) L2 
Charging Units are serviced per day or four (4) DCFC Charging Units are serviced per day 
and (ii) do not include an additional $250 technician dispatch fee per day.  

(b) Preventative Maintenance Services. During each Site visit for the purpose of preventative 
maintenance, Supplier will perform, or will cause to be performed, the following services 
for each Charging Unit at such Site in accordance with the respective OEM instructions 
(collectively for each type of Charging Unit, “Preventative Maintenance Services”): 

(i) For DCFC or HP dispensers: 

A. Visual inspection of exterior and output cable and check logs; 
B. Exterior cleaning; 
C. Visual inspection of output cable(s); 
D. Visual inspection and testing of UI components (UI screen, RFID Access 

control and POS); 
E. General cleaning of unit, inside and out, which may include vacuuming 

of internal components if necessary; 
F. Visual inspection of all major components; 
G. CCS, CHAdeMO: visual check of handle, locking mechanism and cable; 
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H. Check inside device for presence of abnormal odor, transitions of inner 
materials, corrosion, anomaly in appearance, etc.; 

I. Verify incoming voltage on all phases; 
J. Torque check of all high current connections and components; 
K. Verify input power and circuit breakers; 
L. Review any faults or issues; 
M. Verify date and time and that all programmable settings are correct; 
N. Low resistance digital Ohm meter to perform contact resistance on 

breakers and termination points;  
O. Electronic summary report; and 
P. Inspect the DCFC or HP dispenser, as applicable, for signs of damage, 

malfunction, or tampering of any nature, including physical or 
electronic. 
 

(ii) For HP Cabinets: 

A. Change/clean cabinet intake/exhaust air filters if applicable; 
B. Check all internal wiring and terminals for loose connections, proper or 

loose fusing; 
C. Check all contactors for loose connections, wear or damage; 
D. Check all ground/bonding wires & earth straps; 
E. Check incoming voltages for nominal operating levels as per manual +/- 

10% check main; 
F. Disconnect switch for proper/safe operation; 
G. Check all doors and locks that they are secure after work is completed; 
H. Check main distribution panel for overall condition, damages, doors not 

blocked check; 
I. Main distribution cabinet fans for operation, vacuum interior of cabinet 

check main; 
J. Distribution cabinet for water leaks and rodents; 
K. Test main switch, all breakers, contactors for safe and proper operation;  
L. tighten all Connections within the main distribution cabinet; 
M. Verify that all fusing and/or overloads are set properly; 
N. Check secondary transformer for overall condition; 
O. Check all connections on secondary transformer and tighten as needed; 
P. Check all pads and bollards for main distribution and transformers if 

applicable inspect curbing and mounting bolts to ensure unit is secure; 
Q. Check/clean area of any organic materials, snow or debris; 
R. Test ac/dc cassettes (power blocks) – input/output voltages and 

amperage draw check communication wiring;  
S. Thermal scan of cables, lugs, connections as per OEM recommendations; 

and 
T. Inspect the HP Cabinet for signs of damage, malfunction, or tampering 

of any nature, including physical or electronic. 
 

(iii) For L2 Charging Units: 

A. Visual inspection of exterior and output cable and check logs; 
B. Exterior cleaning; 
C. Visual inspection of output cable(s); 
D. Visual inspection and testing of UI components (UI screen, RFID Access 

control and POS); 
E. General cleaning of unit, inside and out, which may include vacuuming 

of internal components if necessary; 
F. Visual inspection of all major components; 
G. J1772 Connector: visual check of handle, locking mechanism and cable; 
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H. Check inside device for presence of abnormal odor, transitions of inner 
materials, corrosion, anomaly in appearance, etc.; 

I. Verify incoming voltage on all phases; 
J. Torque check of all high current connections and components; 
K. Verify input power and circuit breakers; 
L. Review any faults or issues;  
M. Verify date and time and that all programmable settings are correct; 
N. Low resistance digital Ohm meter to perform contact resistance on 

breakers and termination points; 
O. Electronic summary report; and 
P. Inspect the L2 Charging Unit for signs of damage, malfunction, or 

tampering of any nature including physical or electronic. 
 

(c) Preventative Maintenance Services Scheduling. Preventative Maintenance Services 
authorized by a City Manager will only be scheduled during Business Hours at the 
applicable Site subject to a technician’s availability. 

(d) Reporting.  At the completion of each Site visit for Preventative Maintenance Services, 
Supplier will provide City with a report detailing the results of such visit and any 
recommendations for further corrective maintenance if discovered. 

 

5. Parts.  

(a) General. City will be solely responsible for purchasing, or reimbursing Supplier for the 
purchase of, any Parts required to make any corrective maintenance repairs and for any 
transportation costs related to delivery of such Parts to the applicable Site. 

(b) Extended Warranty. Supplier will reasonably coordinate with City and the OEM for 
delivery of any Parts required for a repair; provided that City shall ultimately be 
responsible for making any such warranty claim and for enforcing coverage of any such 
extended warranty plan with the OEM.  

(c) Storage and Inventory. If at any point during the Term City pre-purchases any spare 
Charging Unit Parts and requests that Supplier store such Parts on City’s behalf, then the 
Parties will work together to define and agree upon the terms of such spare Parts 
program which shall include: 

(i) City will pay: (A) for such Parts, (B) their transportation to the storage facility 
designated by Supplier and (C) reasonable storage or warehousing costs for such 
Parts. 

(ii) Supplier will store such Parts for a period agreed upon by the Parties, but in no 
event in excess of the Term, and City will retain title to such Parts and materials 
at all times. 

(iii) City will be responsible for all shipping and transportation costs in the event that 
any such Parts are needed for the repair or corrective maintenance of any of its 
Charging Units at any Site. 

(iv) At the expiration of the Term or upon earlier termination of these O&M Terms, 
Supplier shall, at City’s expense, ship all remaining Parts to a location designated 
by City; provided that if City does not provide a designated location to ship such 
Parts within sixty (60) days of the expiration or termination of these O&M Terms, 
title to all such Parts shall immediately vest in Supplier and Supplier shall have 
no further obligation to City with respect to such Parts. 
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6. Fees and Invoices. Supplier will invoice City for: 

(a) All costs or expenses related to any corrective maintenance (including related to 
Emergencies) or Preventative Maintenance Services described herein at the rates set 
forth Schedule B (Prices for Supply) or as otherwise provided in these O&M Terms; 

(b) the cost of all Parts that are procured by Supplier for resolution of any Operational Issue 
plus a reasonable procurement fee; and 

(c) any other amounts described in these O&M Terms. 

 

7. Additional Disclaimer. SUPPLIER DOES NOT REPRESENT, WARRANT OR COVENANT AND 
SPECIFICALLY DISCLAIMS THAT ANY CHARGING UNITS SUBJECT TO O&M PLAN OPTION A SHALL 
ACHIEVE ANY PERFORMANCE STANDARDS OR UPTIME THRESHOLDS, OR THAT ANY CHARGING 
UNITS WILL BE REPAIRED OR OPERATIONAL WITHIN ANY PERIOD OF TIME. 

 

8. Miscellaneous. 

(a) Term. The term of any O&M Plan shall be as set forth in a Purchase Order relating to the 
Charging Units at a Site; provided that the term of any O&M Plan shall not extend beyond 
five (5) years after the Effective Date (the “Term”).   

(b) No Obligation. Nothing in these O&M Terms shall obligate (i) City to authorize Supplier 
or its Subcontractor to perform any corrective maintenance or Preventative Maintenance 
Services or (ii) Supplier or its Subcontractor to perform any actions with respect to any 
Charging Unit unless it receives written authorization from a City Manager. 

(c) Interpretation. These O&M Terms shall be construed without regard to any presumption 
or rule requiring construction or interpretation against the Party drafting an instrument 
or causing any instrument to be drafted. 

 

 

[Remainder of page intentionally left blank] 
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O&M Plan Option B 

 

1. Definitions.  In addition to the other terms defined herein, the following terms shall have the 
following meanings in this governing article: 

(a) “AC” means alternating current. 

(b) “Business Hour” means any hour between 8:00am and 4:30pm local time in which a Site 
is located during a Business Day. 

(c) “DC” means direct current. 

(d) “DCFC” means a dispenser that converts AC to DC within its own enclosure and does not 
have a separate AC to DC conversion cabinet. 

(e) “Emergency” means any situation in which Charging Unit subject to these O&M Terms 
poses or is reasonably likely to pose a risk to the health or safety of any individual or 
property (including the Charging Unit) within a reasonably vicinity of the Charging Unit. 

(f) “Charging Unit” means an installed and commissioned electric vehicle-charging 
dispenser and/or cabinet, if applicable, which is categorized as either L2, DCFC or an HP 
System.  “Charging Unit” does not include any connections or equipment outside the 
envelope of the applicable dispenser and/or cabinet. 

(g) “Extraordinary Repair” means labor or Parts required to repair or replace a Charging 
Unit resulting from: (i) improper installation or connection by a third party (other than 
Supplier or its Subcontractor), (ii) vandalism, (iii) misuse of or negligence in the use of a 
Charging Unit by City or any end-user of the Charging Unit, (iv) Operational Issues caused 
by the electrical connection, provision of electricity or the utility provider, (v) the 
occurrence of a Force Majeure Event, (vi) to the extent applicable, the occurrence of an 
event described in Section 8(b)(i)-(iii); or (vii) any software or firmware errors or 
malfunctions within a Charging Unit. 

(h) “HP System” means a high-power Charging Unit consisting of one or more dispensers and 
one or more power AC to DC conversion cabinets. 

(i) “L2” means an AC dispenser. 

(j) “OEM” means the manufacturer of a Charging Unit. 

(k) “Operational Issue(s)” means any issue or issues that materially compromise the ability 
to initiate or perform a charging session.    

(l) “O&M Plan” means, for this governing article, Option B. 

(m) “O&M Terms” means, for purposes of this governing article, the O&M Terms applicable 
to Option B. 

(n) “Site” means the premises on which a Charging Unit is located. 

(o) “Standard Labor” means labor required to repair a Charging Unit for which an O&M Plan 
has been purchased as described herein other than relating to an Extraordinary Repair. 

 

2. Corrective Maintenance. 

(a) General. In connection with the purchase of an O&M Plan for a Charging Unit, Supplier 
will responsible for providing or causing to be provided Standard Labor for corrective 
maintenance tasks to repair or restore a Charging Unit to an operational condition within 
the tolerances or limits established by an OEM for in-service operation and in accordance 
with the applicable OEM’s instructions and recommendations.  
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(b) Contact.  Operational Issues can be reported by City or a Charging Unit end-user by either 
calling 1-855-900-7584 or emailing support@greenlots.com. Supplier’s call center is 
available 24 hours per day, 365 days per year. ALL EMERGENCIES MUST BE REPORTED BY 
CALLING THE DESIGNATED REPORTING PHONE NUMBER; FAILURE TO REPORT AN 
EMERGENCY BY CALLING THE PHONE NUMBER ABOVE MAY RESULT IN DELAYS OR INABILITY 
TO RESOLVE SUCH ISSUE. 

(c) Reporting. In order for Supplier or its Subcontractor to respond to a reported Charging 
Unit Operational Issue in a timely and appropriate manner, City or a Charging Unit end-
user shall provide the following information in a medium described in Section 2(b): 

(i) City name; 

(ii) Any tracking number used by City; 

(iii) Name of the person reporting the issue; 

(iv) Name of the person to be contacted at Site (if different from above); 

(v) Telephone number or other contact information for the person to be contacted; 

(vi) Charging Unit location; 

(vii) Charging Unit affected, including the applicable OEM; 

(viii) Detailed description of the issue; and 

(ix) Severity of the issue. 

(d) Response.  Upon receipt of the information provided by City or a Charging Unit end-user 
pursuant to Section 2(c), Supplier will:  

(i) Assign a unique tracking number which must be used on future communications 
regarding the reported support issue.   

(ii) Notify City of ticket creation and the tracking number: 

A. within one (1) hour if the report was made by phone; or 

B. within the same day if the report is submitted to Supplier by email 

(iii) If a report is deemed by Supplier in its reasonable discretion based on the 
information provided to be an Emergency, immediately dispatch a Subcontractor 
with the primary intent of taking action to ensure the Charging Unit deemed a 
hazard is no longer a danger or potential danger to individuals or property, which 
may include disconnection of the power source or disabling the Charging Unit 
until it can be safely and completely repaired. Supplier and its Subcontractors 
will follow all applicable safety protocols related to Emergency reports.   

(iv) Use commercially reasonably efforts to attempt to resolve any Operational Issue 
remotely, if possible. 

(v) If the Operational Issue cannot be resolved remotely, then Supplier will dispatch 
a Subcontractor to attempt to resolve the reported Operational Issue: (A) if any 
required Parts to resolve the Operational Issue are inventoried within a ten (10) 
mile radius of the Site, within four (4) Business Hours of the inability to resolve 
the issue through remote troubleshooting, and the Subcontractor’s technician 
will be onsite within one (1) Business Day of such dispatch initiation; or (B) if the 
required Parts are not inventoried within a ten (10) mile radius of the Site, 
dispatch will be initiated within four (4) Business Hours of confirmation of the 
delivery of the required Parts at the applicable Site, and the Subcontractor’s 
technician will be onsite within one (1) Business Day of such dispatch initiation. 
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(vi) Upon resolution of the Operational Issue and close out of the case, details will 
be shared through the ticketing management tab within the SKYTM Insights Portal. 

(vii) If the response requires resolution of software or firmware errors or malfunctions 
within a Charging Unit, Supplier will coordinate with the OEM in resolution of any 
such issues. 

(e) SKYTM Network Detection.  If Supplier detects an Operational Issue with a Charging Unit 
covered by an O&M Plan via the Supplier SKYTM Network operational center, Supplier will 
initiate a response in accordance with Section 2(d) within one (4) Business Hours of 
detection if Parts are inventoried within a ten (10) mile radius of the Site or not required.  
If Parts are required, Supplier will take the actions described in Section 3 and Section 5, 
as applicable. 

(f) Additional Considerations.   

(i) Supplier makes no representations or warranties that the reported Operational 
Issue will be resolved on the first dispatch.  Additional dispatches may be 
required to completely resolve the Operational Issue.  City acknowledges and 
agrees that the Charging Unit may not be available for use during the pendency 
of any attempt or attempts to resolve the Operational Issue, and Supplier cannot 
assure that any such issue will be resolved within any specific period of time.   

(ii) To the extent that resolution of an Operational Issue requires Parts, resolution 
cannot be completed until the Parts are transported to the applicable Site. If 
any Parts must be procured and ordered from an OEM or other source to resolve 
the Operational Issue, Supplier cannot provide any assurance as to when the 
required Parts will be made available at the applicable Site. 

(iii) If any reported Operational Issue requires an Extraordinary Repair, City 
acknowledges and agrees that any such remedial action that requires an 
Extraordinary Repair is not covered by any O&M Plan.  To the extent an 
Extraordinary Repair is required to resolve any such Operational Issue, Supplier 
will charge City for such Extraordinary Repair at the then-applicable hourly rates 
for labor and the cost to procure any required Parts or Excluded Parts.   

(g) Close-Out of Corrective Maintenance Tickets.  At the completion of each Site visit for 
corrective maintenance on a Charging Unit (other than Preventative Maintenance 
Services and Extraordinary Repairs), Supplier will: (i) perform a diagnostic test charge 
for (A) each L2 Charging Unit at no charge and (B) each DCFC Charging Unit at the price 
described in Schedule B (Prices for Supply); and (ii) provide City with a report detailing 
the results of the corrective maintenance actions performed.   

 

3. OEM Warranties.  

(a) Supplier will reasonably coordinate with City to determine whether the standard 
manufacturer’s or extended warranties purchased by City for the Charging Units, if any, 
covered by these O&M Terms Option B cover, in whole or in part, the labor or Parts 
required to resolve any reported Operational Issue.  To the extent any such warranty 
provides coverage for the reported Operational Issue, City shall make a claim on such 
warranty and the warranty shall be the primary method by which such Operational Issues 
are resolved. Supplier will reasonably coordinate with an OEM regarding coverage for any 
claims and will reasonably assist City in enforcement of any such OEM’s warranty 
obligations. Supplier’s obligation to provide Standard Labor pursuant to Section 2 to 
attempt to resolve such Operational Issue shall only apply after the coverage under the 
OEM warranty is completely exhausted. To the extent that a claim is made by City on 
such warranty, Supplier cannot provide any assurance as to when (i) the OEM or its 
subcontractor will be dispatched to the applicable Site and make any necessary repairs 
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to make the Charging Unit operational within any particular period of time, if at all, or 
(ii) the required Part(s) covered by such warranty will be made available at the Site to 
resolve the Operational Issue. 

(b) In the event the City wishes to purchase an extended OEM parts warranty, such purchase 
needs to be made either at the time Charging Unit is purchased from Supplier or the 
period of time permitted by the applicable OEM provided that period of time is notified 
by Supplier to the City.  

(c) Pricing for OEM extended warranties are set forth on Schedule B (Prices for Supply). 

 

4. Preventative Maintenance.  

(a) Annual Preventative Maintenance. In connection with the purchase of an O&M Plan for 
DCFC and HP System Charging Units, Supplier will conduct one (1) Site visit on an annual 
basis after commissioning to perform Preventative Maintenance Services (defined 
below).  

(b) Preventative Maintenance Services. During each Site visit for the purpose of preventative 
maintenance, Supplier will perform, or will cause to be performed, the following services 
for each Charging Unit at such Site in accordance with the respective OEM instructions 
(collectively for each type of Charging Unit, “Preventative Maintenance Services”): 

(i) For DCFC or HP dispensers: 

A. Visual inspection of exterior and output cable and check logs; 
B. Exterior cleaning; 
C. Visual inspection of output cable(s); 
D. Visual inspection and testing of UI components (UI screen, RFID Access 

control and POS); 
E. General cleaning of unit, inside and out, which may include vacuuming 

of internal components if necessary; 
F. Visual inspection of all major components; 
G. CCS, CHAdeMO: visual check of handle, locking mechanism and cable; 
H. Check inside device for presence of abnormal odor, transitions of inner 

materials, corrosion, anomaly in appearance, etc.; 
I. Verify incoming voltage on all phases; 
J. Torque check of all high current connections and components; 
K. Verify input power and circuit breakers; 
L. Review any faults or issues; 
M. Verify date and time and that all programmable settings are correct; 
N. Low resistance digital Ohm meter to perform contact resistance on 

breakers and termination points;  
O. Electronic summary report; and 
P. Inspect the DCFC or HP dispenser, as applicable, for signs of damage, 

malfunction, or tampering of any nature, including physical or 
electronic. 
 

(ii) For HP Cabinets: 

A. Change/clean cabinet intake/exhaust air filters if applicable; 
B. Check all internal wiring and terminals for loose connections, proper or 

loose fusing; 
C. Check all contactors for loose connections, wear or damage; 
D. Check all ground/bonding wires & earth straps; 
E. Check incoming voltages for nominal operating levels as per manual +/- 

10% check main; 
F. Disconnect switch for proper/safe operation; 
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G. Check all doors and locks that they are secure after work is completed; 
H. Check main distribution panel for overall condition, damages, doors not 

blocked check; 
I. Main distribution cabinet fans for operation, vacuum interior of cabinet 

check main; 
J. Distribution cabinet for water leaks and rodents; 
K. Test main switch, all breakers, contactors for safe and proper operation;  
L. tighten all Connections within the main distribution cabinet; 
M. Verify that all fusing and/or overloads are set properly; 
N. Check secondary transformer for overall condition; 
O. Check all connections on secondary transformer and tighten as needed; 
P. Check all pads and bollards for main distribution and transformers if 

applicable inspect curbing and mounting bolts to ensure unit is secure; 
Q. Check/clean area of any organic materials, snow or debris; 
R. Test ac/dc cassettes (power blocks) – input/output voltages and 

amperage draw check communication wiring;  
S. Thermal scan of cables, lugs, connections as per OEM recommendations; 

and 
T. Inspect the HP Cabinet for signs of damage, malfunction, or tampering 

of any nature, including physical or electronic. 
 

(c) Supplemental Preventative Maintenance.  

(i) In addition to the annual Site visits to perform Preventative Maintenance Services 
for DCFC and HP System Charging Units, City may purchase supplemental 
maintenance services for DCFC and HP System Charging Units pursuant to the 
applicable rates set forth in Schedule B (Prices for Supply) (collectively, 
“Supplemental DCFC and HP System Preventative Maintenance Services”). 
Each Supplemental DCFC and HP System Preventative Maintenance Services Site 
visit will include the applicable services described in Section 4(b). 

(ii) For L2 Charging Units, City may purchase one or more annual Site visits for the 
performance of preventative maintenance pursuant to the applicable rates set 
forth in Schedule B (Prices for Supply) (collectively, “L2 Preventative 
Maintenance Services”, and together with Supplemental DCFC and HP System 
Preventative Maintenance Services, collectively “Supplemental Preventative 
Maintenance Services”). During each Site visit for the performance of L2 
Preventative Maintenance Services purchased by City, Supplier will perform, or 
will cause to be performed, the following services for each L2 Charging Unit at 
such Site in accordance with the respective OEM instructions: 

A. Visual inspection of exterior and output cable and check logs; 
B. Exterior cleaning; 
C. Visual inspection of output cable(s); 
D. Visual inspection and testing of UI components (UI screen, RFID Access 

control and POS); 
E. General cleaning of unit, inside and out, which may include vacuuming 

of internal components if necessary; 
F. Visual inspection of all major components; 
G. J1772 Connector: visual check of handle, locking mechanism and cable; 
H. Check inside device for presence of abnormal odor, transitions of inner 

materials, corrosion, anomaly in appearance, etc.; 
I. Verify incoming voltage on all phases; 
J. Torque check of all high current connections and components; 
K. Verify input power and circuit breakers; 
L. Review any faults or issues;  
M. Verify date and time and that all programmable settings are correct; 
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N. Low resistance digital Ohm meter to perform contact resistance on 
breakers and termination points; 

O. Electronic summary report; and 
P. Inspect the L2 Charging Unit for signs of damage, malfunction, or 

tampering of any nature including physical or electronic. 
 

(d) Preventative Maintenance Services Scheduling. Preventative Maintenance Services and 
Supplemental Preventative Maintenance Services will only be scheduled during Business 
Hours at the applicable Site. 

(e) Cadence. Each Site visit for Preventative Maintenance Services or L2 Preventative 
Maintenance Services will occur between 11 and 13 months from the commissioning date 
of each Charging Unit, and then approximately every 11 to 13 months thereafter for the 
term of such O&M Plan.  If Supplemental DCFC, HP System or L2 Preventative 
Maintenance Services Site visits are purchased by City, Supplier will space them 
equidistantly within the year following commissioning and thereafter for the term of 
such O&M Plan for which Supplemental Preventative Maintenance Services are 
purchased. For purposes of illustration, if City has a DCFC Charging Unit and purchases 
one additional visit for Supplemental DCFC and HP System Preventative Maintenance 
Services, the first Site visit will occur within 5-7 months after the commissioning date of 
such Charging Unit and the second Site visit will occur within 11-13 months after the 
commissioning date of the Charging Unit. 

(f) Reporting.  At the completion of each Site visit for Preventative Maintenance Services 
and Supplemental Preventative Maintenance Services, Supplier will provide City with a 
report detailing the results of such visit and any recommendations for further corrective 
maintenance if discovered. 

(g) Corrective Maintenance. If during any visit to perform Preventative Maintenance Services 
or Supplemental Preventative Maintenance Services a Subcontractor technician deems it 
necessary to perform any corrective maintenance requiring Standard Labor, such 
technician shall perform the required corrective maintenance during such visit or, to the 
extent that Parts or an Extraordinary Repair is required to make any such repair, Supplier 
shall notify City.  

 

5. Parts.  

(a) General. City’s purchase of an O&M Plan does not include the provision of any parts, 
materials or other equipment that may be required for any corrective maintenance 
services described in Section 2 or required to complete any Extraordinary Repairs 
(collectively, “Parts”).  City will be solely responsible for purchasing, or reimbursing 
Supplier for the purchase of, any Parts required to make any corrective maintenance 
repairs and for any transportation costs related to delivery of such Parts to the applicable 
Site. 

(b) Extended Warranty. Supplier will reasonably coordinate with City and the OEM for 
delivery of any Parts required for a repair; provided that City shall ultimately be 
responsible for making any such warranty claim and for enforcing coverage of any such 
extended warranty plan with the OEM.  

(c) Storage and Inventory. If at any point during the Term City pre-purchases any spare 
Charging Unit Parts and requests that Supplier store such Parts on City’s behalf, then the 
parties will work together to define and agree upon the terms of such spare Parts 
program which shall include: 

(i) City will pay: (A) for such Parts, (B) their transportation to the storage facility 
designated by Supplier and (C) reasonable storage or warehousing costs for such 
Parts. 
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(ii) Supplier will store such Parts for a period agreed upon by the parties, but in no 
event in excess of the Term, and City will retain title to such Parts and materials 
at all times. 

(iii) City will be responsible for all shipping and transportation costs in the event that 
any such Parts are needed for the repair or corrective maintenance of any of its 
Charging Units at any Site. 

(iv) At the expiration of the Term or upon earlier termination of these O&M Terms, 
Supplier shall, at City’s expense, ship all remaining Parts to a location designated 
by City; provided that if City does not provide a designated location to ship such 
Parts within sixty (60) days of the expiration or termination of these O&M Terms, 
title to all such Parts shall immediately vest in Supplier and Supplier shall have 
no further obligation to City with respect to such Parts. 

 

6. Hardware Uptime. 

(a) Calculation. Supplier will endeavor to achieve “Average Hardware Uptime” at greater 
than or equal to 95.0% during the Term.  For purposes of these O&M Terms, “Hardware 
Uptime” is a fraction calculated by dividing: (A) the total minutes a Charging Unit for 
which an O&M Plan purchased pursuant to these O&M Terms is reporting as “Available” 
or “Busy” pursuant to Supplier’s SKYTM Insights Portal during any particular Period by (B) 
the total of (1) the minutes during such Period minus (2) the cumulative minutes of 
Exception Time (defined below) during any Period.  For purposes of these O&M Terms, 
“Period” means a period equal to a calendar year; provided that upon commissioning of 
any Charging Unit, the initial Period shall be prorated to include only the time from the 
commission date to the end of the then-applicable calendar year, and the final Period 
shall be prorated to include on the time from January 1 to the termination or expiration 
date of the applicable O&M Plan for such Charging Unit. 

(b) Exceptions. The measurement and calculation of Hardware Uptime is subject to the 
following exceptions (collectively, the “Exceptions”): 

(i) If the Charging Unit is not operational due to any event or occurrence that 
requires an Extraordinary Repair to resolve, including the pendency of any period 
of time to make any Extraordinary Repair and the procurement, ordering and 
transportation of any required Parts or Excluded Parts to complete such 
Extraordinary Repair);  

(ii) If the Charging Unit is reporting as “Unknown” pursuant to Supplier’s SKYTM 
Insights Portal (meaning that Supplier is not receiving cellular or network signals 
from the Charging Unit) for more than 1% of the time over a six (6) month period 
(at which time Supplier will, at City’s sole cost and expense, dispatch a 
technician to the applicable Site to review cellular signal strength and quality, 
and assess station modem functionality);  

(iii) Any downtime caused by City’s actions or omissions described in Section 8(b)(i)-
(iii);  

(iv) Any time from receipt of a reported Operational Issue pursuant to Section 2(c) 
until confirmation of exhaustion of any coverage under an OEM warranty as 
described in Section 3; and 

(v) Any period of time required to procure, order, and transport any required Parts 
to resolve any Operational Issues. 

(c) Reporting. If City reasonably believes that the average Hardware Uptime of all Charging 
Units governed by these O&M Terms (the “Average Hardware Uptime”) is less than 95.0% 
during any calendar year, City must provide Supplier with written notice of such event 
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to stationsupport@greenlots.com by January 15 of the following calendar year (the 
“Uptime Notice”). If City timely delivers to Supplier an Uptime Notice, Supplier shall 
then investigate and calculate the applicable Average Hardware Uptime for the 
preceding calendar year and provide a report to City (the “Uptime Report”) detailing 
the Average Hardware Uptime by the following March 1. 

(d) Remedy.  If the Average Hardware Uptime detailed in the Uptime Report is less than 
95.0% for the preceding calendar year, Supplier shall, within thirty (30) days of delivery 
of the Uptime Report, remit to City a check in an amount equal to: the total prepaid 
annual fees for O&M Plans governed by these O&M Terms during the preceding calendar 
year multiplied by two (2) times the difference of (i) 95.0% minus (ii) the Average 
Hardware Uptime for such calendar year detailed in the Uptime Report (the result of 
such calculation, the “Uptime Credit”); provided that (i) if the Average Hardware 
Uptime detailed in the Uptime Report exceeds 95.0%, then City will not be entitled to 
any Uptime Credit for the preceding calendar year, and (ii) if Supplier terminates these 
O&M Terms pursuant to Section 9(a), City will not be entitled to an Uptime Credit for 
the calendar year in which these O&M Terms were terminated. Payment of any Uptime 
Credit, if applicable and pursuant to the procedure described in this Section 6, shall be 
City’s sole remedy if the Average Hardware Uptime is less than 95.0% during any calendar 
year. 

 

7. Fees and Invoices.  

(a) Commission Invoice.  On the commissioning of a Charging Unit, Supplier will invoice City 
for the applicable annual fees set forth on Schedule B (Prices for Supply) for the O&M 
Plan selected by City in a Purchase Order. 

(b) Renewal Invoices. Supplier will invoice City on each anniversary of a commission date for 
a Charging Station for the annual cost of the applicable O&M Plan for such Charging Unit 
during the applicable term set forth on the Purchase Order and any renewal period 
relating thereto. 

(c) Other Invoices. Supplier will separately invoice City for: 

(i) all fees for any Supplemental Preventative Maintenance Services for a Charging 
Unit pursuant to Schedule B (Prices for Supply); 

(ii) the cost of all Parts that are procured by Supplier for resolution of any 
Operational Issue plus a reasonable procurement fee; 

(iii) any costs or expenses related to an Extraordinary Repair at the then-applicable 
hourly rates for labor and the cost to procure any required Parts plus a 
reasonable procurement fee; and 

(iv) any other amounts described in these O&M Terms. 

 

8. Additional Limitations. Notwithstanding anything to the contrary in these O&M Terms, the 
occurrence of any of the following will result in the City paying reasonable and documented 
incremental costs and expenses incurred by Supplier or its Subcontractors resulting from: 

(a) City’s failure to timely or accurately report any Operational Issues that is not already 
notified to Supplier by the SKYTM Network operational center; 

(b) City performing or causing to be performed any repair or maintenance on a Charging Unit 
other than Supplier or its Subcontractors; or 

(c) City’s failure to provide or causing to be provided timely and reasonable access to any 
Site to perform the applicable services described herein, including any ingress and egress 
thereto. 
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9. Miscellaneous. 

(a) Term. The term of any O&M Plan shall be as set forth in a Purchase Order relating to the 
Charging Units at a Site; provided that the term of any O&M Plan shall not extend beyond 
five (5) years after the Effective Date (the “Term”).   

(b) Initiation of O&M Plans.  If an O&M Plan is not purchased and active upon commissioning 
of a Charging Unit, City cannot elect to have an O&M Plan apply to the Charging Unit(s) 
at the applicable Site until Supplier or its Subcontractor has had an opportunity to inspect 
such Charging Unit(s) at City’s expense based on the rates set forth in Schedule B (Prices 
for Supply).  Supplier may, in its discretion, elect to not cover such Charging Station with 
an O&M Plan based on the results of such inspection. 

(c) No Obligation. Nothing in these O&M Terms shall obligate either Party to enter into any 
Purchase Order relating to the purchase of an O&M Plan or any other agreement with 
respect to a Charging Unit except for the Purchase Orders accepted by Supplier, and 
nothing in these O&M Terms shall obligate Supplier to accept any Purchase Orders for 
any of City’s Charging Unit(s), currently or hereinafter existing. 

(d) Interpretation. These O&M Terms shall be construed without regard to any presumption 
or rule requiring construction or interpretation against the Party drafting an instrument 
or causing any instrument to be drafted. 

 

[Remainder of page intentionally left blank] 
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O&M Plan Option C 

 

1. Definitions.  In addition to the other terms defined herein, the following terms shall have the 
following meanings in this governing article: 

(a) “AC” means alternating current. 

(b) “Business Hour” means any hour between 8:00am and 4:30pm local time in which a Site 
is located during a Business Day. 

(c) “DC” means direct current. 

(d) “DCFC” means a dispenser that converts AC to DC within its own enclosure and does not 
have a separate AC to DC conversion cabinet. 

(e) “Emergency” means any situation in which Charging Unit subject to these O&M Terms 
poses or is reasonably likely to pose a risk to the health or safety of any individual or 
property (including the Charging Unit) within a reasonably vicinity of the Charging Unit. 

(f) “Charging Unit” means an installed and commissioned electric vehicle-charging 
dispenser and/or cabinet, if applicable, which is categorized as either L2, DCFC or an HP 
System.  “Charging Unit” does not include any connections or equipment outside the 
envelope of the applicable dispenser and/or cabinet. 

(g) “Excluded Parts” means any parts, materials or other equipment required to repair or 
replace any components outside the envelope of the applicable dispenser and/or cabinet 
of a Charging Unit, including, but not limited to, cables, electronic screens or other 
consumables. 

(h) “Extraordinary Repair” means labor, Parts and/or Excluded Parts required to repair or 
replace a Charging Unit resulting from: (i) improper installation or connection by a third 
party (other than Supplier or its Subcontractor), (ii) vandalism, (iii) misuse of or 
negligence in the use of a Charging Unit by City or any end-user of the Charging Unit, (iv) 
Operational Issues caused by the electrical connection, provision of electricity or the 
utility provider, (v) the occurrence of a Force Majeure Event, (vi) to the extent 
applicable, the occurrence of an event described in Section 8(b)(i)-(iii); (vii) damage to 
or malfunction of any Excluded Part relating to any Charging Unit; or (viii) any software 
or firmware errors or malfunctions within a Charging Unit. 

(i) “HP System” means a high-power Charging Unit consisting of one or more dispensers and 
one or more power AC to DC conversion cabinets. 

(j) “L2” means an AC dispenser. 

(k) “OEM” means the manufacturer of a Charging Unit. 

(l) “Operational Issue(s)” means any issue or issues that materially compromise the ability 
to initiate or perform a charging session.    

(m) “O&M Plan” means, for this governing article, Option C.“O&M Terms” means, for 
purposes of this governing article, the O&M Terms applicable to Option C. 

(n) “Parts” means any parts, materials or other equipment that may be required to repair 
or replace any Charging Unit; provided that, for the avoidance of doubt, “Parts” does 
not include any Excluded Parts. 

(o) “Site” means the premises on which a Charging Unit is located. 

(p) “Standard Labor” means labor required to repair a Charging Unit for which an O&M Plan 
has been purchased as described herein other than relating to an Extraordinary Repair. 
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2. Corrective Maintenance. 

(a) General. In connection with the purchase of an O&M Plan for a Charging Unit, Supplier 
will responsible for providing or causing to be provided Standard Labor and Parts for 
corrective maintenance tasks to repair or restore a Charging Unit to an operational 
condition within the tolerances or limits established by an OEM for in-service operation 
and in accordance with the applicable OEM’s instructions and recommendations.  

(b) Contact.  Operational Issues can be reported by City or a Charging Unit end-user by either 
calling 1-855-900-7584 or emailing support@greenlots.com. Supplier’s call center is 
available 24 hours per day, 365 days per year. ALL EMERGENCIES MUST BE REPORTED BY 
CALLING THE DESIGNATED REPORTING PHONE NUMBER; FAILURE TO REPORT AN 
EMERGENCY BY CALLING THE PHONE NUMBER ABOVE MAY RESULT IN DELAYS OR INABILITY 
TO RESOLVE SUCH ISSUE. 

(c) Reporting. In order for Supplier or its Subcontractor to respond to a reported Charging 
Unit Operational Issue in a timely and appropriate manner, City or a Charging Unit end-
user shall provide the following information in a medium described in Section 2(b): 

(i) City name; 

(ii) Any tracking number used by City; 

(iii) Name of the person reporting the issue; 

(iv) Name of the person to be contacted at Site (if different from above); 

(v) Telephone number or other contact information for the person to be contacted; 

(vi) Charging Unit location; 

(vii) Charging Unit affected, including the applicable OEM; 

(viii) Detailed description of the issue; and 

(ix) Severity of the issue. 

(d) Response.  Upon receipt of the information provided by City or a Charging Unit end-user 
pursuant to Section 2(c), Supplier will:  

(i) Assign a unique tracking number which must be used on future communications 
regarding the reported support issue.   

(ii) Notify City of ticket creation and the tracking number: 

A. within one (1) hour if the report was made by phone; or 

B. within the same day if the report is submitted to Supplier by email 

(iii) If a report is deemed by Supplier in its reasonable discretion based on the 
information provided to be an Emergency, immediately dispatch a Subcontractor 
with the primary intent of taking action to ensure the Charging Unit deemed a 
hazard is no longer a danger or potential danger to individuals or property, which 
may include disconnection of the power source or disabling the Charging Unit 
until it can be safely and completely repaired. Supplier and its Subcontractors 
will follow all applicable safety protocols related to Emergency reports.   

(iv) Use commercially reasonably efforts to attempt to resolve any Operational Issue 
remotely, if possible. 

(v) If the Operational Issue cannot be resolved remotely, then Supplier will dispatch 
a Subcontractor to attempt to resolve the reported Operational Issue within four 
(4) Business Hours of the inability to resolve the issue through remote 
troubleshooting, and the Subcontractor’s technician will be onsite within one (1) 
Business Day of such dispatch initiation. 
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(vi) Upon resolution of the Operational Issue and close out of the case, details will 
be shared through the ticketing management tab within the SKYTM Insights Portal 
(the “Ticketing Tab”). 

(vii) If the response requires resolution of software or firmware errors or malfunctions 
within a Charging Unit, Supplier will coordinate with the OEM in resolution of any 
such issues. 

(e) SKYTM Network Detection.  If Supplier detects an Operational Issue with a Charging Unit 
covered by an O&M Plan via the Supplier SKYTM Network operational center, Supplier will 
initiate a response in accordance with Section 2(d) within one (4) Business Hours of 
detection if Parts are available or not required.  If Parts are required, a return material 
authorization request will be initiated within one (1) Business Day of detection. 

(f) Additional Considerations.   

(i) Supplier makes no representations or warranties that the reported Operational 
Issue will be resolved on the first dispatch.  Additional dispatches may be 
required to completely resolve the Operational Issue.  City acknowledges and 
agrees that the Charging Unit may not be available for use during the pendency 
of any attempt or attempts to resolve the Operational Issue, and, subject to 
Section 5, Supplier cannot assure that any such issue will be resolved within any 
specific period of time.   

(ii) To the extent that resolution of an Operational Issue requires Parts, resolution 
cannot be completed until the Parts are transported to the applicable Site. If 
any Parts must be procured and ordered from an OEM or other source to resolve 
the Operational Issue, subject to Section 5, Supplier cannot provide any 
assurance as to when the required Parts will be made available at the applicable 
Site. 

(iii) If any reported Operational Issue requires an Extraordinary Repair, City 
acknowledges and agrees that any such remedial action that requires an 
Extraordinary Repair is not covered by any O&M Plan.  To the extent an 
Extraordinary Repair is required to resolve any such Operational Issue, Supplier 
will charge City for such Extraordinary Repair at the then-applicable hourly rates 
for labor and the cost to procure any required Parts or Excluded Parts.   

(g) Close-Out of Corrective Maintenance Tickets.  At the completion of each Site visit for 
corrective maintenance on a Charging Unit (other than Preventative Maintenance 
Services and Extraordinary Repairs), Supplier will: (i) perform a diagnostic test charge 
for (A) each L2 Charging Unit at no charge and (B) each DCFC Charging Unit at the price 
described in Schedule B (Prices for Supply); and (ii) provide City with a report detailing 
the results of the corrective maintenance actions performed.   

 

3. Preventative Maintenance.  

(a) Annual Preventative Maintenance. In connection with the purchase of an O&M Plan for 
DCFC and HP System Charging Units, Supplier will conduct one (1) Site visit on an annual 
basis after commissioning to perform Preventative Maintenance Services (defined 
below).  

(b) Preventative Maintenance Services. During each Site visit for the purpose of preventative 
maintenance, Supplier will perform, or will cause to be performed, the following services 
for each Charging Unit at such Site in accordance with the respective OEM instructions 
(collectively for each type of Charging Unit, “Preventative Maintenance Services”): 
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(i) For DCFC or HP dispensers: 

A. Visual inspection of exterior and output cable and check logs; 
B. Exterior cleaning; 
C. Visual inspection of output cable(s); 
D. Visual inspection and testing of UI components (UI screen, RFID Access 

control and POS); 
E. General cleaning of unit, inside and out, which may include vacuuming 

of internal components if necessary; 
F. Visual inspection of all major components; 
G. CCS, CHAdeMO: visual check of handle, locking mechanism and cable; 
H. Check inside device for presence of abnormal odor, transitions of inner 

materials, corrosion, anomaly in appearance, etc.; 
I. Verify incoming voltage on all phases; 
J. Torque check of all high current connections and components; 
K. Verify input power and circuit breakers; 
L. Review any faults or issues; 
M. Verify date and time and that all programmable settings are correct; 
N. Low resistance digital Ohm meter to perform contact resistance on 

breakers and termination points;  
O. Electronic summary report; and 
P. Inspect the DCFC or HP dispenser, as applicable, for signs of damage, 

malfunction, or tampering of any nature, including physical or 
electronic. 
 

(ii) For HP Cabinets: 

A. Change/clean cabinet intake/exhaust air filters if applicable; 
B. Check all internal wiring and terminals for loose connections, proper or 

loose fusing; 
C. Check all contactors for loose connections, wear or damage; 
D. Check all ground/bonding wires & earth straps; 
E. Check incoming voltages for nominal operating levels as per manual +/- 

10% check main; 
F. Disconnect switch for proper/safe operation; 
G. Check all doors and locks that they are secure after work is completed; 
H. Check main distribution panel for overall condition, damages, doors not 

blocked check; 
I. Main distribution cabinet fans for operation, vacuum interior of cabinet 

check main; 
J. Distribution cabinet for water leaks and rodents; 
K. Test main switch, all breakers, contactors for safe and proper operation;  
L. tighten all Connections within the main distribution cabinet; 
M. Verify that all fusing and/or overloads are set properly; 
N. Check secondary transformer for overall condition; 
O. Check all connections on secondary transformer and tighten as needed; 
P. Check all pads and bollards for main distribution and transformers if 

applicable inspect curbing and mounting bolts to ensure unit is secure; 
Q. Check/clean area of any organic materials, snow or debris; 
R. Test ac/dc cassettes (power blocks) – input/output voltages and 

amperage draw check communication wiring;  
S. Thermal scan of cables, lugs, connections as per OEM recommendations; 

and 
T. Inspect the HP Cabinet for signs of damage, malfunction, or tampering 

of any nature, including physical or electronic. 
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(c) Supplemental Preventative Maintenance.  

(i) In addition to the annual Site visits to perform Preventative Maintenance Services 
for DCFC and HP System Charging Units, City may purchase supplemental 
maintenance services for DCFC and HP System Charging Units pursuant to the 
applicable rates set forth in Schedule B (Prices for Supply) (collectively, 
“Supplemental DCFC and HP System Preventative Maintenance Services”). 
Each Supplemental DCFC and HP System Preventative Maintenance Services Site 
visit will include the applicable services described in Section 3(b). 

(ii) For L2 Charging Units, City may purchase one or more annual Site visits for the 
performance of preventative maintenance pursuant to the applicable rates set 
forth in Schedule B (Prices for Supply) (collectively, “L2 Preventative 
Maintenance Services”, and together with Supplemental DCFC and HP System 
Preventative Maintenance Services, collectively “Supplemental Preventative 
Maintenance Services”). During each Site visit for the performance of L2 
Preventative Maintenance Services purchased by City, Supplier will perform, or 
will cause to be performed, the following services for each L2 Charging Unit at 
such Site in accordance with the respective OEM instructions: 

A. Visual inspection of exterior and output cable and check logs; 

B. Exterior cleaning; 

C. Visual inspection of output cable(s); 

D. Visual inspection and testing of UI components (UI screen, RFID Access 
control and POS); 

E. General cleaning of unit, inside and out, which may include vacuuming 
of internal components if necessary; 

F. Visual inspection of all major components; 

G. J1772 Connector: visual check of handle, locking mechanism and cable; 

H. Check inside device for presence of abnormal odor, transitions of inner 
materials, corrosion, anomaly in appearance, etc.; 

I. Verify incoming voltage on all phases; 

J. Torque check of all high current connections and components; 

K. Verify input power and circuit breakers; 

L. Review any faults or issues;  

M. Verify date and time and that all programmable settings are correct; 

N. Low resistance digital Ohm meter to perform contact resistance on 
breakers and termination points; 

O. Electronic summary report; and 

P. Inspect the L2 Charging Unit for signs of damage, malfunction, or 
tampering of any nature including physical or electronic. 

(d) Preventative Maintenance Services Scheduling. Preventative Maintenance Services and 
Supplemental Preventative Maintenance Services will only be scheduled during Business 
Hours at the applicable Site. 

(e) Cadence. Each Site visit for Preventative Maintenance Services or L2 Preventative 
Maintenance Services will occur between 11 and 13 months from the commissioning date 
of each Charging Unit, and then approximately every 11 to 13 months thereafter for the 
term of such O&M Plan.  If Supplemental DCFC, HP System or L2 Preventative 
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Maintenance Services Site visits are purchased by City, Supplier will space them 
equidistantly within the year following commissioning and thereafter for the term of 
such O&M Plan for which Supplemental Preventative Maintenance Services are 
purchased. For purposes of illustration, if City has a DCFC Charging Unit and purchases 
one additional visit for Supplemental DCFC and HP System Preventative Maintenance 
Services, the first Site visit will occur within 5-7 months after the commissioning date of 
such Charging Unit and the second Site visit will occur within 11-13 months after the 
commissioning date of the Charging Unit. 

(f) Reporting.  At the completion of each Site visit for Preventative Maintenance Services 
and Supplemental Preventative Maintenance Services, Supplier will provide City with a 
report detailing the results of such visit and any recommendations for further corrective 
maintenance if discovered. 

(g) Corrective Maintenance. If during any visit to perform Preventative Maintenance Services 
or Supplemental Preventative Maintenance Services a Subcontractor technician deems it 
necessary to perform any corrective maintenance requiring Standard Labor or Parts, such 
technician shall perform the required corrective maintenance during such visit or, to the 
extent that an Extraordinary Repair is required to make any such repair, Supplier shall 
notify City.  

 

4. Parts. Supplier will provide, in whole or in part, all parts required to resolve any reported 
Operational Issue not requiring an Extraordinary Repair. If any Charging Unit requires an 
Extraordinary Repair, City will be solely responsible for purchasing, or reimbursing Supplier for 
the purchase of, any Parts or Excluded Parts required to complete any Extraordinary Repair and 
for any transportation costs related to delivery of such Parts or Excluded Parts to the applicable 
Site. If City chooses to utilize a local inventory for Excluded Parts, Supplier will procure, supply 
and deliver such Excluded Parts as mutually agreed in writing. 

 

5. Repair and Replacement Standard. 

(a) Standard. Supplier will endeavor during the Term to ensure that any Operational Issues 
with any L2 Charging Unit for which an O&M Plan purchased pursuant to these O&M Terms 
will be repaired or such L2 Charging Unit will be replaced within fourteen (14) days of 
the open date of a ticket in the Ticketing Tab for such L2 Charging Unit (the “L2 Repair 
Standard”). Supplier will endeavor during the Term to ensure that any Operational Issues 
with any DCFC Charging Unit for which an O&M Plan purchased pursuant to these O&M 
Terms will be repaired or such DCFC Charging Unit will be replaced within twenty-one 
(21) days of the open date of a ticket in the Ticketing Tab for such DCFC Charging Unit 
(the “DCFC Repair Standard”, and together with the L2 Repair Standard, collectively 
the “Repair Standards” and each a “Repair Standard”). The Repair Standards will not 
apply to any operational or other issues for a Charging Unit that require Extraordinary 
Repair to resolve. 

(b) Reporting. If City reasonably believes that Supplier failed to meet the Repair Standards 
as to one or more Charging Units during any calendar year, City must provide Supplier 
with written notice of such event to stationsupport@greenlots.com by January 15 of the 
following calendar year (the “Repair Standard Notice”). The Repair Standard Notice 
shall identify: (i) the Charging Unit(s) for which City reasonably believes Supplier failed 
to meet the applicable Repair Standard, (ii) the type of Charging Unit (i.e., L2 or DCFC), 
(iii) the number of days by which the L2 Repair Standard was missed for L2 Charging Units 
(measured as the difference of the number of full days elapsed between the close date 
and the open date of the applicable tickets created in the Ticketing Tab for such L2 
Charging Unit minus 14) (the result of such calculation referred to as the “L2 Repair 
Delay Days”), (iv) the number of days by which the DCFC Repair Standard was missed for 
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DCFC Charging Units (measured as the difference of the number of full days elapsed 
between the close date and the open date of the applicable tickets created in the 
Ticketing Tab for such DCFC Charging Unit minus 21) (the result of such calculation 
referred to as the “DCFC Repair Delay Days”), and (v) the aggregate number of L2 Repair 
Delay Days and DCFC Repair Delay Days during the calendar year.  If City timely delivers 
to Supplier a Repair Standard Notice with all of the information in the foregoing 
sentence, Supplier shall then investigate the alleged failure(s) to comply with the Repair 
Standard for the preceding calendar year and provide a report to City (the “Repair 
Standard Report”) detailing the failure(s), if any, to maintain the applicable Repair 
Standard as to any Charging Station based on information reported in the Ticketing Tab 
by the following March 1. 

(c) Remedy.  If the Repair Standard Report indicates that Supplier failed to meet the L2 
Repair Standard for one or more L2 Charging Unit(s), the aggregate total L2 Repair Delay 
Days shall be multiplied by $50 (the result of such calculation, the “L2 Damages”).  If 
the Repair Standard Report indicates that Supplier failed to meet the DCFC Repair 
Standard for one or more DCFC Charging Unit(s), the aggregate total DCFC Repair Delay 
Days shall be multiplied by $100 (the result of such calculation, the “DCFC Damages”).  
The L2 Damages will then be added to the DCFC Damages (the result of such calculation, 
the “Repair Delay Damages”), and Supplier shall, within thirty (30) days of delivery of 
the Repair Standard Report, remit to City a check in an amount equal to the Repair Delay 
Damages detailed in the Repair Standard Report for such calendar year; provided that if 
Supplier terminates these O&M Terms pursuant to Section 9(a), City will not be entitled 
to any Repair Delay Damages for the calendar year in which these O&M Terms were 
terminated. Payment of any Repair Delay Damages, if applicable and pursuant to the 
procedure described in this Section 5, shall be City’s sole remedy if Supplier fails to 
maintain the Repair Standard as to any Charging Unit for which an O&M Plan purchased 
pursuant to these O&M Terms during any calendar year (except to the extent that any 
such failure(s) also impact the Average Hardware Uptime (defined below) as described 
in Section 6).  The Parties intend that the Repair Delay Damages described in this Section 
5(c) shall be imposed as liquidated damages, and not as a penalty. The Repair Delay 
Damages are intended to estimate, as of the date of these O&M Terms, the damages 
which the Parties anticipate would result from the failure of Supplier to maintain the 
Repair Standard as to the Charging Stations for which an O&M Plan purchased pursuant 
to these O&M Terms. The Parties acknowledge and agree that the Repair Delay Damages 
are reasonable estimates, as of the date of these O&M Terms, of the value of those and 
other anticipated damages to City resulting from the failure of Supplier to maintain the 
Repair Standard, and both Parties wish to avoid the time and expense of dispute 
resolution to ascertain such damages. 

 

6. Hardware Uptime. 

(a) Calculation. Supplier will endeavor to achieve “Average Hardware Uptime” at greater 
than or equal to 95.0% during the Term.  For purposes of these O&M Terms, “Hardware 
Uptime” is a fraction calculated by dividing: (A) the total minutes a Charging Unit for 
which an O&M Plan purchased pursuant to these O&M Terms is reporting as “Available” 
or “Busy” pursuant to Supplier’s SKYTM Insights Portal during any particular Period by (B) 
the total of (1) the minutes during such Period minus (2) the cumulative minutes of 
Exception Time (defined below) during any Period.  For purposes of these O&M Terms, 
“Period” means a period equal to a calendar year; provided that upon commissioning of 
any Charging Unit, the initial Period shall be prorated to include only the time from the 
commission date to the end of the then-applicable calendar year, and the final Period 
shall be prorated to include on the time from January 1 to the termination or expiration 
date of the applicable O&M Plan for such Charging Unit. 
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(b) Exceptions. The measurement and calculation of Hardware Uptime is subject to the 
following exceptions (collectively, the “Exceptions”): 

(i) If the Charging Unit is not operational due to any event or occurrence that 
requires an Extraordinary Repair to resolve, including the pendency of any period 
of time to make any Extraordinary Repair and the procurement, ordering and 
transportation of any required Parts or Excluded Parts to complete such 
Extraordinary Repair);  

(ii)  If the Charging Unit is reporting as “Unknown” pursuant to Supplier’s SKYTM 
Insights Portal (meaning that Supplier is not receiving cellular or network signals 
from the Charging Unit) for more than 1% of the time over a six (6) month period 
(at which time Supplier will, at City’s sole cost and expense, dispatch a 
technician to the applicable Site to review cellular signal strength and quality, 
and assess station modem functionality); and 

(iii) Any downtime caused by City’s actions or omissions described in Section 8(b)(i)-
(iii). 

(c) Reporting. If City reasonably believes that the average Hardware Uptime of all Charging 
Units governed by these O&M Terms (the “Average Hardware Uptime”) is less than 95.0% 
during any calendar year, City must provide Supplier with written notice of such event 
to stationsupport@greenlots.com by January 15 of the following calendar year (the 
“Uptime Notice”). If City timely delivers to Supplier an Uptime Notice, Supplier shall 
then investigate and calculate the applicable Average Hardware Uptime for the 
preceding calendar year and provide a report to City (the “Uptime Report”) detailing 
the Average Hardware Uptime by the following March 1. 

(d) Remedy.  If the Average Hardware Uptime detailed in the Uptime Report is less than 
95.0% for the preceding calendar year, Supplier shall, within thirty (30) days of delivery 
of the Uptime Report, remit to City a check in an amount equal to: the total prepaid 
annual fees for O&M Plans governed by these O&M Terms during the preceding calendar 
year multiplied by two (2) times the difference of (i) 95.0% minus (ii) the Average 
Hardware Uptime for such calendar year detailed in the Uptime Report (the result of 
such calculation, the “Uptime Credit”); provided that (i) if the Average Hardware 
Uptime detailed in the Uptime Report exceeds 95.0%, then City will not be entitled to 
any Uptime Credit for the preceding calendar year, and (ii) if Supplier terminates these 
O&M Terms pursuant to Section 9(a), City will not be entitled to an Uptime Credit for 
the calendar year in which these O&M Terms were terminated. Payment of any Uptime 
Credit, if applicable and pursuant to the procedure described in this Section 6, shall be 
City’s sole remedy if the Average Hardware Uptime is less than 95.0% during any calendar 
year. 

 

7. Fees and Invoices.  

(a) Commission Invoice.  On the commissioning of a Charging Unit, Supplier will invoice City 
for the applicable annual fees set forth on Schedule B (Prices for Supply) for the O&M 
Plan selected by City in a Purchase Order. 

(b) Renewal Invoices. Supplier will invoice City on each anniversary of a commission date for 
a Charging Station for the annual cost of the applicable O&M Plan for such Charging Unit 
during the applicable term set forth on the Purchase Order and any renewal period 
relating thereto. 

(c) Other Invoices. Supplier will separately invoice City for: 

(i) all fees for any Supplemental Preventative Maintenance Services for a Charging 
Unit pursuant to Schedule B (Prices for Supply); 
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(ii) any costs or expenses related to an Extraordinary Repair at the then-applicable 
hourly rates for labor and the cost to procure any required Parts or Excluded 
Parts plus a reasonable procurement fee; and 

(iii) any other amounts described in these O&M Terms. 

 

8. Additional Limitations. Notwithstanding anything to the contrary in these O&M Terms, the 
occurrence of any of the following will result in the City paying reasonable and documented 
incremental costs and expenses incurred by Supplier or its Subcontractors resulting from: 

(a) City’s failure to timely or accurately report any Operational Issues that are not already 
reported to Supplier by the SKYTM Network operational center; 

(b) City performing or causing to be performed any repairs or maintenance on a Charging 
Unit other than Supplier or its Subcontractors; or 

(c) City’s failure to provide or causing to be provided timely and reasonable access to any 
Site that is not already accessible by the public to perform the applicable services 
described herein, including any ingress and egress thereto. 

 

9. Miscellaneous. 

(a) Term. The term of any O&M Plan shall be as set forth in a Purchase Order relating to the 
Charging Units at a Site; provided that the term of any O&M Plan shall not extend beyond 
five (5) years after the Effective Date (the “Term”).   

(b) Initiation of O&M Plans.  If an O&M Plan is not purchased and active upon commissioning 
of a Charging Unit, City cannot elect to have an O&M Plan apply to the Charging Unit(s) 
at the applicable Site until Supplier or its Subcontractor has had an opportunity to inspect 
such Charging Unit(s) at City’s expense based on the rates set forth in Schedule B (Prices 
for Supply).  Supplier may, in its discretion, elect to not cover such Charging Station with 
an O&M Plan based on the results of such inspection. 

(c) No Obligation. Nothing in these O&M Terms shall obligate either Party to enter into any 
Purchase Order relating to the purchase of an O&M Plan or any other agreement with 
respect to a Charging Unit except for the Purchase Orders accepted by Supplier, and 
nothing in these O&M Terms shall obligate Supplier to accept any Purchase Orders for 
any of City’s Charging Unit(s), currently or hereinafter existing. 

(d) Interpretation. These O&M Terms shall be construed without regard to any presumption 
or rule requiring construction or interpretation against the Party drafting an instrument 
or causing any instrument to be drafted. 

 

[End of Schedule H] 
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SCHEDULE I - 
TERMS AND CONDITIONS RELATING TO ROAMING AND INTEROPERABILITY 

 

EV roaming is a type of inter-network communication that provides a seamless charging experience for 
EV drivers. Roaming allows drivers to easily access charging stations across multiple EV charging 
networks. 

Greenlots has signed partner roaming agreements with Sema Connect, Chargepoint, EVgo, EVConnect, 
and FLO | AddEnergie to allow for interoperability between Greenlots and these partner networks.  
Greenlots is in the process of completing our interoperability integration and testing; Roaming 
functionality will be available to all Greenlots drivers starting in Q2, 2021.   

Greenlots does not require a membership to access the Greenlots’ network. EV drivers simply need to 
create a free account and can begin charging, using the Greenlots mobile app to initiate and pay for 
their charging session. Once interoperability is in place, EV drivers can use their respective home 
network's app (from our partners cited above) to charge and pay for chargers on the Greenlots network.  
Also, drivers will be able to use the Greenlots app to charge and pay on all partner networks.   

The benefit to the EV driver is a more streamlined experience, meaning that they can use a singular 
charging account from Greenlots or our roaming partners, and are able to access charging stations across 
multiple charging networks, providing a seamless charging experience and the freedom and flexibility to 
charge where they want. 

The City and Supplier agree, in accordance with the terms of Schedule D – Compliance with PCI Data 
Security Standards, that no Card-Present Transaction will be enabled or allowed to occur at any EV charge 
station delivered by Supplier unless requested by the City in writing.  As a condition-precedent of any 
Card-Present Transactions at any EV charge station delivered by Supplier, the City must first be satisfied 
that Supplier can continue to meet its obligations under this Agreement in respect of privacy, data 
security and PCI Data Security Standards.  
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SCHEDULE J - 
CITY POLICIES 

 

1. The Supplier agrees to comply with the City policies described in section 9 of Part A of the RFP. 

(a) The City’s Procurement Policy, Ethical Purchasing Policy and related Supplier Code of 
Conduct found at http://vancouver.ca/doing-business/selling-to-and-buying-from-the-
city.aspx align the City’s approach to procurement with its corporate social, 
environmental and economic sustainability values and goals.  They evidence the City’s 
commitment to maximize benefits to the environment and the community through 
product and service selection, and to ensure safe and healthy workplaces, where human 
and civil rights are respected.  Each Proponent is expected to adhere to the supplier 
performance standards set forth in the Supplier Code of Conduct.  The Ethical Purchasing 
Policy shall be referred to in the evaluation of Proposals, to the extent applicable. 

(b) The City’s Alcohol, Controlled Drugs and Medications Policy applies to all contractors 
doing work on behalf of the City and can be found at 
https://policy.vancouver.ca/ADMIN011.pdf . The policy is intended to set expectations 
regarding the use of alcohol, medication and controlled drugs that may render an 
employee unfit for work, impair performance or cause risk of harm to health and safety. 
The successful Proponent will be required to ensure compliance with the policy by its 
employees when doing work for the City. 

City of Vancouver - FOI 2026-240 - Page 239 of 332



SCHEDULE K  RFP PS20180339 - SUPPLY AGREEMENT 
 

{01629937v4} Page 115 

SCHEDULE K - 
KEY PROJECT PERSONNEL 

 

1. JT Steenkamp, Canada Regional Lead - Project Delivery in Ops - Infrastructure Services  

2. John Murnin, Director, Enterprise Sales – West  
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SCHEDULE L – APPENDIX 1 
INSURANCE REQUIREMENTS 

 

1. Throughout the term of the Agreement and at Supplier’s sole expense, the Supplier shall obtain 
and maintain the following insurance coverage: 

(a) Commercial General Liability Insurance.  

The Supplier shall obtain and maintain in force during the term of this Agreement, at its 
own cost, commercial general liability insurance with coverage of not less than Five 
Million Dollars ($5,000,000) per occurrence and at least Five Million Dollars ($5,000,000) 
of annual aggregate or other such amounts the City may approve from time to time, 
protecting the Supplier and Supplier’s personnel against all claims for bodily injury 
including death, personal injury, advertising liability, completed operations, product 
liability, or property damage or loss arising out of the operations of the Supplier or the 
actions of the Supplier or Supplier’s personnel. The policy must:  

(i) name the City and the City’s officials, employees and agents as additional 
insureds;  

(ii) include a cross-liability or severability of interest clause or endorsement in 
favour of the City;  

(iii) include blanket contractual liability coverage; and 
(iv) Include non-owned auto liability coverage 

 
(b) Professional Liability Insurance.   

The Supplier shall obtain and maintain in force during the term of this Agreement, at its 
own cost, professional (errors and omissions) liability insurance policy with limits of not 
less than Two Million Dollars ($2,000,000) per claim and not less than Five Million Dollars 
($5,000,000) in aggregate protecting the Supplier against all claims for loss or damage 
arising out of any error or omission of the Supplier or the Supplier’s personnel in the 
performance of the Supply. If this coverage is provided on a claims-made basis, the 
coverage shall be maintained for a period of two years post completion of all Supply. 
Should the Supplier not carry or is unable to reasonably obtain professional liability 
insurance, the Supplier shall ensure their subcontractors carry and maintain the required 
minimum  limits and coverage outlined in this section and continue to comply to Section 
4 of this Schedule.  

(c) Technology Errors and Omissions Insurance.  

The Supplier shall obtain and maintain during the term of this Agreement, at its own 
cost, technology error & omissions and cyber liability insurance with policy limits of not 
less than Ten Million Dollars ($10,000,000) per claim and an aggregate of not less than 
Ten Million Dollars ($10,000,000), and a deductible of not more than Five Hundred 
Thousand Dollars ($500,000), protecting the Supplier and Supplier’s personnel against 
claims such as, data security and privacy liability, PCI-DSS breach, network interruption, 
event management, cyber extortion and media content. If this coverage is provided on 
a claims-made basis, the coverage shall be maintained for a period of two years post 
completion of all Supply. 

(d) Automobile Liability Insurance.  

The Supplier shall obtain and maintain during the entire term of this Agreement, at its 
own cost, automobile liability insurance on all licensed vehicle owned or leased to the 
Supplier with a limit of not less than Five Million Dollars ($5,000,000) per occurrence or 
other such amount as the City may approve from time to time protecting against damages 
arising from bodily injury including death, and from claims for property damage arising 
from the operations of the Supplier or the Supplier’s personnel. 
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(e) Property Insurance. 

All-risk property insurance on property, equipment, and stock to its full replacement 
value that is owned by the Supplier, in the Supplier’s possession, or for which the Supplier 
is legally liable, or provided by or on behalf of the Supplier during the course of Supply 
including, without limitation, storage, transit, installation, testing and commissioning in 
an amount not less than Two Hundred Thousand Dollars ($200,000) per occurrence. This 
insurance must include a clause that waives the insurer’s right of subrogation against the 
City and the City’s officials, employees and agents.  

(f) Workers’ Compensation & Employers Liability.  

Worker’s compensation insurance with statutory limits as applicable, and employer’s 
liability insurance not less than One Million Dollars ($1,000,000) per accident for bodily 
injury by accident and One Million Dollars ($1,000,000) per employee for bodily injury by 
disease. This shall cover all Supplier employees who are engaged in any work performed 
under this Agreement.  

 

2. Required Policy Terms.  All required insurance policies will remain in full force and effect at all 
times until completion of the Supply or earlier cancellation of this Agreement, and for a period 
of not less than two years thereafter, and must: 

(a) be obtained from and issued by insurers authorized to carry on business within British 
Columbia, on terms satisfactory to the City, acting reasonably; 

(b) be primary insurance in respect to liability arising out of the operation of Supplier, and 
any insurance or self-insurance maintained by the City will be in excess of this insurance 
and will not contribute to such policies; and 

(c) contain a provision that such insurance coverage will not be cancelled or endorsed to 
reduce the limits of liability without the insurer or their authorized representative giving 
the City at least 30 days’ written notice by registered mail. Should the policy be endorsed 
to restrict coverage midterm, written notice of such restriction will be sent by registered 
mail to the City no later than the effective date change; the exception is cancellation 
for non-payment of premium in which case the applicable statutory conditions will apply. 

3. Insurance Certificate. Prior to signing this Agreement, Supplier shall have provided, or shall 
provide, the City with evidence of all required insurance to be taken out in the form of one or 
more certificate(s) of insurance in form and substance satisfactory to the City. The certificate(s) 
of Insurance will identify the Agreement title, Agreement number, policy holder, description of 
work, insurer name, insurer policy number, insurer policy period and insurer limits. Proof of 
insurance, in the form of such certificate(s) of insurance, will be made available to the City at 
any time during the performance of the Services immediately upon request. 

4. Subcontractor Insurance.  The Supplier shall ensure that any subcontractors also maintain the 
same insurance as the Supplier, having regard to the obligations under this Agreement which 
they are contracted to fulfil. In addition, all subcontractors performing physical work at a site 
shall also be required to maintain an all-risk equipment insurance for property owned or rented 
by a subcontractor or its personnel against all risks of loss or damage with coverage sufficient to 
allow for immediate replacement. This insurance must include a clause that waives the insurer’s 
right of subrogation against the City and the City’s officials, employees and agents. 

5. Insurance Requirements Additional To Any Other Requirements.  Supplier will, and will cause 
its subcontractors to, provide, at its own cost, any additional insurance which is required by law 
to provide or other lines of insurance coverages, endorsements, or increased limits of insurance 
as reasonably deemed necessary by the City and that a reasonable and prudent supplier of similar 
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goods and services would require to protect their operations or performance of services similar 
to the Supply. 

6. Insurance Requirements Independent of Additional Obligations. Neither the providing of 
insurance by Supplier in accordance with this Agreement, nor the insolvency, bankruptcy or the 
failure of any insurance company to pay any claim accruing, will be held to relieve Supplier from 
any other provisions of this Agreement with respect to liability of Supplier or otherwise under 
the Agreement. 
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SCHEDULE L – APPENDIX 2 
COPY OF VALID CERTIFICATE PROVIDED BY SUPPLIER ON DATE OF AGREEMENT  

Six (6) pages 
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Client#:5 15d)(l) ZECOSYSTE1
DATE (MMfDD/YYYY)

06/22/2021ACORD CERTIFICATE OF LIABILITY INSURANCE
THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.
IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer any rights to the certificate holder in lieu of such endorsement(s).

NAME*CT Kick Saunders
“o .  Ext): 858 875 6592 | {$, No): 858-452-7530
ADDRESS: r ick .saunders@marshmma.com

INSURER(S) AFFORDING COVERAGE NAIC#
INSURER A : Travelers Property Casualty Insurance C 36161
INSURER B : Travelers Property Casualty Co of Amer 25674

INSURER C : Sentinel Insurance Company Ltd 11000

INSURER D : Atlantic Specialty Insurance Company 27154

INSURER E : Underwriters at Lloyd's London 555555

INSURER F: Evanston Insurance Company 35378

PRODUCER

Marsh & McLennan Agency LLC
Marsh & McLennan Ins. Agency LLC
PO Box 85638
San Diego, CA 92186
INSURED

Zeco Systems (Canada), Inc.
DBA Greenlots
767 S Alameda St, Suite 200
Los Angeles, CA 90021

COVERAGES
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POUCIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POUCIES LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

ADDLISUBR
INSR

CERTIFICATE NUMBER: REVISION NUMBER:

INSR
LTR

A

POLICY EPF
(MMfDD/YYYY)

07/16/2020

POLICY EXP
(MM/DD/YYYY)

07/16/2021
______TYPE OF INSURANCE

COMMERCIAL GENERAL LIABILITY
__________POLICY NUMBER
s.15(1)(l)

WVD

X
LIMITS

EACH OCCURRENCE s1,000,000
POfliJ? S°enCE!) $300,000
MED EXP (Any one person) $10,000
PERSONAL & ADV INJURY $1,000,000
GENERAL AGGREGATE $2,000,000
PRODUCTS - COMP/OP AGG $2,000,000

s
COMBINED SINGLE LIMIT
(Ea accident) s1.000.000
BODILY INJURY (Per personI s
BODILY INJURY (Per accident! s
PROPERTY DAMAGE
(Per accident)

:
EACH OCCURRENCE $$10,000,000
AGGREGATE $$10,000,000

s
Y I PER I |OTH-
A | STATUTE I IER

EL  EACH ACCIDENT $1,000,000
EL  DISEASE - EA EMPLOYEE $1,000,000
EL  DISEASE - POLICY LIMIT $1,000,000
$1,000,000
$2,000,000
3,000,000

OCCURCLAIMS-MADE

GEN'L AGGREGATE LIMIT APPLIES PER:
PRO-
JECTPOLICY LOC

OTHER:
5.15(1)(l)S AUTOMOBILE LIABILITY 07/16/2020 07/16/2021

X ANY AUTO
OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS
NON-OWNED
AUTOS ONLYX X

s 15(1)(DB UMBRELLA LIABX X 07/16/2020 07/16/2021OCCUR
EXCESS LIAB CLAIMS-MADE

PED I X | RETENTION $0
WORKERS COMPENSATION
AND EMPLOYERS' LIABILITY
ANY PROPRIETOR/PARTNHt/EXECUTIVE
OFFICER/MEMBER EXCLUDED?
(Mandatory in NH)
If yes, describe under
DESCRIPTIION OF OPERATIONS below

Installat Float
Errors & Omission
Excess E&O

YIN
w]

s 15(1)0)C 06/22/2021 06/22/2022

s 15(1)(l)D
E
E

12/14/2020
07/16/2020
07/16/2020

07/16/2021
07/16/2021
07/16/2021

DESCRIPTION OF OPERATIONS I LOCATIONS I VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)
Excess Errors & Omissions/Cyber Coverage Evanston Insurance Company 05/07/2021-07/16/2021 Policy
fis 15(1 ) (I) $5,000,000 Occurrence/ $5,000,000 Aggregate

The City of Vancouver and the City's official, employees and agents are additional insured per attached
General Liability policy form.

CERTIFICATE HOLDER CANCELLATION

City of Vancouver
453 West 12th Avenue
Vancouver, BC V5Y1V4

I

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

'S.15 (1 ) ,  S 22 (1 )

© 1988-2015 ACORD CORPORATION. All rights reserved.
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INSURED: Zeco Systems (Canada), Inc.

POLICY#: 15O(li POLICY PERIOD: 07/16/2020 TO: 07/16/2021

COMMERCIAL GENERAL LIABILITY

THIS ENDORSEMENT CHANGES THE POLICY. PLEASE READ IT CAREFULLY.

XTEND ENDORSEMENT FOR TECHNOLOGY
This endorsement  mod i f i es  insurance p rov ided  under the f o l l ow ing :

COMMERCIAL GENERAL LIABILITY COVERAGE PART

GENERAL DESCRIPTION OF COVERAGE - This endorsement  broadens coverage. However ,  coverage
for any in jury ,  damage or medica l  expenses descr ibed in any of the p rov i s ions  of this
endorsement may be excluded or l im i t ed  by another endorsement to this Coverage Part, and
these coverage broadening p rov i s ions  do not apply to the extent that coverage is excluded
or l im i t ed  by such an endorsement.  The f o l l ow ing  l i s t i ng  is a general coverage descr ip t ion
only. Read all the p rov is ions  of this endorsement and the rest of your po l i cy  care fu l l y  to
determine r ights ,  dut ies,  and what is and is not covered.

A. Non-Owned Watercra f t  - 75 Feet Long Or
Less

B. Who Is An Insured - Unnamed
Subsidiar ies

C. Who Is An Insured - Employees -
Superv isory  Pos i t ions

D. Who Is An Insured - Newly Acqui red Or
Formed L im i t ed  L iab i l i t y  Companies

E. Who Is An Insured - L iab i l i t y  For
Conduct Of Unnamed Partnerships Or
Joint Ventures

F. Blanket Add i t iona l  Insured - Persons Or
Organizat ions For Your Ongoing
Operat ions As Required By Wr i t t en
Contract  Or Agreement

G. Blanket Add i t iona l  Insured - Broad Form
Vendors

PROVISIONS
A. NON-OWNED WATERCRAFT - 75 FEET

LONG OR LESS
1. The f o l l ow ing  replaces Paragraph (2)

of Exc lus ion g., Aircraft ,  Auto Or
Watercraft ,  in Paragraph 2. of
SECTION I - COVERAGES - COVERAGE
A - BODILY INJURY AND PROPERTY
DAMAGE LIABILITY:
(2) A wate rc ra f t  you do not own

that is:

(a) 75 feet long or less; and

(b) Not being used to carry any
person or p roper ty  for a
charge;

2. The f o l l ow ing  replaces Paragraph
2.e. of SECTION II - WHO IS AN
INSURED:
e. Any person or organizat ion that,

wi th your express or imp l i ed

H. Blanket Add i t iona l  Insured - Cont ro l l ing
Interest

I. Blanket Add i t i ona l  Insured - Mor tgagees,
Assignees,  Successors Or Receivers

J. Blanket Addi t ional  Insured - Governmental
Ent i t ies  - Permi ts  Or Author izat ions
Relat ing To Premises

K. Blanket Addi t ional  Insured - Governmental
Ent i t ies  - Permi ts  Or Author izat ions
Relat ing To Operat ions

L. Medica l  Payments  - Increased L imi t

M. Blanket Waiver Of Subrogat ion

N. Contractual  L iab i l i t y  - Rai l roads

O. Damage To Premises Rented To You

consent ,  either uses or is
respons ib le  for the use of a
wa te rc ra f t  that you do not own that
is:

(1) 75 feet long or less; and

(2) Not being used to carry any
person or p roper t y  for a charge.

B. WHO IS AN INSURED - UNNAMED
SUBSIDIARIES
The f o l l ow ing  is added to SECTION II -
WHO IS AN INSURED:
Any of your subsidiar ies,  other than a
partnership or joint venture, that is not
shown as a Named Insured in the
Declarat ions is a Named Insured if:

a. You are the sole owner of, or main ta in
an ownersh ip  interest  of more than
50% in, such subsid iary on the f i rst
day of the po l i cy  per iod;  and

CG D4 17 02 19 © 2017 The Travelers Indemnity Company. All rights reserved. Page 1 of 5
Includes copyrighted material of Insurance Services Off ice. Inc. with its permission.
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COMMERCIAL GENERAL LIABILITY

the po l i cy  per iod ,  whichever is
ear l ier ,  if you do not report  such
organizat ion in w r i t i ng  to us
w i th in  180 days after you
acquire or form it; or

(2) Unti l  the end of the po l i cy
per iod ,  when that date is later
than 180 days after you acquire
or form such organizat ion,  if
you report  such organizat ion in
w r i t i ng  to us w i th in  180 days
after you acquire or form it;

b. Coverage A does not apply to
"bod i l y  i n j u r y "  or "p roper ty
damage"  that occurred be fo re  you
acquired or f o rmed  the organ-
izat ion;  and

C. Coverage B does not apply to
"persona l  and adver t is ing i n j u r y "
ar is ing out of an o f f ense  commi t t ed
before  you acquired or f o rmed  the
organizat ion.

For the purposes of Paragraph 1. of
Sec t ion  II - Who Is An Insured, each
such organizat ion wi l l  be deemed to be
designated in the Declarat ions as:

a. A l im i t ed  l i ab i l i t y  company;

b. An organizat ion,  other than a
partnership, joint venture or l im i t ed
l i ab i l i t y  company;  or

C. A trust ;

as ind icated in its name or the
documents  that govern its structure.

E. WHO IS AN INSURED - LIABILITY FOR
CONDUCT OF UNNAMED PARTNERSHIPS OR
JOINT VENTURES
The f o l l ow ing  replaces the last paragraph
of SECTION II - WHO IS AN INSURED:
No person or organizat ion is an insured
with respect  to the conduct  of any current
or past partnership or joint venture that is
not shown as a Named Insured in the
Declarat ions.  This paragraph does not
apply to any such partnership or joint
venture that o therw ise  qua l i f ies  as an
insured under Sec t ion  II - Who Is An
Insured.

F. BLANKET ADDITIONAL INSURED - PERSONS
OR ORGANIZATIONS FOR YOUR ONGOING
OPERATIONS AS REQUIRED BY WRITTEN
CONTRACT OR AGREEMENT
The f o l l ow ing  is added to SECTION II -
WHO IS AN INSURED:
Any person or organizat ion that is not
o therw ise  an insured under this Coverage
Part and that you have agreed in a w r i t t en

b. Such subsid iary is not an insured
under s imi la r  other insurance.

No such subsid iary is an insured for
"bod i l y  i n j u r y "  or "p roper ty  damage"
that occurred, or "persona) and
adver t is ing i n j u r y "  caused by an
o f f ense  commi t t ed :

a. Before you mainta ined an ownersh ip
interest  of more than 50% in such
subsid iary;  or

b. Af te r  the date, if any, during the
po l i cy  per iod that you no longer
main ta in  an ownership in terest  of
more than 50% in such subsidiary.

For purposes of Paragraph 1. of
Sec t ion  II - Who Is An Insured, each
such subs id iary  wi l l  be deemed to be
designated in the Declarat ions as:

a. A l im i t ed  l i ab i l i t y  company;

b. An organizat ion other than a
partnership, joint venture or l im i t ed
l i ab i l i t y  company;  or

C. A t rust ;
as ind icated in its name or the
documents  that govern its structure.

C. WHO IS AN INSURED - EMPLOYEES -
SUPERVISORY POSITIONS
The f o l l ow ing  is added to Paragraph
2.a.(1) of SECTION II - WHO IS AN
INSURED:
Paragraphs (1)(a), (b) and (c) above do
not apply to " bod i l y  i n j u r y "  to a co-
"emp loyee "  while in the course of the
co - "emp loyee ' s "  emp loymen t  by you
ar is ing out of work by any of your
"emp loyees "  who hold a superv isory
pos i t i on .

D. WHO IS AN INSURED - NEWLY ACQUIRED
OR FORMED LIMITED LIABILITY COMPANIES
The f o l l ow ing  replaces Paragraph 3. of
SECTION II - WHO IS AN INSURED:
3. Any organizat ion you newly  acquire

or fo rm,  other than a partnership or
joint venture, and of which you are
the sole owner or in which you
mainta in  an ownersh ip  in terest  of
more than 50%, wi l l  qua l i f y  as a
Named Insured if there is no other
s imi lar  insurance avai lable to that
organizat ion.  However :

a. Coverage under this p rov i s i on  is
a f f o rded  only:

(1) Unti l  the 180th day after
you acquire or form the
organizat ion or the end of

Page 2 of 5 © 2017 The Travelers Indemnity Company. All rights reserved. CG D4 17 02 19
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COMMERCIAL GENERAL LIABILITY

contract or agreement to include as an
additional insured on this Coverage Part
is an insured, but only with respect to
l iab i l i ty  for "bod i l y  in jury"  or "proper ty
damage" that:
a. Occurs subsequent to the signing of

that contract or agreement; and
b. Is caused, in whole or in part, by

your acts or omissions in the
performance of your ongoing
operations to which that contract or
agreement applies or the acts or
omissions of any person or
organization performing such
operations on your behalf.

The l imi ts of insurance provided to
such insured wil l  be the minimum
l imi ts that you agreed to provide In the
wr i t ten contract or agreement, or the
l imi ts  shown in the Declarations,
whichever are less.

G. BLANKET ADDITIONAL INSURED - BROAD
FORM VENDORS

manufacturer, and then repackaged in
the original container;

(4) Any failure to make such
inspections, adjustments, tests or
servicing as vendors agree to
per form or normal ly undertake to
per form in the regular course of
business, in connection with the
distr ibut ion or sale of "your
products";

(5) Demonstration, installation, servicing
or repair operations, except such
operations performed at such
vendor's premises in connection
with the sale of "your products";  or

(6) "Your products"  that, after
distr ibut ion or sale by you, have
been labeled or relabeled or used
as a container, part or ingredient of
any other thing or substance by or
on behalf of such vendor.

Coverage under this prov is ion does not
apply to:

a. Any person or organization from whom
you have acquired "your products",  or
any ingredient, part or container
entering into, accompanying or
containing such products; or

b. Any vendor for which coverage as an
additional insured speci f ical ly  is
scheduled by endorsement.

H. BLANKET ADDITIONAL INSURED - CONTROLLING
INTEREST
1. The fo l low ing  is added to SECTION II -

WHO IS AN INSURED:
Any person or organization that has
financial control  of you is an insured
with respect to l iab i l i ty  for "bod i l y
in jury" ,  "property damage" or "personal
and advertising in jury"  that arises out
of:
a. Such financial control ;  or
b. Such person's or organization's

ownership, maintenance or use of
premises leased to or occupied by
you.

The insurance provided to such person
or organization does not apply to
structural alterations, new construct ion
or demol i t ion operations performed by
or on behalf of such person or
organization.

2. The fo l low ing  is added to Paragraph 4.
of SECTION II - WHO IS AN INSURED:
This paragraph does not apply to any
premises owner, manager or lessor that
has financial control  of you.

The fo l l ow ing  is added to SECTION II -
WHO IS AN INSURED:
Any person or organization that is a
vendor and that you have agreed in a
wr i t ten contract or agreement to
include as an additional insured on this
Coverage Part is an insured, but only
with respect to l iabi l i ty  for "bod i l y
in jury"  or "property damage" that:
a. Occurs subsequent to the signing of

that contract or agreement; and
h. Arises out of "your products"  that

are distr ibuted or sold in the regular
course of such vendor's business.

The insurance provided to such vendor
is subject to the fo l l ow ing  provisions:
a. The l imi ts of insurance provided to

such vendor wil l  be the minimum
l imi ts  that you agreed to provide in
the wr i t ten contract or agreement,
or the l imi ts  shown in the
Declarations, whichever are less.

b. The insurance provided to such
vendor does not apply to:
(1) Any express warranty not

authorized by you or any
distr ibut ion or sale for a
purpose not authorized by you;

(2) Any change in "your products"
made by such vendor;

(3) Repackaging, unless unpacked
solely for the purpose of
inspection, demonstration, testing,
or the substi tut ion of parts
under instructions from the

CG D4 17 02 19 © 2017 The Travelers Indemnity Company. All rights reserved. Page 3 of 5
Includes copyrighted material of Insurance Services Offiio ofWenconVEritf(pi3?a26i>d0 - Page 248 of 332



COMMERCIAL GENERAL LIABILITY

I. BLANKET ADDITIONAL INSURED
MORTGAGEES, ASSIGNEES, SUCCESSORS OR
RECEIVERS

J. BLANKET ADDITIONAL INSURED - GOVERNMENTAL
ENTITIES - PERMITS OR AUTHORIZATIONS
RELATING TO PREMISES
The f o l l ow ing  is added to SECTION II -
WHO IS AN INSURED:
Any governmenta l  en t i ty  that has issued a
permi t  or author izat ion with respect  to
premises owned or occup ied by, or rented
or loaned to, you and that you are
required by any ordinance, law, bu i ld ing
code or w r i t t en  contract  or agreement to
include as an addi t ional  insured on this
Coverage Part is an insured, but only wi th
respect  to l i ab i l i t y  for " bod i l y  i n j u ry " ,
"p roper ty  damage"  or "persona l  and
adver t is ing i n j u r y "  ar is ing out of the
existence, ownersh ip ,  use, maintenance,
repair ,  const ruc t ion,  e rec t ion  or remova l  of
any of the f o l l ow ing  for which that
governmenta l  ent i ty  has issued such
permi t  or author izat ion:  adver t is ing signs,
awnings,  canopies,  cellar entrances, coal
holes,  d r i veways ,  manholes,  marquees,
hoist  away openings,  s idewalk  vaul ts ,
e levators ,  street banners or decorat ions.

K. BLANKET ADDITIONAL INSURED
GOVERNMENTAL ENTITIES - PERMITS OR
AUTHORIZATIONS RELATING TO OPERATIONS
The f o l l ow ing  is added to SECTION II -
WHO IS AN INSURED:

The f o l l ow ing  is added to SECTION II -
WHO IS AN INSURED:
Any person or organizat ion that is a
mor tgagee,  assignee, successor or
receiver  and that you have agreed in a
wr i t ten  cont rac t  or agreement to
include as an addi t ional  insured on this
Coverage Part is an insured, but only
with respect to its l i ab i l i t y  as
mor tgagee,  assignee, successor or
receiver  for " bod i l y  i n j u r y " ,  " p rope r t y
damage"  or "persona l  and adver t is ing
in j u r y "  that:

a. Is " bod i l y  i n j u r y "  or " p rope r t y
damage"  that occurs,  or is
"persona l  and adver t is ing i n j u r y "
caused by an o f f ense  that is
commi t t ed ,  subsequent to the
s ign ing of that cont rac t  or
agreement; and

b. Arises out of the ownership,
maintenance or use of the premises
for which that mor tgagee,  assignee,
successor or receiver  is required
under that cont rac t  or agreement to
be inc luded as an addi t ional  insured
on this Coverage Part.

The insurance p rov ided  to such
mortgagee,  assignee, successor or
receiver  is subject to the f o l l ow ing
prov is ions :

a. The l im i t s  of insurance p rov ided  to
such mor tgagee,  assignee, successor
or receiver  wi l l  be the m in imum
l im i t s  that you agreed to p rov ide  in
the w r i t t en  cont rac t  or agreement,
or the l im i t s  shown in the
Declarat ions,  whichever  are less.

b. The insurance p rov ided  to such
person or organizat ion does not
apply to:

(1) Any "bod i l y  i n j u r y "  or " p rope r t y
damage"  that occurs,  or any
"persona l  and adver t is ing i n j u r y "
caused by an o f f ense  that is
commi t t ed ,  after such contract
or agreement is no longer in
e f f ec t ;  or

(2) Any "bod i l y  i n j u r y " ,  " p rope r t y
damage"  or "persona l  and
adver t is ing i n j u r y "  ar is ing out of
any st ructural  a l terat ions,  new
cons t ruc t ion  or demo l i t i on
operat ions pe r f o rmed  by or on
behalf  of such mortgagee,
assignee, successor or receiver .

Any governmenta l  en t i ty  that has issued a
permi t  or author izat ion with respect  to
operat ions pe r f o rmed  by you or on your
behalf and that you are required by any
ordinance, law, bu i ld ing code or w r i t t en
cont rac t  or agreement to include as an
addi t ional  insured on this Coverage Part is
an insured, but only wi th respect  to
l i ab i l i t y  for " bod i l y  i n j u r y " ,  "p rope r t y
damage"  or "persona l  and adver t is ing
in j u r y "  ar is ing out of such operat ions.

The insurance p rov ided  to such
governmenta l  en t i ty  does not apply to:

a. Any "bod i l y  i n j u ry " ,  " p rope r t y  damage"
or "persona l  and adver t is ing i n j u r y "
ar is ing out of operat ions pe r f o rmed  for
the governmenta l  en t i t y ;  or

b. Any "bod i l y  i n j u r y "  or " p rope r t y
damage"  included in the "p roduc t s -
comp le ted  operat ions hazard".

L MEDICAL PAYMENTS - INCREASED LIMIT
The f o l l ow ing  replaces Paragraph 7. of
SECTION III - L IMITS OF INSURANCE:
7. Subject to Paragraph 5. above, the

Medica l  Expense Limit  is the most we
wi l l  pay under Coverage C for all
medica l  expenses because of " bod i l y
i n j u r y "  sustained by any one person.
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COMMERCIAL GENERAL LIABILITY

N. CONTRACTUAL LIABILITY - RAILROADSand wi l l  be the higher of:

a $10,000; or

b. The amount shown in the
Declarat ions of this Coverage
Part for Med ica l  Expense L imi t .

M. BLANKET WAIVER OF SUBROGATION
The f o l l ow ing  is added to Paragraph 8.,
Transfer  Of Rights Of Recovery Against
Others To Us, of SECTION IV -
COMMERCIAL GENERAL LIABILITY CONDITIONS:
If the insured has agreed in a contract
or agreement to waive that insured's
right of recove ry  against any person or
organizat ion,  we waive our right of
recove ry  against such person or
organizat ion,  but only for payments  we
make because of:

a. "Bod i l y  i n j u r y "  or " p rope r t y
damage"  that occurs;  or

b. "Personal  and adver t is ing i n j u r y "
caused by an o f fense  that is
commi t t ed ;

subsequent to the execut ion of the
cont rac t  or agreement.

1. The f o l l ow ing  replaces Paragraph c. of
the de f i n i t i on  of " insured  con t rac t "  in
the DEFINITIONS Sect ion:

C. Any easement or l icense agreement;

2. Paragraph f.(1) of the de f i n i t i on  of
" insured con t rac t "  in the DEFINITIONS
Sect ion  is deleted.

0. DAMAGE TO PREMISES RENTED TO YOU
The f o l l ow ing  replaces the de f i n i t i on  of
"p remises  damage"  in the DEFINITIONS
Sect ion:

"Premises  damage"  means "p rope r t y
damage"  to:

a. Any premises whi le rented to you or
temporar i l y  occupied by you with
permiss ion  of the owner;  or

b. The contents  of any p remises  while
such premises is rented to you, if you
rent such premises for a per iod of
seven or fewer consecut ive  days.

CG D4 17 02 19 © 2017 The Travelers Indemnity Company. All rights reserved. Pag e 5 of 5
Includes copyrighted material of Insurance Services Of®itieofTviBnoouVeritf©te20fl8s340.- Page 250 of 332



SCHEDULE M RFP PS20180339 - SUPPLY AGREEMENT 

{01629937v4} Page 120 

SCHEDULE M - 
RFP 

Request for Proposal RFP PS20180339 – Expanding and Renewing City of Vancouver’s Existing Public 
Electric Vehicle Charging Network issued by the City of Vancouver on December 10, 2018, with a 
closing date of February 26th, 2018 is hereby incorporated as attachment.  
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SCHEDULE N  RFP PS20180339 - SUPPLY AGREEMENT 
 

{01629937v4} Page 121 

SCHEDULE N - 
PROPOSAL 

 

Proposal for RFP RFP PS20180339 – Expanding and Renewing City of Vancouver’s Existing Public Electric 
Vehicle Charging Network submitted by Zeco Systems (Canada) dated February 26th, 2018 is hereby 
incorporated by reference. 
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From : "Julien Gagnon" <jgagnon@foreseeson.com>
To: ’’Bethell, Jason" <jason.bethell@vancouver.ca>

Date: 4/24/2025 4:27:22 PM
Subject: Zerova DCFC Update

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Hi Jason:

After visiting all the public sites with Zerova DCFC stations, I asked Elden to give
me a summary report.
Here is the situation:

GEORGE WAINBORN PARK 1 DCFC is dead. No power.
You asked to replace the station with a new

DCFC from Shell.
We have provided a guote for this swap.

1 DCFC is operational, except that the SIM slot is
not working.

When we insert the SIM card, an LED light
normally comes on, but it doesn't come on.

TRILLIUM PARK 1 DCFC is working and has been added to ChargeLab network
1 DCFC comes up with an error message.
You asked for taking over the repair of this station from Shell.
We provided a quote for the parts and repair.

SOUTH FRASER 1 DCFC is working and has been added to ChargeLab network
1 DCFC is dead. No power.

EMPIRE FIELD DCFC is working (Elden witnessed someone charging their EV)
Broken retractable cable. Suggested to use CMK from another dead station.
Will be connected to ChargeLab network on Friday, Apr. 25

Julien Gagnon
FORESEESON EVSE TECHNOLOGY INC.
(778) 383-1797
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From: stationsupport@greenlots.com
To: "Bethell, Jason" <jason.bethell@vancouver.ca>

CC: w.alghabri@shell.com
a.warton@shell.com
daniel.schulenberg@shell.com

Date: 4/3/2025 2:18:45 PM
Subject:  443102 - George Wainborn Park: damaged cable.

Attachments: 8KmmpM9fUz3KmWbwpqyl (1).jpeg
OUabeHzeQjVDS52KriPI (1 J.jpeg

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicicus

Hello Jason,

Reaching out regarding 443102 - George Wainborn Park. A driver was stuck at the
station. We were able to dispatch under comprehensive care to assist the driver
and get them unstuck from the unit. Our technician found the issue was with the
cable head, it is damaged and got stuck to the EV. It will need to be replaced.
Cables are not covered under the maintenance agreement and due to the timeline
of the offboarding of these units we would not have time to acquire the parts and
provide a quote for them.

With this in mind, we recommend that you reach out to the OEM Zerova support
email service.us@zerovatech.com.to open a case, acquire the parts list needed, and
get a quote from them for replacement. Attached are images of the station and
cable for reference.

Best Regards,
Christopher Marshall | Shell Recharge Solutions
Technical Operations Engineer

https://shellrecharge.com/en-us/solutions/privacy-policy-terms [shellrecharqe.com]

ref:!00D1N019kZN.!500Up0ltkcY:ref
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From: "Paul Marques \(ChargeLab\)" <support@charqelab.co>
To: ’’Bethell, Jason" <jason.bethell@vancouver.ca>

"Elden Yee" <eldeny@foreseeson.com>
Date: 9/1/2025 11:47:03 AM

Subject: Cable cut on PEV-1728

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Hi there,

I've had a report from a driver that the charger PEV-1728 at George Wainborn Park -451
Beach Crescent has has had the cable cut.

I don’t have details or a photo as I didn't speak directly to the driver.

This is just to alert you to what the driver has reported.

Thanks,
Paul
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From: ”311 COV" S 15(1)(l) @vancouver.ca>
To: "Electric Vehicle Inquiries" <electric vehicles@vancouver.ca>

Date: 10/14/2020 12:05:21 PM
Subject: Charging station Issue (George Wainborn Park)

Hi.

The citizen wanted to report the issue anonymously and did not have any further
information. She noted across the road from 455 Beach Crescent there are two EV
charging stations. One of the stations does not have its lights on and it does not
state "available" thus it is not working. This is the only information she had and
wanted it forwarded to the appropriate office via 311.

Regards,

Sumit

City of Vancouver

3-1-1 Contact Centre

Please do not reply to this email message.
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From: "Atwal, Sam" <Sam.Atwal@vancouver.ca>
To: "Julien Gagnon" <igagnon@foreseeson.com>

CC: "Bethell, Jason" <iason.bethell@vancouver.ca>
Date: 4/28/2025 12:57:40 PM

Subject: GOV PO 4500643383
Attachments: 4500643383 - Foreseeson EVSE Technology Inc. - Quote#

EQ12409.pdf

Hello,

I have attached a purchase order for your review. Please confirm pricing.

Thanks,
Sam Atwal | Buyer I
604-871-6018

Please follow the invoice requirements in link below to get paid faster. Ensure the quote you sent
me matches the invoice you send to AP including Freight and other Misc charges or payment will
be delayed.

http://vancouver.ca/doing-business/delivering-to-and-invoicing-the-city.aspx

CITY OF
VANCOUVER

I acknowledge that I live and work on the territories of the xwm90kway'am (Musqueam), Skwx_wu7mesh
(Squamish). and selilwetal (Tsleil-Waututh) nations.
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CITY OF FINANCIAL SERVICES GROUP
Supply Chain ManagementVANCOUVER

Purchase Order Confirmation

TO ALL VENDORS: To expedite the purchase order process and to ensure prompt
payment, acknowledgement of the purchase order details is mandatory.

Please email your confirmation within 24 hrs to: sam.atwal@Vancouver.ca .

If confirmation is not received, no further changes to the purchase order will be
accepted.

Before confirming the order please:
Verify and check pricing is accurate
Check material descriptions, part numbers and quantities for accuracy
Supply pricing or estimates for any costs not included in the current purchase
order

If there are any discrepancies, please contact the buyer within 24 hours to request
adjustments.

Before shipping the order please:
Ensure the purchase order number is shown on packing or shipping documents that
are included with the shipment
Advise the buyer if freight is not included (Non—Canadian Vendors: Please advise
the buyer if freight and duty is not prepaid)
For shipments from the U.S., please use our custom broker, Livingston
International account #306008/020

Delivering to and Invoicing the City:
https://Vancouver.ca/doing-business/delivering-to-and-invoicing-the-city.aspx
Submit one invoice per email in PDF format to the ’Remit To' email address
Include the Purchase Order number (if applicable), and
Include Contact Information (name and email address) of the City staff and
department that will be approving the invoice

Acknowledgement: PO: 4500643383

Name and Title:

Signature:

Date:
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CITY OF
VANCOUVER

Foreseeson EVSE Technology Inc.
101 - 4460 Jacombs Road
Richmond BC V6V 2C5

CITY OF VANCOUVER
Purchase Order
PO number/date
4500643383 / Apr 28, 2025
Issuing employee/Telephone
Sam Atwal / 604-871-6018
Our fax number Created by
604-873-7054 ATWALSA
Our email address
sam.atwal@vancouver.caSalesperson / Telephone / Fax

/I 604 2330247/1 604 2330248

Please deliver to:
Attention: JASON BETHELL
City of Vancouver
701 National Avenue
Vancouver, B.C. BC V6A 4L3

Please bill to:
City of Vancouver
Accounts Payable
PO Box 7757
Vancouver, BC, V6B 0L5
Tel/Fax : 604-673-8355, 604-673-8356
Remit to: APInvoice@vancouver.ca
Inquiry : APCentral@vancouver.ca

Delivery date Apr 23, 2025

Payment terms : Net 30 days Currency CAD

PURCHASE ORDER CREATED IN ACCORDANCE WITH: PR21048857 / SC#1000264747 - REPLACEMENT
OF DCFC - GEORGE WAINBORN

CITY CONTACT: JASON BETHELL, 604-871-6095

SUPPLY CHAIN CONTACT: SAM ATWAL, BUYER, 604-871-6018

In order to avoid having invoices rejected and returned, be sure to quote the
following information on each invoice:
A. The purchase order number
B. City invoice processor: JASON BETHELL, 604-871-6095
C. Remit invoice in PDF format to: APInvoice@vancouver.ca
D. Submit one email per invoice
For payment status, please submit inquiry to: APCentral@Vancouver.ca

Delivery Date
Ext. price Tx

Item Material # Description
Order qty. U/M Unit price

00010 Replacement of DCFC - George WainbornApr 23, 2025
1.000 Each 5,885.00 5,885.00 IB

5,885.00Total net item value excluding tax
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_____________________________________________________________________________________

Item Material # Description Delivery Date
       Order qty. U/M         Unit price             Ext. price  Tx

_____________________________________________________________________________________

HST            0.00
Parking Tax            0.00
GST          294.25
PST          411.95
Total Including tax         6,591.20

Tax code legend: IB - GST&PST Applied
                 IG - GST Applied
                 IM - GST Applied, PST Self-Assessed
                 IN - Non-Taxable
                 SB - GST&PST Applicable Self-Assessed
                 SG - GST Applicable Self-Assessed
____________________________________________________________________________________

PURCHASE ORDER TERMS AND CONDITIONS

PRECEDENCE OF DOCUMENTS:

If there is a written contract for the sale and purchase of the goods or services referred to on the first page of this purchase order (the "Supply"), which written contract has been entered

into prior to the issuance of this purchase order and is existing between the person or company to which this purchase order is addressed (the "Vendor") and the City of Vancouver (the

"City") as of the time of the issuance of this purchase order, then this purchase order shall not be construed as an amendment to, or as a waiver of any term of, or as a contract

supplementary to, such pre-existing contract (the "Contract"). Rather, in such event, the Contract shall govern the Supply, and, notwithstanding any other statement herein, the terms and

conditions herein shall have no effect, except as may be expressly referred to in the Contract, and save that this purchase order may be used for the City's accounts payable and

supplier-management purposes and that the City requests that the Vendor include the number of this purchase order on all invoices and other documents relating to the Supply and that

the Vendor direct invoices for the Supply to the address set forth above under "Please bill to." If there is no Contract (as defined above), a contract will be formed on the terms and

conditions stated in this purchase order upon the Vendor's execution of this purchase order or the commencement of performance of the Supply, in the manner and to the extent stated

under "Offer and Acceptance" below.

REQUIRED DOCUMENTATION:

Failure to meet these requirements may result in the goods and/or invoices being returned at the Vendor's cost.

a. The purchase order number must be shown on all related invoices, shipping papers, transportation bills, packages, packing lists and correspondence.

b. A separate invoice must be rendered for each shipment or delivery and mailed or delivered with the goods to the Department/Division/Branch shown on the front of the purchase order.

All invoices must bear a unique reference (invoice) number.

c. A packing list must be included with each shipment applied against this purchase order.

d. Where applicable, serial numbers are to be shown on the invoice including serial numbers of trade-in equipment.

e. The Vendor shall provide appropriate labels and material safety data sheets for WHMIS regulated products. No product containing asbestos shall be supplied at any time without

written authorization.

OFFER AND ACCEPTANCE:

The Vendor, by the execution of this purchase order or by the commencement of performance enters into a binding agreement of purchase and sale with the City for the supply of the

goods and services as listed on the face of this purchase order subject to these terms and conditions.

The City's placement of this purchase order with the Vendor is expressly conditioned upon the Vendor's acceptance of all the terms and conditions contained on, attached to, or expressly

incorporated by reference in this purchase order.

Any terms and conditions proposed by the Vendor that are inconsistent with or in addition to the terms and conditions of this purchase order are void and of no effect, whether provided in

an invoice, confirmation of purchase or other instrument.

PAYMENT:

Payment by the City shall be made after final acceptance by the City of the goods and services, notwithstanding any previous passing of title to the goods.

Foreseeson EVSE Technology Inc.
Richmond BC  V6V 2C5

PO number/date

4500643383 / Apr 28, 2025
Page
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PRICES/TERMS OF SHIPMENT:

Unless otherwise noted on the face of the purchase order:

a. prices and shipping terms are DDP (Incoterms 2000); and

b. prices include all packing, handling, cartage, taxes, duties and are otherwise all-inclusive.

DELIVERY:

Time is of the essence. The Vendor must advise immediately of any shortage or delay of any kind. If delivery of goods and services is not completed by the delivery date, the City

reserves the right to terminate this purchase order in whole or in part and to purchase substitute goods and services elsewhere and charge the Vendor with any incidental or consequential

damages that might be incurred.

WARRANTY:

Without limitation to any additional warranties provided by the Vendor, whether indicated on the face of the purchase order or otherwise provided, the Vendor warrants that: (a) all goods

shall be of merchantable quality and free from defects in workmanship and materials; (b) all goods shall strictly conform to applicable samples, specifications and drawings; (c) all goods

and services shall be fit for the purpose intended by the City; (d) all goods shall be free and clear of all liens, charges and encumbrances; (e) the goods and services shall comply with the

standards set forth by applicable federal, provincial, municipal and industry regulatory agencies; (f) the shipping and handling of any hazardous material will be made in accordance with

all applicable laws and regulations; and (g) the goods and services shall comply with all applicable environmental protection laws and regulations.

Unless a longer warranty period is specified on the face of the purchase order or is otherwise provided, the foregoing warranty shall be valid for one year from the date of acceptance of

the goods and services by the City. If at any time prior to the expiration of any applicable warranty period, any weakness, deficiency, failure, breakdown or deterioration in workmanship or

material should appear or be discovered in the goods and services furnished by the Vendor, or if the goods and services do not conform to the terms and conditions of this purchase

order, the City may at its option (a) require the Vendor to promptly replace, redesign or correct the defective and non-conforming goods and services at no expense to the City, or (b) the

City may replace or correct the defective goods and services and charge the Vendor with all expenses incurred by the City. The Vendor agrees to indemnify and save harmless the City,

its members, officers, employees, assigns, agents, clients and the public from any liability, loss, cost and expense arising either directly or indirectly, from breach of any warranty given by

the Vendor hereunder.

INSPECTION:

All goods and services are subject to inspection and approval by the City upon delivery. The City reserves the right to refuse acceptance of goods and services which are not in

accordance with City's specifications or not in compliance with the Vendor's warranties (expressed or implied). Goods not accepted will be returned to the Vendor at the Vendor's

expense. The City will not be deemed to have accepted goods and services by virtue of a partial or full payment for them and in no event unless and until the City gives the Vendor

written confirmation of acceptance following the City's receipt, inspection and approval of the goods and services.

PASSAGE OF TITLE/RISK:

Despite any other term of this purchase order, risk of loss or damage to the goods and services will remain with the Vendor until the receipt, inspection and written approval of the goods

and services by the City.

INSURANCE:

The Vendor shall purchase and maintain insurance appropriate for a prudent supplier of the goods and services. The Vendor shall provide proof of such insurance, if so requested by the

City.

INDEMNITY:

The Vendor agrees to indemnify and save harmless the City, its members, officers, employees, assigns, agents and clients from any liability, loss, cost and expense arising directly or

indirectly from claims, proceedings and investigations ("Losses") advanced by or on behalf of third parties to the extent such Losses are caused or contributed to by any breach of this

agreement by the Vendor or negligence or willful misconduct by the Vendor or other party for whom the Vendor is responsible.

WAIVER AND LIMITATIONS OF LIABILITY:

The Vendor hereby waives and disclaims any right of action or claim against the City (other than for payment of the purchase price set forth on the face of this purchase order) for any

liability, loss, cost and expense arising directly or indirectly from its supply of the goods and services listed on the face of this purchase order.

If, regardless of the foregoing, the City becomes liable on any basis to the Vendor its liability shall not in the aggregate exceed the purchase price set forth on the face of this purchase

order.

WORKSAFEBC:

Foreseeson EVSE Technology Inc.
Richmond BC  V6V 2C5

PO number/date

4500643383 / Apr 28, 2025
Page
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The Vendor shall maintain registration with WorkSafeBC and adhere to all WorkSafeBC practices relevant to the goods and/or services to be delivered by the Vendor under the terms of

this purchase order.

CITY SUPPLIED PROPERTY:

Title to any items which have been supplied to the Vendor by the City, or paid for by the City, in advance of delivery by the Vendor of the goods and services ordered on the face of the

purchase order, shall at all time be vested in the City. The risk of loss for such items shall remain with the Vendor until delivery to the City of such items, in the same conditions as

originally received by the Vendor. The Vendor hereby agrees to be responsible for any and all loss or damage to the City's property while such property is in its possession or control.

Technical information, specifications, drawings, designs, building and floor plans and other documentation relating to the business or activities of the City disclosed by the City to the

Vendor pursuant to this purchase order shall be held in strict confidence by the Vendor and shall remain the exclusive property of the City and may not be copied or reproduced without

the express written consent of the City.

INTELLECTUAL PROPERTY:

The Vendor shall defend, indemnify and hold harmless the City, its members, officers, employees, agents, clients, and the public from any expense, cost, loss, claim, damage, judgment

or liability for infringement or alleged infringement of third party intellectual property rights including any patent, copyright, industrial design, trademark or trade secret with respect to the

goods and services and their process of manufacture. The Vendor shall at its own expense defend or assist in the defence of, at the City's option, any action in which such infringement

is alleged.

COMPLIANCE WITH LAWS:

In accepting this purchase order, the Vendor represents that it has complied and will continue during the performance of this purchase order to comply with the provisions of all applicable

third party contracts, and all applicable laws. The laws of British Columbia govern this agreement, the courts of British Columbia have exclusive jurisdiction over any disputes under it, and

all provisions of the International Sale of Goods Act (BC) are specially excluded.

NO PROMOTION OF RELATIONSHIP:

The Vendor must not disclose or promote its relationship with the City, including by means of any verbal declarations or announcements and by means of any sales, marketing or other

literature, letters, client lists, press releases, brochures or other written materials without the express prior written consent of the City.

ASSIGNMENT:

This purchase order shall not be assigned or subcontracted by the Vendor without the prior written consent of the City.

CHANGES/MODIFICATIONS/TERMINATION:

The City reserves the right at any time, to cancel or terminate this purchase order in whole or in part by written or verbal notice confirmed in writing or to make changes in any one or more

of the following: quantity, specifications, methods of shipment or packing, and place or timing of delivery. If any such change causes a change in the cost of or the time required for

performance of this purchase order, an equitable adjustment shall be made in the price or delivery schedule, or both. No agreement or understanding to modify this purchase order shall

be binding on the City unless in writing and signed by the City's authorized agent.

Foreseeson EVSE Technology Inc.
Richmond BC  V6V 2C5

PO number/date

4500643383 / Apr 28, 2025
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FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-03-17 EQ12409

CHARGEPOINT «

PREMIER
PARTNER

■ Zerova DS-120 Replacement at George Wainborn Park

Customer

Company City of Vancouver

City Vancouver

Contact Jason Bethell

Email jason.bethell@vancouver.ca

Quote

SalesRep Julien Gagnon

Expiry 2025-04-16

Requested
Delivery Date

2025-04-17

Item Name / Description Unit Price Qty Amount Tax

INSTALL Remove DS120 DC Fast Charger and replace with
new DS120 Station. Work to be done by Power Pros
Electrical.
Scope of work
• Uninstall existing DS120 DCFC.
• Pick up new DS120 DCFC from Foreseeson
warehouse location in Richmond.
• Install new DS120 DCFC at the same location as
the existing one.
• Drop off the old DS120 DCFC at Foreseeson
warehouse location in Richmond.
• Commission and test new DCFC with an EV car.
• Electrical permit and inspection with the city of
Vancouver.
• Temporary Street Occupancy Permit - to reserve
two parking spaces.

5,885.00 1 5,885.00 E

Sub Total $5,885.00

Total (CAD) $ 5,885.00

[Comment]

Quote Terms and Conditions
1. Quote is in CADS.
2. TAX EXTRA. All Taxes Extra.

Foreseeson EVSE Quote# : 12409 page 1 of 2
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FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-03-17 EQ12409

CHARGEPOINT •

PREMIER
PARTNER

3. Quote Valid for 30 DAYS.

By completing and signing this form you are converting this Quote into a Purchase Order (PO) authorizing Foreseeson
Technology to provide the products and services(where applicable) contained herein.
Email your signed PO to: evse@foreseeson.com

Organization to be invoiced :

PO Number :

Name of person authorizing PO :

Title :

Email : Tel# :

Signature : Date :

Comments / Instructions :

Foreseeson EVSE Quote# : 12409 page 2 of 2
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From: "Julien Gagnon" <igaqnon@foreseeson.com>
To: ’’Bethell, Jason" <jason.betheil@vancouver.ca>

Date: 5/13/2025 7:42:21 AM
Subject: Defective DCFC Replacement

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicicus

Hello Jason:

Just to let you know that our guys will be our swapping the dead DCFCs at South
Hills and George Wainborn Park today.

Julien
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From: "Julien Gagnon" <jqagnon@foreseeson.com>
To: "Bethell, Jason" <iason.bethell@vancouver.ca>

Date: 4/11/2025 1:38:21 PM
Subject: DS60 Quotes

Attachments: Quote_12514.pdf
Quote_12410.pdf
Quote_12409.pdf

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Hi Jason:

Here’s the quote for picking up the two DS60 chargers at BGIS and delivering them
to our Richmond warehouse.
I had already sent you the quotes for the 6 month storage (12410) and for the
George Wainbom replacement (12409) but I have attached them here again to
keep them all together.

Julien
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FORE JON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-04-11 EQ12514

CHARGEPOINT •

PREMIER
PARTNER

■ Freight Cost for DS60

Customer Quote

Company City of Vancouver SalesRep Julien Gagnon

City Vancouver Expiry 2025-05-11

Contact Jason Bethell Requested
Delivery Date

2025-04-16

Email jason.bethell@vancouver.ca

Item Name / Description Unit Price Qty Amount Tax

FREIGHT Freight charges to pick-up two (2) x Zerova DS60 DC
chargers from BGIS in Burnaby and deliver to
Foreseeson in Richmond

225.00 1 225.00 G

Sub Total $ 225.00

[Tax Info] Sub Total $225.00
G : GST(5.00%)

GST (5.00%) $ 11.25

$ 236.25Total (CAD)

[Comment]

Quote Terms and Conditions
1. Quote is in CADS.
2. Quote Valid for 30 DAYS.

By completing and signing this form you are converting this Quote into a Purchase Order (PO) authorizing Foreseeson
Technology to provide the products and services(where applicable) contained herein.
Email your signed PO to: evse@foreseeson.com

Foreseeson EVSE Quote# : 12514 page 1 of 2
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FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-04-11 EQ12514

CHARGEPOINT •

PREMIER
PARTNER

Organization to be invoiced :

PO Number :

Name of person authorizing PO :

Title :

Email : Tel# :

Signature : Date :

Comments / Instructions :

Foreseeson EVSE Quote# : 12514 page 2 of 2
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FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-03-17 EQ12410

CHARGEPOINT «

PREMIER
PARTNER

■ DCFC storage at Foreseeson's Richmond Warehouse

Customer Quote

Company City of Vancouver SalesRep Julien Gagnon

City Vancouver Expiry 2025-04-16

Contact Jason Bethell Requested
Delivery Date

2025-04-17

Email jason.bethell@vancouver.ca

Item Name / Description Unit Price Qty Amount Tax

STORAGE Storage Fee for two (2) Zerova DS-120 DCFC.
$75 per unit / per month.
Quote is for a 6-month period.

150.00 6 900.00

Sub Total $ 900.00

$ 900.00Total (CAD)

[Comment]

Quote Terms and Conditions
1. Quote is in CADS.
2. TAX EXTRA. All Taxes Extra.
3. Quote Valid for 30 DAYS.

By completing and signing this form you are converting this Quote into a Purchase Order (PO) authorizing Foreseeson
Technology to provide the products and services(where applicable) contained herein.
Email your signed PO to: evse@foreseeson.com

Organization to be invoiced :

Foreseeson EVSE Quote# : 12410 page 1 of 2
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FORE JON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-03-17 EQ12410

CHARGEPOINT •

PREMIER
PARTNER

PO Number :

Name of person authorizing PO :

Title :

Email : Tel# :

Signature : Date :

Comments / Instructions :

Foreseeson EVSE Quote# : 12410 page 2 of 2
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FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-03-17 EQ12409

CHARGEPOINT «

PREMIER
PARTNER

■ Zerova DS-120 Replacement at George Wainborn Park

Customer

Company City of Vancouver

City Vancouver

Contact Jason Bethell

Email jason.bethell@vancouver.ca

Quote

SalesRep Julien Gagnon

Expiry 2025-04-16

Requested
Delivery Date

2025-04-17

Item Name / Description Unit Price Qty Amount Tax

INSTALL Remove DS120 DC Fast Charger and replace with
new DS120 Station. Work to be done by Power Pros
Electrical.
Scope of work
• Uninstall existing DS120 DCFC.
• Pick up new DS120 DCFC from Foreseeson
warehouse location in Richmond.
• Install new DS120 DCFC at the same location as
the existing one.
• Drop off the old DS120 DCFC at Foreseeson
warehouse location in Richmond.
• Commission and test new DCFC with an EV car.
• Electrical permit and inspection with the city of
Vancouver.
• Temporary Street Occupancy Permit - to reserve
two parking spaces.

5,885.00 1 5,885.00 E

Sub Total $5,885.00

Total (CAD) $ 5,885.00

[Comment]

Quote Terms and Conditions
1. Quote is in CADS.
2. TAX EXTRA. All Taxes Extra.

Foreseeson EVSE Quote# : 12409 page 1 of 2

City of Vancouver - FOI 2026-240 - Page 273 of 332



FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-03-17 EQ12409

CHARGEPOINT •

PREMIER
PARTNER

3. Quote Valid for 30 DAYS.

By completing and signing this form you are converting this Quote into a Purchase Order (PO) authorizing Foreseeson
Technology to provide the products and services(where applicable) contained herein.
Email your signed PO to: evse@foreseeson.com

Organization to be invoiced :

PO Number :

Name of person authorizing PO :

Title :

Email : Tel# :

Signature : Date :

Comments / Instructions :

Foreseeson EVSE Quote# : 12409 page 2 of 2
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From: "Julien Gagnon" <igagnon@foreseeson.com>
To: "Bethell, Jason" <iason.bethell@vancouver.ca>

Date: 3/17/2025 2:33:21 PM
Subject:

Attachments:
DS120 Replacement at George Wainborn Park
Quote_12409.pdf

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Hi Jason:
Here is our estimate for the replacement of the DS120 DCFC at George Wainborn
Park.
Julien Gagnon | General Manager, EVSE

FORE SEE SON [foreseeson-evse.com]

E iqaqnon@foreseeson.com
P: (778) 383-1797

www.foreseeson-evse.com iforeseeson coml 1 4460 Jacombs Road, Richmond BC

Leader in Fully Integrated EV Charging Solutions

I respectfully acknowledge that we work on the traditional and unceded temtones of the Coast Salish peoples of the
x*ma0k*ey’em (Musqueam) and sc'ewaOen (Tsawwassen) Please note that this message and any attachments may contain
confidential and proprietary material and information and are intended only for the use of the intended recipient(s). If you are
not the intended recipient, you are hereby notified that any review, use, disclosure, dissemination, distribution or copying of
this message and any attachments is strictly prohibited. If you have received this email in error, please immediately notify the
sender and destroy this e-mail and any attachments and all copies, whether electronic or printed
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FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-03-17 EQ12409

CHARGEPOINT «

PREMIER
PARTNER

■ Zerova DS-120 Replacement at George Wainborn Park

Customer

Company City of Vancouver

City Vancouver

Contact Jason Bethell

Email jason.bethell@vancouver.ca

Quote

SalesRep Julien Gagnon

Expiry 2025-04-16

Requested
Delivery Date

2025-04-17

Item Name / Description Unit Price Qty Amount Tax

INSTALL Remove DS120 DC Fast Charger and replace with
new DS120 Station. Work to be done by Power Pros
Electrical.
Scope of work
• Uninstall existing DS120 DCFC.
• Pick up new DS120 DCFC from Foreseeson
warehouse location in Richmond.
• Install new DS120 DCFC at the same location as
the existing one.
• Drop off the old DS120 DCFC at Foreseeson
warehouse location in Richmond.
• Commission and test new DCFC with an EV car.
• Electrical permit and inspection with the city of
Vancouver.
• Temporary Street Occupancy Permit - to reserve
two parking spaces.

5,885.00 1 5,885.00 E

Sub Total $5,885.00

Total (CAD) $ 5,885.00

[Comment]

Quote Terms and Conditions
1. Quote is in CADS.
2. TAX EXTRA. All Taxes Extra.

Foreseeson EVSE Quote# : 12409 page 1 of 2
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FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-03-17 EQ12409

CHARGEPOINT •

PREMIER
PARTNER

3. Quote Valid for 30 DAYS.

By completing and signing this form you are converting this Quote into a Purchase Order (PO) authorizing Foreseeson
Technology to provide the products and services(where applicable) contained herein.
Email your signed PO to: evse@foreseeson.com

Organization to be invoiced :

PO Number :

Name of person authorizing PO :

Title :

Email : Tel# :

Signature : Date :

Comments / Instructions :

Foreseeson EVSE Quote# : 12409 page 2 of 2
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From: "Bethell, Jason" <jason.bethell@vancouver.ca>
To: "Thanqapandy, Abraham" <Abraham.Thanqapandy(q)vancouver.ca>

Date: 1/20/2026 8:53:00 AM
Subject:

Attachments:
EV orders & repairs tracker
Foreseeson PO & Repair Tracking.xlsx

Hi Abraham,

Let try an connect on this today so we can talk it through.

Say around 2:30-ish?

Jason Bethell (he/him)

Business Support Manager
PREP (Public EV. Curbside Power) & Asset Management
Electrical Design Branch (EDE)
Engineering, City of Vancouver
7? 604.871.6095
C s.15(1)(l)
Jason.bethelft&.vancouver.ca
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[Locaaon |'A'prt io be Done | PQ | Quoie | Request Date| Paia Date | Compel __________________Comment!

Hrnanrua CC Quote reauest far far new Cades far vandalizes L2 stations iBritannia CC) f 142025
Beach Ave Quote request fa' new Cables far vandalized L5 stations 11400 Beach; ! 14/2025
Trimum Far* ChargeLabPlugEv quote fa' aotubonal CCS cable □ 12904 12'172025 PR createa Jan 1Qfa Z22b
Trillium Part Plug EV far 2nd CCS cable 12'2'2025

Trillium Part Cable Management Quote
CHAdeMO cable 1222025

Clous Plan Renewals

CITY WALL 5 s.n 212041020038 (2 x portsi
Cm'  HALL 0 s/n 23334 1223438 (2 i ports i
MAINLAND en 220241002026 |2 x ports |
MAINLANDS s-n 223741030206 |1 x Port)
VANDUSEN 5 sm 233041157003 12 « ports|
RICHARDS DC 1 sn 210315000089
RICHARDS DC 2 s-'n 210315002003
CITt' HALL DCFC1 s-'n 194102023400
CHY KALL DCFC2 sfa 100302002740

45OO04B594 EQ12833 1/10.2020 Yes

George Wainbom Cable replacement -2  X CCS Canes 4500*47336 Q12220 10-tL2O25 No
Arbutus L2 cable replacement Kits 1 S 2 4500049205 = 2 ' 2: Z rr 12’B.‘2025 Ye
Empire CCS Cabe ft _c-d- i -v : rt K tt 782075 No

Assure Plans

VANDUSEN 1 - iDual-Poni - s.'n 23304 ’ 1579S3
RICHARDS L2-(Singte-PQnj-s'n 210741007059
MAINLAND - iDual-Port) - s *  220241002028
MAINLAND2 - ISingle-Port1-sin 223741080200
KITS BEACH 1 - |Dual-port| - s •- 241270255131
KITS BEACH 3- |Single-port)- i n  244770240308

4500*4 7801 5028''2025 Yes

Assure Plans

CfTY HALL DCFC1
Cm'  HALL DCFC2
RICHARDS DC 1
RICHARDS DC 2
COMMERCIAL DC1
COMMERCIAL DC2
2221 MAIN DCFC 1
2221 MAIN DCFC2

4500*640150 EQ12735 01'25'2023 Ye

Cloud Plans

RICHARDS L2 i n  210741007850
2221 MAIN DCFC1 sin 211015003270
2221 MAIN DCFC2 s’n 211055003286
COMMERCIAL DC1 i'n 211C15003269
COMMERCIAL DC2 Wn 211015003262

City Hall L2 Reinstall

Scope of wart
- Drill on re* concrete bases to install 4 Safety
Upwards to
protect EV chargers from getting hit by vehicles. Two
Safety
boards on each concrete base
- Dnil on new concrete bases to install 2 CT4D00 EV
chargers,one EV charger on each concrete tease

Reinstar two CT4D00 EV chargers- 7es? r-=* reinstalled
EV chargers
Station CITYOFVANCOLIVER CITY HALL 5
Station CITYDFVANCOUVER /CITY HALL 6
Re-instate power on two DCFC chargers and reactivate

4500043880 5/152025 Ye

Ao-mtonal OnSrte vsrt by Power Pros Bertrical to
troubleshoot network connection at KewPort Towers 4500*43712 5'122023 Ye
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"Foreseeson EVSE" <EVSE@foreseeson.com>
To: "AP Invoice" <APInvoice@vancouver.ca>

"Bethell, Jason" <jason.bethell@vancouver.ca>
"Ellen Leung" <eleung@foreseeson.com>
"Susan Cheng" <susan.cheng@foreseeson.com>

Date: 1/14/2026 8:22:06 AM
Subject: Foreseeson EVSE Invoice EV11199 - City of Vancouver - George

Wainborn Zerova DS60 DCFC - Control Panel Repair
Attachments: lnvoice_11199.pdf

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicicus

Hello,

Attached is Foreseeson EVSE Invoice EV11199 for the replacement of a Control
& Supervisory Unit Mainboard on Zerova DS60 DCF at George Wainborn Park.

We value and appreciate that the City of Vancouver supports local businesses in
the Lower Mainland.

Kindly arrange for payment at your earliest convenience.

Julien Gagnon
Foreseeson EVSE Technology Inc.
Email: igagnon(a)f oreseeson.com
Tel: 778-383-1797
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FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Invoice

Date Invoice #

2025-09-30 EV11199

www.plugev.com

To : City of Vancouver

Invoice To Ship To

City of Vancouver
Attn : Account Payables
PO Box 7757
Vancouver, BC, V6B 0L5, Canada
(Tel)6046738355

City of Vancouver
Attn : Jason Bethell
Traffic & Electrical Operations
701 National Avenue
Vancouver, BC, V6B 0L5, Canada
(Tel)6046738355

Please make cheques payable to 'Foreseeson EVSE Technology Inc.'.

P.O. No. Terms Rep Ship Date Ship Via Waybill No.

Jason NET 30 JG 2025-09-30 Installation

Item Name / Description Rate Qty Amount Tax

DCM-01-RW Control & Supervisory Unit main board
(12W/12Vdc/1.0A) 24Vdc

799.00 1 799.00 S

LABOUR Foreseeson Onsite Technician 230.00 2 460.00 G

EVSE SHIPPING Parts Shipping, Handling and Customs brokerage. 150.00 1 150.00 G

Thank you for your business.

[Tax Info]
S : GST(5.00%) + PST(7.00%)

Sub Total $ 1,409.00

G : GST(5.00%) GST (5.00%) $ 70.45

PST (7.00%) $ 55.93

Total (CAD) $ 1,535.38
* GST I HST No. : 71792 9731RT0001

Foreseeson EVSE Invoice# : 11199 (SO# : 11299) page 1 of 1
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I "Foreseeson EVSE" <EVSE@foreseeson.com>
To: "AP Invoice” <APInvoice@vancouver.ca>

"Bethell, Jason" <iason.bethell@vancouver.ca>
"Ellen Leung" <eleung@foreseeson.com>
"Susan Cheng" <susan.cheng@foreseeson.com>
"Badesha, Perry" <Perry.Badesha@vancouver.ca>

Date: 1/19/2026 1:26:14 PM
Subject: Foreseeson EVSE Invoice EV11348 - City of Vancouver - PO

4500647336 - Zerova DC Stations Repair - Geroge Wainborn
Park

Attachments: lnvoice_11348.pdf

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Hello,

Attached is Foreseeson EVSE Invoice EV11348 for charging cable replacement on Zerova
DC stations at George Wainborn Park.
This invoice corresponds to your PO 4500647336.

We value and appreciate that the City of Vancouver supports local businesses in the Lower
Mainland.

Kindly arrange for payment at your earliest convenience.

Julien Gagnon
Foreseeson EVSE Technology Inc.
Email: igagnon(a)foreseeson.com
Tel: 778-383-1797
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FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Invoice

Date Invoice #

2026-01-19 EV11348

www.plugev.com

To : City of Vancouver

Invoice To Ship To

City of Vancouver
Attn : Accounts Payable
PO Box 7757
Vancouver, BC, V6A 4L3, Canada
(Tel)60487 16095

City of Vancouver
Attn : Jason Bethell
701 National Avenue
Vancouver, BC, V6A4L3, Canada
(TelJ6048716095

Please make cheques payable to 'Foreseeson EVSE Technology Inc.'.

P.O. No. Terms Rep Ship Date Ship Via Waybill No.

4500647336 NET 30 JG 2026-01-19 Installation

Item Name / Description Rate Qty Amount Tax

W36004000144-RA2 Zerova CCS1 Charging Cables for DS60, 15-ft,
125A, 1000V

4,125.00 2 8,250.00 S

LABOUR Foreseeson Onsite Technician 1,550.00 1 1,550.00 G

Thank you for your business.

[Tax Info]
S : GST(5.00%) + PST(7.00%)

Sub Total $ 9,800.00

G : GST(5.00%) GST (5.00%) $ 490.00

PST (7.00%) $ 577.50

Total (CAD) $ 10,867.50
* GST / HST No. : 71792 9731RT0001

Foreseeson EVSE Invoice# : 11348 (SO# : 12437) page 1 of 1
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From: "Kam, Chere" <chere.kam@vancouver.ca>
To: ’’Bethell, Jason" <jason.bethell@vancouver.ca>

Date: 9/9/2025 2:53:31 PM
Subject: FW: Wainborn Park Charging Station

Thanks Jason, zr

From: Bethell, Jason
Sent: Tuesday, September 2025 8:48 AM
To: Kam, Chere
Subject: RE: Wainborn Park Charging Station

Hi Chere,

Thanks for the e-mail. I was notified early last week, I'm just waiting for new cable to be
shipped.

Jason

From: Kam, Chere <chere.kam(5)vancouver.ca>
Sent: Tuesday, September 9, 2025 8:13 AM
To: Bethell, Jason <jason.bethell(S)vancouver.ca>
Subject: Wainborn Park Charging Station

Hi Jason,

A citizen called to report that the two charging stations located on the sidewalk right
outside the George Wainborn Park directly across from 455 Beach Cres have been
vandalized.
Both cables were cut and the wires were clipped off.

Caller's info -

Feel free to contact me if you have any questions.

Chere

3.1.1 Ext 8827.
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From: "Julien Gagnon" <iqaqnon@foreseeson.com>
To: "Bethell, Jason" <jason.bethell@vancouver.ca>

CC: "Elden Yee" <eldeny@foreseeson.com>
"Ruben Suhs" <rubensuris@foreseeson.com>

Date: 10/3/2025 9:24:21 AM
Subject:

Attachments:
George Wainborn DCFCs
20251002_135608.jpg
20251002_135627.jpg
20251002_135650.jpg
20251002_135656.jpg
20251002_135706.jpg
Quote_12816.pdf

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicicus

Hi Jason:
1 also stopped by George Wainborn Park yesterday and noticed that both charging
cables had been cut not only on one of the DC stations, but on both DCFCs. See
photos attached.
We have already received your PO 4500647336 to replace the cables on one
station, which will be done very soon.
I have attached a new quote to replace the cables on the second DCFC as well.
Let me know if you want to go ahead with this repair.
Julien Gagnon
FORESEESON EVSE TECHNOLOGY INC.
(778) 383-1797

City of Vancouver - FOI 2026-240 - Page 285 of 332



City of Vancouver - FOI 2026-240 - Page 286 of 332

:n-J

-!;2



City of Vancouver - FOI 2026-240 - Page 287 of 332

ft



City of Vancouver - FOI 2026-240 - Page 288 of 332

*4
n

1 d
jyI i



City of Vancouver - FOI 2026-240 - Page 289 of 332

;IC '
‘ * ♦

V ■■■■. . j•< J

;■ji;

*

. . ■ •



City of Vancouver - FOI 2026-240 - Page 290 of 332

K
, 

<
A

H
;

♦»
 *

 - '
«• ■

? *

’■
*!£

» 
ft

K
i



FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-04-22 EQ12816

CHARGEPOINT «

PREMIER
PARTNER

■ CoV - Charging Cable Replacement on PEV-1728 (Zerova DS60) at George Wainborn Park

Customer Quote

Company City of Vancouver SalesRep Julien Gagnon

City Vancouver Expiry 2025-05-22

Contact Jason Bethell Requested
Delivery Date

2025-10-03

Email jason.bethell@vancouver.ca

Item Name / Description Unit Price Qty Amount Tax

W36004000144-RA2 Zerova CCS1 Charging Cables for DS60, 15-ft,
125A, 1000V

4,125.00 2 8,250.00 S

LABOUR Foreseeson Onsite Technician 1,550.00 1 1,550.00 G

Sub Total $ 9,800.00

[Tax Info]
S : GST(5.00%) + PST(7.00%)

Sub Total $ 9,800.00

G : GST(5.00%) GST (5.00%) $ 490.00

PST (7.00%) $ 577.50

Total (CAD) $ 10,867.50

[Comment]

Quote Terms and Conditions
1. Quote is in CADS.
2. TAX EXTRA. All Taxes Extra.
3. Quote Valid for 30 DAYS.

Foreseeson EVSE Quote# : 12816 page 1 of 2
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FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-04-22 EQ12816

CHARGEPOINT •

PREMIER
PARTNER

By completing and signing this form you are converting this Quote into a Purchase Order (PO) authorizing Foreseeson
Technology to provide the products and services(where applicable) contained herein.
Email your signed PO to: evse@foreseeson.com

Organization to be invoiced :

PO Number :

Name of person authorizing PO :

Title :

Email: Tel#:

Signature : Date :

Comments / Instructions :

Foreseeson EVSE Quote# : 12816 page 2 of 2
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From: "Julien Gagnon" <jgagnon@foreseeson.com>
To: "Bethell, Jason" <jason.bethell@vancouver.ca>

CO: "Thangapandy, Abraham" <Abraham.Thangapandy@vancouver.ca>
Date: 1/19/2026 10:22:21 AM

Subject: George Wainborn Park
Attachments: 20260117_140653.jpg

20260117_140641.jpg

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Hi Jason:

Here’s a summary of the situation at George Wainborn Park.

Zerova DS-60
• CCS1 cable was replaced on December 8, 2025. Our technician visited this

location last Saturday and reported that the new CCS1 cable was cut again.
We replaced the CCS1 cable with a new cable again.

• New CHAdeMO cable has been ordered. Waiting for shipment to be received.

Zerova DS-120
• CHAdeMO cable was replaced December 8, 2025. The new CHAdeMO cable

is still in place (See photo attached).
• CCS1 -> Cable received from Zerova is larger than previous cable. Inside

plate and bracket to hold cable in place have been ordered from Zerova and
should be received this week.

Julien
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From: "Julien Gagnon" <igagnon@foreseeson.com>
To: "Bethell, Jason" <iason.bethell@vancouver.ca>

CC: "Thangapandy, Abraham" <Abraham.Thangapandy@vancouver.ca>
Date: 1/16/2026 3:19:21 PM

Subject: OnSite Visits and Troubleshooting Zerova Stations
Attachments: Quote_13045.pdf

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Hi Jason:

Do you need to send us a PO for the time spent by our technician to go onsite,
troubleshoot and document issues with Zerova stations at George Wainborn Park,
Beach Ave. and Britannia Community Centre?
Or do we just send you an invoice?

Julien
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FOREST tfON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2026-01-16 EQ1304 5

CHARGEPOINT •

PREMIER
PARTNER

■ CoV - Maintenance Work and Service Repair on Zerova Stations

Customer

Company City of Vancouver

City Vancouver

Contact Jason Bethell

Email jason.bethell@vancouver.ca

Quote

SalesRep Julien Gagnon

Expiry 2026-02-15

Requested
Delivery Date

2026-01-16

Item Name / Description Unit Price Qty Amount Tax

SITE VISIT George Wainborn Park
Several site visits to troubleshoot charging cable
issue

125.00 6 750.00 G

SITE VISIT Beach Avenue
Site visit for troubleshooting on 9-01-2026

125.00 1 125.00 G

SITE VISIT Britannia Community Centre
Site Visit for troubleshooting on 15-01-2026

125.00 2 250.00 G

Sub Total $ 1,125.00

$ 1,125.00

$ 56.25

[Tax Info]
G : GST(5.00%)

Sub Total

GST (5.00%)

$ 1,181.25Total (CAD)

[Comment]

Quote Terms and Conditions
1. Quote is in CADS.
2. TAX EXTRA. All Taxes Extra.
3. Quote Valid for 30 DAYS.

Foreseeson EVSE Quote# : 13045 page 1 of 2
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FORE JON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2026-01-16 EQ1304 5

CHARGEPOINT •

PREMIER
PARTNER

By completing and signing this form you are converting this Quote into a Purchase Order (PO) authorizing Foreseeson
Technology to provide the products and services(where applicable) contained herein.
Email your signed PO to: evse@foreseeson.com

Organization to be invoiced :

PO Number :

Name of person authorizing PO :

Title :

Email : Tel# :

Signature : Date :

Comments / Instructions :

Foreseeson EVSE Quote# : 13045 page 2 of 2
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From: "Julien Gagnon" <jgagnon@foreseeson.com>
To: "Bethell, Jason" <jason.bethell@vancouver.ca>

CC: "Thangapandy, Abraham" <Abraham.Thanqapandy@vancouver.ca>
Date: 1/20/2026 9:04:21 AM

Subject: Outstanding issues
Attachments: CoV_Outstanding_lssues.xlsx

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Hi Jason and Abraham:

Attached is the spreadsheet that I have been keeping to track the status of all
issues and repairs.
Please incorporate within your spreadsheet and let’s share.

Julien
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ISSUE # DESCRIPTION PO PORT STATUS COMMENTS
1 George Wainborn DS60 DC Cable Replacement 4500647336 CCS Installed and functional CCS1 Cable replaced twice

CHAdeMO CHAdeMO cable required
2 George Wainborn DS120 DC Cable Replacement CCS CCS1 cable on hand Will be installed as soon as we get internal bracket

CHAdeMO Installed and functional
3 Beach Ave, PEV-1730 and PEV-1731 2 stations with cut cables
4 Britannia Community Centre 4 stations with cut cables
5 Empire Field DS60 CCS1 cable needs to be replaced ChadeMo is okay

Retracting cable for CHAdeMO is broken.
6 Trillium Park DS60 Cable Management broken on Dual CCS Station Foreseeson is trying to fix existing CMK

CHAdeMO not dispensing power on PEV-1768 Check Status
7 PEV-1755 Kensington Under Maintenance Only charges at 3.5 kW
8 KITS BEACH 2 Faulted
9 CITY HALL 6 Faulted

10 South Hill DS60 (45th & Fraser) Out of order Faulting - not enough power
11 Zerova OnRamp
12 Rip&Replace Zerrova DCFC
13 Contact for remote monitoring

City of Vancouver
Outstanding Issues
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"Neville, Ian" <lan.Neville@vancouver.ca>
To "Jimenez, Jaclyn" <jaclyn.iimenez@vancouver.ca>

"Electric Vehicle Inquiries" <electric vehicles@vancouver.ca>
Date: 6/11/2020 8:32:37 AM

Subject: RE: 2 questions from 311 inquiry

George Wainborn doesn't have an ETA, but we had contractors out there on Tuesday and will have
them out there again on Monday. We are fast tracking the repair, but that's all I have for now.

For Beach Ave., I believe the re-opening won't occur until a decision about the bike lane
reconfiguration is complete. I would expect that they will be out of service for quite a while - I
haven't seen any plan to reopen Beach Ave. (FYI - the parking lots are closed because the
eastbound lane that accesses them has been converted to bike lanes to allow for physical
distancing.

Hope that helps,

From: Jimenez, Jaclyn
Sent: Wednesday, June 10, 2020 5:02 PM
To: Neville, Ian; Electric Vehicle Inquiries
Subject: 2 questions from 311 inquiry

1. I see the note on June 8 about the chargers at George Wainborn Park are down for
reconfiguration - is there an ETA on that?
2. Will the beach Avenue chargers re-open like the other Park board parking lot charger? Caller also
mentioned that due to bike lane, cars can't charge there or can't access the chargers? I'm not sure
what she means by that.

Thanks,
JJ
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From: "Paul Marques \(ChargeLab\)" <support@chargelab.co>
To: ’’Bethell, Jason" <jason.bethell@vancouver.ca>

"Elden Yee" <eldeny@foreseeson.com>
"Julien Gagnon" <jgagnon@foreseeson.com>

Date: 9/4/2025 6:11:51 AM
Subject: RE: Cable cut on PEV-1728

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Thanks Jason.

Paul

On Tue, September 2 at 8:24, Jason Bethell wrote:

Thank you for letting us know Paul.

From: Paul Marques (ChargeLab)
Sent: Monday, September 1, 2025 11:47 AM
To: Bethell, Jason ; Elden Yee
Subject: Cable cut on PEV-1728

Hi there,

I've had a report from a driver that the charger PEV-1728 at George Wainborn Park -451
Beach Crescent has has had the cable cut.

I don't have details or a photo as I didn't speak directly to the driver.

This is just to alert you to what the driver has reported.
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Thanks,

Paul
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From: ’’Bethell, Jason" <jason.bethell@vancouver.ca>
To: "Electric Vehicle Inquiries" <electric vehicles@vancouver.ca>

Date: 11/7/2024 6:31:34 AM
Subject: RE: EV Complaint - Case 201001939249

Hi Leslie,

Yes I'll call him.

What he means by 'Tesla only" is the location of the charging port on his car. I'm assuming he
doesn't want to have the cable potentially over his car. I get as long a cables I can get for the
curbside stations but depending on how he parks it can be tight to have the cable go around the
car instead of over it. However, might tested all types of scenarios when installing DCFC stations
and he had clearance no matter where the charge port was on the car.

He's not wrong about one of the DCFCs at Wainborn park, it's been down for quite sometime
because the techs can't figure out the issue and is still ongoing.

I'll let you know how the conversation goes.

Jason

From: Electric Vehicle Inquiries
Sent: Wednesday, November 6, 2024 4:37 PM
To: Bethell, Jason
Subject: FW: EV Complaint - Case 201001939249

FYI - could I get you to call this guy back? He probably just wants someone to listen.
I don't know why he says our stations are only for Tesla's because they're not.
I also don't know why he can't park properly facing the right way on the street and just charge.
The only thing I can't tell there is if it's metered parking or free parking. I would imagine if the Tesla
is parked often there and not charging, he's still paying for parking. We probably don't have
another mechanism if an EV is not plugged in but parked there and paying for parking. Do we have
something that says you can only be parked there if you're actively charging?
The rest of his complaint we just let him vent because clearly he just wants to.

Let me know thanks
Leslie

From: Sam, Joyce <Joyce.Sam(a)vancouver.ca>
Sent: Wednesday, November6, 2024 2:23 PM
To: Electric Vehicle Inquiries <electric vehicles(a)vancouver.ca>
Subject: EV Complaint - Case 201001939249

Hi,

I hope this email finds you well.
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Can you please let me know if you are able to contact the inquirer below? Please let me know if
this ticket should be forwarded to someone else.

Thanks in advance!

Joyce Sam (she/her)
Office Support Clerk III | Rezoning Centre
604-873-7352 | Joyce.Sam(a>vancouver.ca

CITY OF .
VANCOUVER I

Planning, Urban Design
and Sustainability

The City of Vancouver acknowledges that it is situated on the unceded traditional territories of thex”ma6k”'oyam
(Musqueam), Skwxwu7mesh (Squamish), and salilwatat (Tsleil-Waututh) Nations.

Case Summary

Case ID: 201001939249

11/3/2024, 4:12:24 PMCase creation date:

Case created by: Cassandra McLean-Bideshi

Case created user information: - User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36

Channel: Phone

Location and request details:

Location: s.22(1)

Type of feedback: Complaint

Department: Planning, Urban Design and Sustainability

Business Unit: Sustainability Group
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Provide details:

Citizen states that the City of Vancouver has no charging static
harassed by Parking Enforcement for being parked on the wro
car? Citizen states that half the charging stations at Beach Cre
was advised to contact us when these issues transpires. Citize
Citizen states that its less and less livable everyday, why are tf

ins on the left h
ng side of the st
;cent and Strath
i states that the
ey driving an EV

(Don't ask just record, does the
customer require contact?):

Yes

Contact information:

Name:

Email address:

Phone number:

5.22(1)
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F rom : "Bethell, Jason" <jason.bethell@vancouver.ca>
To: Daniel.Schulenberg@shellrecharge.com

CC: Petersen.P.Barnaby@shell.com
Michael.M.Ferguson@shell.com

Date: 10/7/2024 10:52:00 AM
Subject: RE: George Wainborn (Station ID 433104)

Hi Daniel, thank you for the clarification and update.

Jason

From: Daniel.Schulenberg@shellrecharge.com
Sent: Monday,  October 7, 2024 6:46 AM
To: Bethell, Jason
Cc: Petersen.P.Barnaby@shell.com; Michael.M.Ferguson@shell.com
Subject: RE: George Wainborn (Station ID 433104)

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Thanks Jason. Just for clarity this PO given was for South Hill.

As for Wainborn, I have escalated repair efforts with the OEM team to provide some update this
week.

® Recharge
Solutions

Daniel Schulenberg
Technical Operations Engineer
Shell Recharge Solutions
9/80 Schedule A

767 S Alameda, Suite 200, Los Angeles, CA 90021
M: 323-967-8563

inConnect with us:

[ I inkedin.com1ltwitter.com]  [ facebook.com]  [youtube.com]

City of Vancouver - FOI 2026-240 - Page 307 of 332



From: Bethell, Jason <jason.bethell@vancouver.ca>
Sent: Thursday, October 3, 2024 5:26 PM
To: Schulenberg, Daniel SRSAMUS-DRB <Daniel.Schulenberg@shellrecharge.com>
Cc: Barnaby, Petersen SCAN-DRR/B/81 <Petersen.P.Barnaby@shell.com>; Ferguson, Michael
SCAN-DRR/B/77 <Michael-M.Ferguson@shell.com>
Subject: RE: George Wainborn (Station ID 433104)

Think Secure. This email is from an external source.

From: Daniel.Schulenberg@shellrecharge.com <Daniel.Schulenberg@shellrecharge.com>
Sent: Thursday, October 3, 2024 5:28 AM
To: Bethell, Jason <jason.bethell@vancouver.ca>
Cc: Petersen.P.Barnaby@shell.com; Michael.M.Ferguson@shell.com
Subject: RE: George Wainborn (Station ID 433104)

Jason,

There are not real updates on this station. The OEM is still investigating on their end.

® Sorge 1*
Solutions

Daniel Schulenberg
Technical Operations Engineer
Shell Recharge Solutions
9/80 Schedule A

767 S Alameda, Suite 200, Los Angeles, CA 90021
M: 323-967-8563

Daniel.Schulenberg@shell.com | www.shellrecharge.com [shel l recharge.coml/solut ions

in
Connect with us:

[ l inkedin.com][twit ter.coml  [facebook.com] [youtube.com]

From: Schulenberg, Daniel SRSAMUS-DRB
Sent: Wednesday, September 25, 2024 12:55 PM
To: Bethell, Jason <jason.bethell@vancouver.ca>
Cc: Barnaby, Petersen SCAN-DRR/B/81 <Petersen.P.Barnaby@shell.com>; Ferguson, Michael
SCAN-DRR/B/77 <Michael.M.Ferguson @shell.com>
Subject: RE: George Wainborn (Station ID 433104)

The technician and the OEM were not able to solve this station issue. The OEM is working
internally to determine what path to take next.
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Shell
Recharge
Solutions

Daniel Schulenberg
Technical Operations Engineer
Shell Recharge Solutions
9/80 Schedule A

767 S Alameda, Suite 200, Los Angeles, CA 90021
M: 323-967-8563

Daniel.Schulenberg@shell.com | www.shellrecharfle.com [shel l recharge.com]/solut ions

inConnect with us:

[I inkedin.com][twitter.com][facebook.coin1lvoutube.coml

From: Bethell, Jason <jason.bethell@vancouver.ca>
Sent: Thursday, September 19, 2024 8:37 AM
To: Schulenberg, Daniel SRSAMUS-DRB <Daniel.Schulenberg@shellrecharge.com>
Cc: Barnaby, Petersen SCAN-DRR/B/81 <Petersen.P.Barnabv@shelLcom>; Ferguson, Michael
SCAN-DRR/B/77 <Michael.M.Ferguson@shell.com>
Subject: RE: George Wainborn (Station ID 433104)

Think Secure. This email is from an external source.

Hi Daniel,

Thanks for the update,  we can't seem to catch a break with this station.

Jason

From: Daniel.Schulenberg@shellrecharge.com <Daniel.Schulenberg@shellrecharge.com>
Sent: Thursday, September 19, 2024 8:35 AM
To: Bethell, Jason <jason.bethell@vancouver.ca>
Cc: Petersen.P.Barnaby@shell.com; Michael.M.Ferguson@shell.com
Subject: RE: George Wainborn (Station ID 433104)

Jason,

We had a dispatch go out for this stie yesterday. They replaced parts but the station is still faulted.
The technician is going out today to troubleshoot more.

® R.lhorg.’
Solutions

Daniel Schulenberg
Technical Operations Engineer
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Shell Recharge Solutions
9/80 Schedule A

767 S Alameda, Suite 200, Los Angeles, CA 90021
M: 323-967-8563

Daniel.Schulenberg@shell.com | www.shellrecharge.com [shel l  r echa rge .com  [/solutions

in
Connect with us:

[ l inkedin.comHtwit ter.coml  [facebook.coml [youtube.coml

From: Bethell, Jason <iason.bethell@vancouver.ca>
Sent: Wednesday, September 11, 2024 9:11 AM
To:Schulenberg, Daniel SRSAMUS-DRB <Da niel.Schulenberg@shellrecharge.com>
Cc: Barnaby, Petersen SCAN-DRR/B/81 <Petersen.P.Barnaby@shell.com>; Ferguson, Michael
SCAN-DRR/B/77 <Michael.M.Ferguson @shell.com>
Subject: RE: George Wainborn (Station ID 433104)

Think Secure. This email is from an external source.

Thanks Daniel

From: Daniel.Schulenberg@shellrecharge.com <Daniel.Schulenberg@shellrecharge.com>
Sent: Wednesday, September 11, 2024 9:00 AM
To: Bethell, Jason <iason.bethell@vancouver.ca>
Cc: Petersen.P.Barnaby@shell.com; Michael.M.Ferguson@shell.com
Subject: RE: George Wainborn (Station ID 433104)

Jason,

Parts were delivered over the weekend and I am trying to get a dispatch date from the service
provider. The dispatch should occur sometime this week.

O Recharge2*
Solutions

Daniel Schulenberg
Technical Operations Engineer
Shell Recharge Solutions
9/80 Schedule A

767 S Alameda, Suite 200, Los Angeles, CA 90021
M: 323-967-8563

Daniel.Schulenberg@shell.com | www.shellrecharqe.com [shel l  r echa rge .com  [/solutions

in
Connect with us:

[ l inkedin.comlf twi t ter .coml  [facebook.coml [youtube.coml
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From: Bethell, Jason <iason.bethell@vancouver.ca>
Sent: Wednesday, September 11, 2024 7:02 AM
To: Schulenberg, Daniel SRSAMUS-DRB <Daniel.Schulenberg@shellrecharge.com>
Cc: Barnaby, Petersen SCAN-DRR/B/81 <Petersen.P.Barnabv@shell.com>; Ferguson, Michael
SCAN-DRR/B/77 <Michael.M.Ferguson @shell.com>
Subject: RE: George Wainborn (Station ID 433104)

Think Secure. This email is from an external source.

Hi Daniel,

Following up on this station, any updates?

Jason

From: Bethell, Jason
Sent: Thursday, August 22, 2024 3:12 PM
To: Daniel.Schulenberg@shellrecharge.com
Subject: RE: George Wainborn (Station ID 433104)

Thanks Daniel

From: Daniel.5chulenberg@shellrecharge.com <Daniel.Schulenberg@shellrecharge.com>
Sent: Tuesday, August 20, 2024 8:52 AM
To: Bethell, Jason <jason.bethell@vancouver.ca>
Subject: RE: George Wainborn (Station ID 433104)

I'll update you when they provide me the information. I’m working this case before all others, so I
will be pushing them for updates.

® Recharge
Solutions

Daniel Schulenberg
Technical Operations Engineer
Shell Recharge Solutions
9/80 Schedule A

767 S Alameda, Suite 200, Los Angeles, CA 90021
M: 323-967-8563

Daniel.Schulenberq@shell.com | www.shellrecharqe.com [shel l recharge.com]/solut ions

in
Connect with us:

| l inkedin.com]|twit ter.com][facebook.com1[youtube.coml
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From: Bethell, Jason <jason.bethell@vancouver.ca>
Sent: Tuesday, August 20, 2024 6:27 AM
To: Schulenberg, Daniel SRSAMU5-DRB <Daniel.Schulenberg@shellrecharge.com>
Subject: RE: George Wainborn (Station ID 433104)

Think Secure. This email is from an external source.

Thanks Daniel.

ETA on the parts?

From: Daniel.Schulenberg@shellrecharge.com <Daniel.Schulenberg@shellrecharge.com>
Sent: Monday, August 19, 2024 4:36 PM
To: Bethell, Jason <iason.bethell@vancouver.ca>
Subject: RE: George Wainborn (Station ID 433104)

Jason,

We had the dispatch today and Zerova determined we need some parts. They are going to provide
me with the RMA form and we will ship the parts out for another dispatch.

© R«h« 0 . K
Solutions

Daniel Schulenberg
Technical Operations Engineer
Shell Recharge Solutions
9/80 Schedule A

767 S Alameda, Suite 200, Los Angeles, CA 90021
M: 323-967-8563

Daniel.Schulenberg@shell.com | www.shellrecharge.com [shel l recharge.comj/solut ions

in
Connect with us:

[ l inkedin.comirtwit ter.com]  [ facebook.comirvoutube.com]

From: Bethell, Jason <jason.bethell@vancouver.ca>
Sent: Friday, August 16, 2024 9:19 AM
To: Schulenberg, Daniel SRSAMUS-DRB <Daniel.Schulenberg@shellrecharge.com>
Subject: RE: George Wainborn (Station ID 433104)

Think Secure. This email is from an external source.

Hi Daniel, great news!

Thanks,
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Jason

From: Daniel.Schulenberg@shellrecharge.com <Daniel.Schulenberg@shellrecharge.com>
Sent: Friday, August 16, 2024 8:31 AM
To: Bethell, Jason <iason.bethell@vancouver.ca>
Subject: RE: George Wainborn (Station ID 433104)

Jason,

I have a dispatch going out to this site on Monday.

® SSh-rs.*
Solutions

Daniel Schulenberg
Technical Operations Engineer
Shell Recharge Solutions
9/80 Schedule A

767 S Alameda, Suite 200, Los Angeles, CA 90021
M: 323-967-8563

Daniel.Schulenberq@shell.com | www.shellrecharge.com [she l l recharge .com  ]/solutions

in
Connect with us:

[ l inkedin.comirtwit ter.coml  [ facebook.coml  [youtube,comi

From: Bethell, Jason <jason.bethell@vancouver.ca>
Sent: Wednesday, August 14, 2024 8:16 AM
To: Schulenberg, Daniel SRSAMUS-DRB <Daniel.Schulenberg@shellrecharge.com>
Subject: RE: George Wainborn (Station ID 433104)

Think Secure. This email is from an external source.

Thanks Daniel!

From: Daniel.Schulenberg@shellrecharge.com <Daniel.Schulenberg@shellrecharge.com>
Sent: Wednesday, August 14, 2024 7:33 AM
To: Bethell, Jason <iason.bethell@vancouver.ca>
Subject: RE: George Wainborn (Station ID 433104)

Hi Jason,

I’m working with the OEM but I have requested a dispatch for this site, ETA TBD. I will let you know
when a dispatch will occur. I marked this as high priority as I know we want this site back up and
running.

City of Vancouver - FOI 2026-240 - Page 313 of 332



® Recharge**
Solutions

Daniel Schulenberg
Technical Operations Engineer
Shell Recharge Solutions
9/80 Schedule A

767 S Alameda, Suite 200, Los Angeles, CA 90021
M: 323-967-8563

Daniel.Schulenberfl@shell.com | www.shellrecharfle.com [shel l recharge.comj/solut ions

in
Connect with us:

tlinkedin.com] [twitter.com] [facebook.coml [youtube.com]

From: Bethell, Jason <iason.bethell@vancouver.ca>
Sent: Wednesday, August 14, 2024 6:20 AM
To: Schulenberg, Daniel SRSAMUS-DRB <Daniel,Schulenberg@shellrecharge.com>
Subject: George Wainborn (Station ID 433104)

Think Secure. This email is from an external source.

Hi Daniel,

Can you give me an update on the status of the above mentioned station. When I last spoke to
Mike he mentioned that you were waiting for the Comprehensive Care to hit your system so you
could go ahead with he diagnosis and repair.

Thanks,

Jason Bethell (he/him/his)

Business Support Manager
PREP (Public EV, Curbside Power) & Asset Management
Electrical Design Branch (EDE)
Engineering, City of Vancouver
T: 604.871.6095

Jason,bethel!©Vancouver,ca
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From "Julien Gagnon" <iqaqnon@foreseeson.com>
To: "Bethell, Jason" <iason.bethell@vancouver.ca>

CO: "Elden Yee" <eldeny@foreseeson.com>
"Ruben Suhs" <rubensuris@foreseeson.com>

Date: 10/6/2025 3:38:22 PM
Subject:

Attachments:
Re: George Wainbom DCFCs
Quote_12829.pdf

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Julien Gagnon

FORESEESON EVSE TECHNOLOGY INC.

(778) 383-1797

From: Bethell, Jason
Sent: Monday, October 6, 2025 11:45AM
To: Julien Gagnon
Cc:Elden Yee; Ruben Suhs
Subject: RE: George Wainborn DCFCs

Hi Julien,

I’d like to keep on cable as CHAdeMO on this station, can you send a revised quote please
with 1 X CCS & 1 X CHAdeMO

Thanks,

Jason

From: Julien Gagnon
Sent: Friday, October 3, 2025 9:24 AM
To: Bethell, Jason
Cc: Elden Yee ; Ruben Suhs
Subject: George Wainborn DCFCs
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Hi Jason:

I also stopped by George Wainborn Park yesterday and noticed that both charging
cables had been cut not only on one of the DC stations, but on both DCFCs. See
photos attached.
We have already received your PO 4500647336 to replace the cables on one
station, which will be done very soon.
I have attached a new quote to replace the cables on the second DCFC as well.
Let me know if you want to go ahead with this repair.

Julien Gagnon
FORESEESON EVSE TECHNOLOGY INC.
(778)383-1797
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FORESTON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-04-22 EQ12829

CHARGEPOINT «

PREMIER
PARTNER

■ CoV - Charging Cable Replacement on PEV-1728 (Zerova DS60) at George Wainborn Park

Customer Quote

Company City of Vancouver SalesRep Julien Gagnon

City Vancouver Expiry 2025-05-22

Contact Jason Bethell Requested
Delivery Date

2025-10-03

Email jason.bethell@vancouver.ca

Item Name / Description Unit Price Qty Amount Tax

W36004000144-RA2 Zerova CCS1 Charging Cables for DS60, 15-ft,
125A, 1000V

4,125.00 1 4,125.00 S

W36004000085-R00 Zerova CHAdeMO 125A, 5m charging cable for
DS60 60kW DCFC

4,935.00 1 4,935.00 S

LABOUR Foreseeson Onsite Technician 1,550.00 1 1,550.00 G

Sub Total $ 10,610.00

[Tax Info]
S : GST(5.00%) + PST(7.00%)

Sub Total $ 10,610.00

G : GST(5.00%) GST (5.00%) $ 530.50

PST (7.00%) $ 634.20

Total (CAD) $ 11,774.70

[Comment]

Quote Terms and Conditions
1. Quote is in CAD$.
2. TAX EXTRA. All Taxes Extra.
3. Quote Valid for 30 DAYS.

Foreseeson EVSE Quote# : 12829 page 1 of 2
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FORE JON
CHARGERSEV

Foreseeson EVSE Technology Inc.
101-4460 Jacombs Rd,
Richmond, BC, CA, V6V2C5
Phone : 604-233-0247
Fax : 604-233-2048
Email : evse@foreseeson.com

Quote

Date Quote#

2025-04-22 EQ12829

CHARGEPOINT •

PREMIER
PARTNER

By completing and signing this form you are converting this Quote into a Purchase Order (PO) authorizing Foreseeson
Technology to provide the products and services(where applicable) contained herein.
Email your signed PO to: evse@foreseeson.com

Organization to be invoiced :

PO Number :

Name of person authorizing PO :

Title :

Email : Tel# :

Signature : Date :

Comments / Instructions :

Foreseeson EVSE Quote# : 12829 page 2 of 2
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From: ’’Bethell, Jason" <jason.bethell@vancouver.ca>
To: "Julien Gagnon" <jqaqnon@foreseeson.com>

Date: 12/11/2025 11:45:00 AM
Subject: RE: George Wainborn DS60

Hi Julien,

That’s disappointing, let me know what Zerova says about all the cables and we can figure
out how to proceed once we have the information.

Thanks,

Jason

From: Julien Gagnon <jgagnon@foreseeson.com>
Sent: Thursday, December 11, 2025 11:42 AM
To: Bethell, Jason <jason.bethell@vancouver.ca>
Subject: George Wainborn DS60

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Hi Jason:

We have installed one (1) CCS cable on the DS120 at George Wainborn Park
(photo attached).
However, I don't think it is possible to replace the CHAdeMO with a 2nd CCS1
cable on that station. I have sent the info to Zerova to find out if this model can
support it.

For the DS60, it looks like the CCS cables that we have ordered are not the right
ones. The internal wiring connection is different.
I'll find out the right cables and let you know.

CCS1 cables we received
connector

DS60 Internal
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Ju l ien  Gagnon

FORESEESON EVSE TECHNOLOGY INC.
(778) 383-1797
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From: "Bethell, Jason" <iason.bethell@vancouver.ca>
To: "Julien Gagnon" <jqagnon@foreseeson.com>

Date: 4/25/2025 2:15:00 PM
Subject: RE: Zerova DCFC Update

Hi Julien,

George Wainborn

• PO for the DCFC swap should be out to you early next week
• What can we do about the SIM issue?

Trillium Park
• PO next week

South Fraser
• Can we use the 2nd DCFC from Shell to replace the dead DCFC and use the CMK

from that for Empire? If so, can you send me a quote for the work please?

Empire
• If we can use the CMK from South Fraser that would be great

Jason

From: Julien Gagnon <jgagnon@foreseeson.com>
Sent: Thursday, April 24, 2025 4:27 PM
To: Bethell, Jason <jason.bethell@vancouver.ca>
Subject: Zerova DCFC Update

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Hi Jason:

After visiting all the public sites with Zerova DCFC stations, I asked Elden to give
me a summary report.
Here is the situation:

GEORGE WAINBORN PARK 1 DCFC is dead. No power.
You asked to replace the station with a new

DCFC from Shell.
We have provided a quote for this swap.

1 DCFC is operational, except that the SIM slot is
not working.

When we insert the SIM card, an LED light
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normally comes on, but it doesn’t come on.

TRILLIUM PARK
added to ChargeLab network

message.

repair of this station from Shell.

parts and repair.

SOUTH FRASER
added to ChargeLab network

1 DCFC is working and has been

1 DCFC comes up with an error

You asked for taking over the

We provided a quote for the

1 DCFC is working and has been

1 DCFC is dead. No power.

EMPIRE FIELD DCFC is working (Elden witnessed
someone charging their EV)

Broken retractable cable.
Suggested to use CMK from another dead station.

Will be connected to ChargeLab
network on Friday, Apr. 25

Ju l i en  Gagnon

FORESEESON EVSE TECHNOLOGY INC.
(778) 383-1797
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From: "Julien Gagnon" <igagnon@foreseeson.com>
To: "Bethell, Jason" <iason.bethell@vancouver.ca>

Date: 9/17/2025 2:31:22 PM
Subject: RE: Zerova DS60 - George Wainborn Park - CCS & CHAdeMO

Charging cables replacement
Attachments: Quotation_2025-172_City of Vancouver-V2.pdf

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicicus

Here you go.

Julien Gagnon
FORESEESON EVSE TECHNOLOGY INC.
(778) 383-1797

From: Bethell, Jason
Sent: September 17, 2025 2:25 PM
To: Julien Gagnon
Subject: RE: Zerova DS60 - George Wainborn Park - CCS & CHAdeMO Charging cables
replacement

Thanks Julien,

Would you be able to revise the quote for 2 CCS instead of the CHAdeMO?

Thanks,

Jason

From: Julien Gagnon <iqaqnon@foreseeson.com>
Sent: Monday, September 15, 2025 2:28 PM
To: Bethell, Jason <iason.bethell@vancouver.ca>
Subject: Zerova DS60 - George Wainborn Park - CCS & CHAdeMO Charging cables
replacement

Julien Gagnon | General Manager, EVSE

I't FORESEESON

E iqaqnon@foreseeson.com
P: (778) 383-1797
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www.foreseeson-evse.com | 4460 Jacombs Road, Richmond BC

Leader in Fully Integrated EV Charging Solutions

I respectfully acknowledge that we work on the traditional and unceded temtones of the Coast Salish peoples of the
x«ine0kwey'em (Musqueam) and sc'ewaOen (Tsawwassen). Please note that this message and any attachments may contain
confidential and proprietary material and information and are intended only for the use of the intended recipient(s) If you are
not the intended recipient, you are hereby notified that any review, use, disclosure, dissemination, distnbution or copying of
this message and any attachments is strictly prohibited. If you have received this email in error, please immediately notify the
sender and destroy this e-mail and any attachments and all copies, whether electronic or printed
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Foreseeson EVSE Technology Inc • Unit 101, 4460 Jacombs Road • Richmond, BC V6V 2C5 • Canada
Phone: +1-604-233-0246 • Fax: +1-604-233-2048

https://foreseeson-evse.com/

Quotation
'p FORESEESON Quote Number

Terms
Date
Sales Person
Valid Until
Tax Info.

2025-172
Net 30 Days
2025-09-1 6
Julien Gagnon
2025-10-15Bill To

City of Vancouver City of Vancouver
PO Box 7757
Vancouver, V6B 0L5

I* |Qty. | Product Unit Price | Ext Price |
1 2 W36004000144-RA2

CCS1 Charging Connector, HVCQSAEM125AL5000, 125A, 1000V, L5M
C$4,125.00 C$ 8,250 00

2 1 Installation Labour Fees C$1,550.00 C$ 1,550.00

Quotation Totals
Currency: Canadian Dollar
Subtotal: C$ 9,800.00

Total: C$ 9,800.00

DEFAULT TERMS AND CONDITIONS:
-E&OE
- Quotation valid lor 60 days unless otherwise specified above In this quote.
- FOB Foreseeson Warehouse, 4460 Jacombs Road, Richmond, BC, Canada V6V 2C5 unless otherwise specified above In this quote
- Payment of 50% required upon receipt of PO, balance payment upon delivery and completion unless otherwise specified in this quote above.
- Standard delivery within 45 days ARO unless otherwise specified in this quote above.
- Default warranty is 2 years parts only unless oitierwise specified above in this quote
- Quote price does NOT Include taxes - applicable taxes will be added to invoices.
- Quote does not include import duties or tariffs
- Quote does NOT include installation, labour, electrical materials, civil work, remediation, permits nor any other materials or services not explicitly specified
above In this quote.
- Delivery in accordance with suggested schedule, after receipt of order and acceptance of commercial terms.
- If Foreseeson personnel or contractors are performing work on site, they will be given unimpeded access to the worksite
- This quote does not include any additional parts, repairs or disbursements found outside the scope of work which may be required
- Any and all delays resulting from any events, including Acts of God and weather delays, outside the direct control of Foreseeson will be charged out at the
appropriate hourly rate plus all associated disbursements.

By completing and signing this form you are convening this Quote Into a Purchase Order (PO) authorizing Foreseeson Technology Inc. or Foreseeson EVSE
Technology Inc. to provide the products and services (where applicable) contained herein

Please email your signed PO to: evse@foreseeson.com

Organization to be invoiced :

PO Number :

Email of person authorizing PO :

Telephone number of person authorizing PO :

Comments and Special Instructions:

Prepared by Foreseeson EVSE Technology Inc. 1 / 2
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Foreseeson EVSE Technology Inc • Unit 101, 4460 Jacombs Road • Richmond, BC V6V 2C5 • Canada
Phone: +1-604-233-0246 • Fax: +1-604-233-2048

https://foreseeson-evse.com/

Quotation Accepted By
Quote Number 2025-172

Print Name

Title

Signature

□ate

Prepared by Foreseeson EVSE Technology Inc. 2 / 2
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From: Petersen.P.Barnaby@shell.coin
To: ’’Bethell, Jason" <jason.bethell@vancouver.ca>

Date: 3/6/2025 3:16:23 PM
Subject: remembering some outstanding items.

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicious

Hey,

A couple things I forgot to talk about yesterday.

Any feedback from David on those 3 chargers??

I got some feedback on if you did take the chargers and then wanted to R&R Wainborne with one
of them. SKY Care is dead so you would have to pay fo the R&R but we would take that as part of
the damages packages so you could claim the costs back form us.

Let me know what you are thinking

Petersen Barnaby
Key Account Manager - Commercial Fuels
Shell Fleet Solutions

+1 (587) 223-9045

Petersen.P.8arnaby@Shell.com [ Connect on Unkedln [my.shell.COm] | www.shell.com [shell.com]

This email, any attachment and/or series of responses, is Intended for the use of the recipient to which it is addressed, and may contain confidential,
personal and/or privileged Information. If you are not the intended recipient, telephone or email the sender and delete this message and any attachment
Immediately. Do not copy, distribute, or take action relying on it. Electronic communications over a public network are not secure and therefore Shell does
not accept any legal responsibility for the contents of this message, including any damage caused by any virus transmitted by this e-mail.

Cette communication par courrfer electromque est une communication privee a 1‘usage exclusif du destinataire principal ainsi que des personnel dont les
noms figurent en copte. Les renseignements contenus dans ce courriel sont confidentiels et si vous n’etes pas le destinataire prevu, vous etes avise, par les
presentes que toute reproduction, transfer! ou autre forme de diffusion de cette communication par quelque moyen que ce sort est interdite.  Si vous n’etes
pas specifiquement autonse a recevoir ce courriel ou si vous croyez I'avoir req:u par erreur, veulllez en aviser I'expediteur original immediatement. Nous

respectons les demandes similaires qul touchent la confidentialite des communications par courtier electronique.

© in
Connect with us:

[instagram.coml [youtube.com] [faceboQk.com] [twitter.coml [linkedin.coml
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From: "Bethell, Jason" <iason.bethell@vancouver.ca>
To: "Julien Gagnon" <igagnon@foreseeson.com>

"Ruben Suris" <rubensuris@foreseeson.com>
Date: 3/26/2025 2:44:00 PM

Subject: Repairs on DCFC stations

Hi guys,

Can I please have a quote for the following:

South Hill DCFC cable replacement
Repairing the cable management for the DCFC at Empire Field

@Julien Gagnon - You should be seeing the PC's for DCFC storage, Rip & replace at
George Wainborn and SIMS this week of early next. I'm still waiting for the address for
BGIS to pick up the DCFCs we've been discussing

Thanks.

Jason Bethell (he/htm/his)

Business Support Manager
PREP (Public EV, Curbside Power) & Asset Management
Electrical Design Branch (EDE)
Engineering, City of Vancouver
T: 604.871.6095
C;[-15(1)(l)
Jason.bethell&vancouver.ca
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From: Petersen.P.Barnabv@shell.com
To: "Bethell, Jason" <jason.bethell@vancouver.ca>

"Pacey, Evan" <Evan.Dacev@vancouver.ca>
"Maurus, Nadine" <Nadine.Maurus@vancouver.ca>
"Ng, Leslie" <Leslie.Nq@vancouver.ca>

CC: Michael.M.Ferguson@shell.com
Ahmed.Elboos@shell.com
Sandra.Mailloux@shell.com

Date: 12/12/2024 7:02:48 AM
Subject:

Attachments:
Results of the Shell eDepot strategic review
Dec. 12 - Customer Notification City ofVancouver.pdf

City of Vancouver Warning - This message is from an external sender
Do not click on links or open attachments unless you were expecting the email and know the content is
safe.

Report Suspicicus

All,

Thank you for your time yesterday and for making schedules work on short notice.

As we discussed yesterday the results of the strategic review are such that after careful
consideration. Shell has decided to end its Shell Sky charging software service and support to
non-company-owned electric vehicle (EV) chargers in the commercial fleet sector in the US and
Canada.

Instead, Shell is focusing our investments where we have a competit ive advantage and will
concentrate on the delivery of our company-owned public charging network.

For you as a customer of our eDepot business, this means that after April 30, we will no longer be
able to provide Shell Sky Software or support.  We understand that this will have impacts on your
operations, and we are prepared to work with you to minimize these impacts.

• In order to give you adequate time to transit ion to a new provider, we will continue to
service your chargers through April 30, 2025, unless you request terminat ion sooner.

• To help ensure a positive transit ion for your customers to your new CPMS provider, please
ensure charger stickers with the Shell Recharge Solutions charging instructions, phone
number and logo are removed by this date.

Shell continues to pursue profitable e-mobil i ty business models and will focus on the delivery of
our company-owned, public charging network in North America and globally.

I have attached a formal letter of notif ication to this email as well.

Petersen Barnaby
Sales Account Manager — E-Mobility
Shell Fleet Solutions
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+1 (587) 223-9045

Petersen.P.Barnaby(S) Shell.com | Connect on Ltnkedln [my .shc l l .COm]  | www.shel l .comJshdl .COrn]

in
Connect with us:

finstaeram.com] fvoutube.com] ffacebook.com] Ftwitter.com] flinkedin.com]
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1 Equilon Enterprises LLC dba Shell Oil Products US (“Shell”) and its Canadian affiliates. 
 

Zeco Systems (Canada) Inc. 
 
 
 
Dec. 12, 2024 
 
 
City of Vancouver  
453 West 12th Avenue, Vancouver, British Columbia, V5Y 1V4 
Attention: Jason Bethell Evan Dacey and Nadine Maurus 
 
  
RELATING TO PS20210275 – PROVISION OF CITY FLEET ELECTRIC VEHICLE CHARGING 
INFRASTRUCTURE, MAINTENANCE, AND SUPPORT – Dated November 27th, 2023 
 

And  

RELATING TO SUPPLY OF EV CHARGING EQUIPMENT AND SERVICES 
RFP PS20180339 – Dated June 22nd, 2021 

 

Dear Valued Customer, 

After careful consideration, Shell1 is proceeding to end its Shell Sky software and Shell Sky 

software support of non-company-owned electric vehicle (EV) chargers in the US and Canada and 

concentrate our investment on the delivery of our company-owned public charging network. Shell 

remains committed to investing in viable e-mobility business models and is focusing our investments 

where we have a competitive advantage.  

While Shell is looking to exit this business and end its support of your chargers no later than 30 

April 2025, we would like to work with you to manage the transition including by discussing the 

remaining obligations Shell has under our agreements with the City.  

 

 

City of Vancouver - FOI 2026-240 - Page 331 of 332



 
 

We would like to thank you for your business and are here to advise as you transition to a new 

CPMS provider.  If you have questions, please reach out to Petersen Barnaby.      

 

Regards,  

Petersen Barnaby 

Sales Account Manager – Canada  
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