< CITY OF Office of the City Manager

VA E‘ij (i {:73 UVER Internal Audit Division

August 8, 2017

To: Sadhu Johnston - City Manager
Paul Mochrie - Deputy City Manager
Patrice Impey - General Manager, Finance, Risk & Supply Chain Management
Francie Connell - Director, Legal Services

From: Tony Hui - Chief of Internal Audit

Subject: July 2017 Follow-Up of Audit Recommendations

As part of the annual Internal Audit plan, a follow-up of open audit recommendations is
conducted every 6 months for all audit reports issued. The objective is to determine the
extent to which audit recommendations have been implemented and whether any significant
internal control weaknesses remain outstanding.

We corresponded with key individuals responsible for implementing recommendations and

reviewed supporting evidence to newly completed recommendations. 106 open
recommendations were followed up on and 23 of the recommendations are now completed.

A summary is shown below:

Open recommendations at beginning of period 85
Add: Recommendations now due 21
Total open recommendations followed up 106
Less: Recommendations completed (23)
Open recommendations at end of review period (July 2017) 83

A breakdown of open audit recommendation by the year of the initial target completion date
follows below. A detailed listing of open items is provided in Appendix A.

Initial Target # of
Completion Recommendations
2011 1

2013 2

2014 5

2015 9

2016 54

2017 12

Total 83

Three Significant Items based on Risk Priority Ranking

Based on our risk priority ranking (Appendix B), there are three open significant items. Two
of these items relate to the 2015 Business Continuity Audit: An interim BCP guide is to be
created for interim use, and a business continuity plan should be completed for the IT
department (see Appendix A Audit 135, F.1.1 & F.2). Risk Management has indicated that the
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interim BCP guide has been drafted and is pending approval from the Risk Management
Committee. .

The third item relates to the 2016 Cyber Security audit: it is recommended that
comprehensive penetration testing be completed (see Appendix A Audit 144, F.1). The Chief
Technology Officer has indicated that high risk vulnerabilities have been addressed and this
item is a deliverable for 2018 as part of the revised Security operating model and roadmap.

Items outstanding prior to 2015

Recommendations outstanding prior to 2015 are close to completion and primarily relate to:
Non-Market Housing Operations, IT, and Parks Restaurant Revenue. The item from 2011 is a
recommendation for a reporting process for financial and operational results of the Mountain
View Cemetery. This item has been delayed due to various organizational changes affecting
the department. This item has been revisited during the 2017 Mountain View Cemetery audit
and management has indicated that they will address this issue during 2017.

Please contact me at extension 86393 if there are any questions.

iy y Hui, CPA, CA, CRMA Carmen Fuellbrandt, CPA, CMA, CIA, CRMA
Chief of Internal Audit Senior Internal Auditor

453 W 12" Ave Vancouver BC V5Y 1V4 @ 604.873.7011 fax: 604.873.7419 www.vancouver.ca
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